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Abstract

In this dissertation, a method to analyze the operation of a large scale and global
infrastructure is proposed and evaluated. The DNS is taken as an example of such
infrastructure, and the model together with its method in analyzing the operation of
DNS is defined. Furthermore, using the method, its application to analyze the operation
status of DNS is confirmed. As a result, this dissertation achieved to propose a generic
model to analyze the operation of a large scale and global infrastructure.

Large scale and global infrastructures, as represented by the Internet, have been
increasing nowadays. FExamples of such infrastructures are Global Positioning Sys-
tem(GPS), Global System for Mobile Communication(GSM), World Wide Web, and
Domain Name System(DNS).

Such information-communication infrastructures are usually distributed autonomous
systems, and they instantly became one of the necessities in our society. Therefore,
strict requirements and demands on reliability and stability need to be fulfilled by each
infrastructures. However, it is difficult to know the overall status due to the fact that
they are operated autonomously. As a result, current troubleshooting takes reactive
approach from the type of system failure. This approach is effective in the operation
environment where change in the system operation occurs rarely. On the other hand,
large-scale, global infrastructure mentioned earlier takes frequent change in scale and
status, resulting in requiring longer period of time to discover the cause of failure.

In this research, DNS is used as one of the examples of large-scale, global infrastructure.
Definition of model and establishment of techniques for analyzing operation platform of
DNS is introduced. In addition, effectiveness of the techniques introduced in analyzing
operation status of DNS is validated. Effective analysis model for analyzing large-scale,
global infrastructure’s operation platform is established as a result of the research.

The dissertation first describes the definition of a large scale and global infrastructure,
and clarifies the requirements towards those infrastructures. The requirements are defines
as; (1) fair and public service, (2) service reliability, and (3) identification of the service
point.

The dissertation second describes the model to analyze the operation of a large scale
and global infrastructure. The model is constructed from the following elements; (1)
analysis of the service from user’s point of view, (2) analysis of the service integrity, and
(3) analysis of the information in service operation.

Analysis model for DNS operation platform is established based on the general anal-
ysis model for large-scale, global infrastructure introduced. The technique consists of
following methods: (1) examination of DNS reachability (2) examination of DNS delega-
tion tree (3) examination of identity of DNS servers For (1), time required for receiving



reply is measured from different places in the world and the rate of receiving reply is
also examined. In (2), integrity of DNS delegation tree is examined for DNS accuracy.
In (3), service range for each DNS server is indicated by examining identification and
operation information of DNS.

It is required to be aware of overall infrastructure regularly, in order to predict up-
coming system failure. This research proposes analysis techniques for quantitative and
constant examination of large-scale, global infrastructure and evaluation is taken by an-
alyzing the systems in operation using the introduced technique. It is proved to be
effective in analyzing the operation platform of large-scale, global infrastructure defined
in the dissertation. As a result, the contribution can be made to proactively avoid system

failure and provide system reliability and security using the proposed analysis model.
The dissertation as a result achieved to provide a method to efficiently analyze the
operation of a large scale and global infrastructure.
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define DNS = 53;

define PP_UDP_DNS = 113

define PP_TCP = 192;

define PP_OK_SYNACK = 1; # ->SYN, <-SYN+ACK pairs
define PP_OK_SYNRST = 2; # ->SYN, <-SYN+RST pairs
define PP_OK_MULTI = 8; # ->DATA, <-ACK for more than one packet
define PP_OK_SINGLE = 16; # ->DATA, <-ACK ’lone’ packet
define PP_OK_INGROUP = 32; # ->DATA, <-ACK single packet in a group
define A_ROOT = 198.41.0.4/32; # Verisign, Dulles, Va
define B_ROOT = 192.228.79.201/32; # 1ISI, Marina del Ray, Ca
define C_ROOT = 192.33.4.12/32; # Cogent, Herndon, Va
define D_ROOT = 128.8.10.90/32; # U Maryland, Md

define E_ROOT = 192.203.230.10/32; # NASA Ames, Ca

define F_ROOT = 192.5.5.241/32; # 1ISC, Palo Alto, Ca
define G_ROOT = 192.112.36.4/32; # DoD NIC, Vienna, Va
define H_ROOT = 128.63.2.53/32; # ARL, Abdereen, Md
define I_ROOT = 192.36.148.17/32; # KTH, Stockholm

define J_ROOT = 192.58.128.30/32; # Verisign, Dulles, Va
define K_ROOT = 193.0.14.129/32; # RIPE NCC, Amsterdam
define L_ROOT = 198.32.64.12/32; # IANA, Los Angeles, Ca
define M_ROOT = 202.12.27.33/32; # WIDE, Tokyo

define B_ROOT_OLD = 128.9.0.107/32; # 1ISI, USC, Ca

define J_ROOT_OLD = 198.41.0.10/32; # NSI, Herndon, Va

define TestDestAddress =
if DestPeerAddress == A_ROOT

store FlowKind : 1\; store FlowClass := 0O\; }

else if DestPeerAddress

-~

{ store FlowKind := store FlowClass := O\; }
else if DestPeerAddress C_ROOT

{ store FlowKind := store FlowClass := 0\; }
else if DestPeerAddress D_ROOT

{ store FlowKind := store FlowClass := O\; }
else if DestPeerAddress E_ROOT

{ store FlowKind := 5\; store FlowClass := 0\; }
else if DestPeerAddress == F_ROOT

{ store FlowKind := 6\; store FlowClass := 0\; }
else if DestPeerAddress == G_ROOT

{ store FlowKind := 7\; store FlowClass := 0\; }
else if DestPeerAddress == H_ROOT

{ store FlowKind := 8\; store FlowClass := 0\; }
else if DestPeerAddress == I_ROOT

{ store FlowKind := 9\; store FlowClass := 0\; }

else if DestPeerAddress == J_ROOT || DestPeerAddress == J_ROOT_

-~

store FlowKind := 10\; store FlowClass := O\; }
else if DestPeerAddress == K_ROOT
store FlowKind := 11\; store FlowClass := O\; }
else if DestPeerAddress == L_ROOT
store FlowKind := 12\; store FlowClass := O\; }
else if DestPeerAddress == M_ROOT

A~ A

{ store FlowKind := 13\; store FlowClass := 0\; }
optimise 3;
if SourcePeerType == IPv4 save;
else ignore;
if SourceTransType == UDP save;

else ignore;
TestDestAddress; # Sets FlowKind
if FlowKind == O nomatch;
else {
if DestTransAddress == DNS save; # Avoid ’match on non_DNS
else ignore;
save ToTurnaroundTime = 120.11.0!'0 & 4.2.10!7000;
count;

}

set dns_root_wide;
statistics;
format
FlowRuleSet FlowIndex FirstTime SourcePeerType SourceTransType
" " FlowKind FlowClass
" " ToPDUs FromPDUs
" " ToLostPDUs FromLostPDUs
" (" ToTurnaroundTime

wyn,

B_ROOT || DestPeerAddress == B_ROOT_

OLD

OLD

flow’ msg

O 4.6: SRLODO
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4.3.20 DNS monitoring
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1026688779 133.93.XX.1 ethl A: rtt 210 ms R
1026688785 133.93.XX.1 ethl B: rtt 159 ms

1026688790 133.93.XX.1 ethl C: rtt 250 ms

1026688793 133.93.XX.1 ethl D: rtt 180 ms

1026688798 133.93.XX.1 ethl E: rtt 110 ms

1026688803 133.93.XX.1 ethl F: rtt 130 ms

1026688808 133.93.XX.1 ethl G: timed out (60sec)

1026688812 133.93.XX.1 ethl H: rtt 190 ms

1026688816 133.93.XX.1 ethl I: rtt 268 ms

1026688820 133.93.XX.1 ethl J: rtt 210 ms

1026688827 133.93.XX.1 ethl K: rtt 264 ms

1026688830 133.93.XX.1 ethl L: rtt 130 ms

1026688837 133.93.XX.1 ethl M: SERVFAIL D
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5.1.40 gooooo
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O 5.6: native probe O dialup probe 0 OO (Los Angeles 10 O0O0O0000O) - CFD
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@ Beta(native) ¢ Alpha(dialup) v Gamma(offset)
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00 5.8: native probe O dialup probe OO0 (DOOOOOO) - CFD
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e N
ID: 10.in-addr.arpa.
Netblock: 10.0.0.0 - 10.255.255.255
S0A: blackhole.isi.edu.
M-Name: bmanning@isi.edu.
Serial: 19971502
Org-Name: TANA
Street-Address: Internet Assigned Numbers Authority
Street-Address: Information Sciences Institute
Street-Address: University of Southern California
Street-Address: 4676 Admiralty Way, Suite 330
City: Marina del Rey
State: CA
Postal-Code: 90292-6695
Country-Code: Us
Contact-Name: Internet Assigned Numbers Authority
Contact-Email: iana@IANA.ORG
Phone: (310) 823-9358
Parent-Zone: 10.in-addr.arpa.
Name-Server: nsl.10.in-addr.arpa.
N J

O 5.12: 10.in-addr.arpa O OOO0D0OO
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051: 000000000000000 DNSOOOOOOO0O

gpooood ooooo % | DNSOOOO 0od
195.149.XXX.59 67072 | 6.7 | XXX.camcontacts.net -
66.70.XXX.20 65971 | 6.5 | - -
66.70.XXX.175 63668 | 6.3 | - -
200.206.XXX.201 17483 | 1.7 | XXXXXXterra.com.br -
202.12.XXX.33 12350 | 1.2 | m.root-servers.net root
218.16.XXX.164 10348 | 1.0 | - -
150.100.XXX.3 9086 | 0.9 | ns-jp.sinet.ad.jp ccTLD(jp)
219.153.XXX.10 8359 | 0.8 | - -
172.29.XXX.16 8078 | 0.8 | - -
61.120.XXX.100 7124 | 0.7 | ns-jp.nic.ad.jp ccTLD(jp)
192.26.XXX.30 6742 | 0.7 | c.gtld-servers.net gTLD
192.48.XXX.30 6674 | 0.7 | j.gtld-servers.net gTLD
192.55.XXX.30 6347 | 0.6 | m.gtld-servers.net gTLD
192.41.XXX.30 6336 | 0.6 | l.gtld-servers.net gTLD
211.14.XXX.10 6177 | 0.6 | XXXXXX.yahoo.co.jp -
12.1.XXX.251 5341 | 0.5 | - -
12.1.XXX.253 5295 | 0.5 | - -
170.66.XXX.3 4944 | 0.5 | XXXX.bb.com.br -
170.66.XXX.2 4856 | 0.5 | XXXX.bb.com.br -
192.31.XXX.30 4773 | 0.5 | d.gtld-servers.net gTLD
192.12.XXX.30 4643 | 0.5 | e.gtld-servers.net gTLD
202.96.XXX.90 4576 | 0.5 | - -
213.193.XXX.137 4548 | 0.5 | XXX.multimania.net -
192.35.XXX.30 4423 | 0.4 | f.gtld-servers.net ¢gTLD
202.232.XXX.34 4384 | 0.4 | ns0.iijj.ad.jp ccTLD(jp)
192.33.XXX.30 4381 | 0.4 | b.gtld-servers.net gTLD
192.54.XXX.30 4334 | 0.4 | h.gtld-servers.net gTLD
192.5.XXX.30 4315 | 0.4 | a.gtld-servers.net gTLD
192.52.XXX.30 4224 | 0.4 | k.gtld-servers.net gTLD
202.12.XXX.131 4193 | 0.4 | XXX.apnic.net -
192.43.XXX.30 4117 | 0.4 | i.gtld-servers.net gTLD
202.12.XXX.131 3865 | 0.4 | nsO.nic.ad.jp ccTLD(jp)
202.229.XXX.120 3700 | 0.4 | XXXXXXX.yahoo.co.jp -
213.193.XXX.130 3594 | 0.4 | XX.multimania.net -
165.76.XXX.98 3372 | 0.3 | dns0.spin.ad.jp ccTLD(jp)
65.57.XXX.120 3294 | 0.3 | XXX.hsphere.cc -
65.57.XXX.100 3272 | 0.3 | XXX.hsphere.cc -
192.26.XXX.32 3255 | 0.3 | ¢c3.NSTLD.COM ccTLD
202.12.XXX.140 3254 | 0.3 | karashi.apnic.net ccTLD
92.5.XXX.32 2796 | 0.3 | a3.NSTLD.COM gTLD
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DNSOODOOODOODODODODOODODOO DNSOOODODODODOODOOODODdrwhois
0o0o00dbooooobobo0o0booooooooobOon rwhoisOOOOOODDOOOO
goooobbodogobobtooooooboooooboboboooooboboboooooo
000 Orwhois 00000 Structured Query Language(SQL) 000 O 0O O 0O MySQL[65]
gdooooooobobbbbbbodoooooon

gobooooboooobooobooboboobobooboboobbooobooboo
OO00O0oO00000Db0 sQLObOoOoOoo0ooDooOobooO0OWebOoODOOOOOOO
oooOoOo0oo0o0oOo SQuooooo0ooooobooOoOooooboobooOoooDooo

O05140000000000000 WebOUOODOOOOOOOO
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Send Query : |T

Searchl

Sorry, some objects still have buggy data.
We are now under construction.

Index of this page.

® Whatis the rwwhois server 7
8 What data does this server have ?

® Usage of this server,
® How to getrwhois client and server.

]
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OO00DOO000DOOO0o0oO0DoOoOOOoDNSOOOOO0OOOOO0oDOOOoOooboogo
OO00OOdnsprobe DO OO OO0OD0O0OOOODOOODOODOOODOODOODOODOODOODO
gooog

gsilsb0o0oboooooag

1092719088 130.69.XXX.116 ethl A: rtt 189 ms: hostname nsll-aroot \\
1092719120 130.69.XXX.116 ethl B: rtt 111 ms: hostname b2.isi.edu

1092719059 130.69.XXX.116 ethl C: rtt 205 ms: hostname iadla.c.root-servers.org

1092719103 130.69.XXX.116 ethl D: rtt 186 ms: hostname d-root.net.umd.edu

1092719074 130.69.XXX.116 ethl E: rtt 158 ms: hostname e4.arc.nasa.gov

1092719093 130.69.XXX.116 ethl F: rtt 156 ms: hostname laxla.f.root-servers.org

1092719115 130.69.XXX.116 ethl G: rtt 198 ms: hostname g.root-servers.net

1092719068 130.69.XXX.116 ethl H: rtt 176 ms: hostname H2

1092719065 130.69.XXX.116 ethl I: rtt 295 ms: hostname s2.sth

1092719083 130.69.XXX.116 ethl J: rtt 256 ms: hostname jns3-kgtld.j.root-servers.net
1092719099 130.69.XXX.116 ethl K: rtt 264 ms: hostname k2.linx

1092719110 130.69.XXX.116 ethl L: rtt 263 ms: hostname 12.1.root-servers.org

1092719079 130.69.XXX.116 ethl M: rtt O ms: hostname MB //

0 s.15: 0000000000 0O0O0O0 O0D0OO0O

Oood0b0ODdnsprobe DOOOOOOODOOOOOOODODOOOOOODOOODDOOO
OO0 hostname OO0 00000000 DOOO0OOODOOOODNSOOODODOOOOO
gboboboboboooon
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6.2.30 ggooood

O0000000D00OODNSOO0O0O0DODOOOOO00ODO DNSOOODO cTLD DNS OO
gboboooobobooooboboobobobooboobobobobobobobooon
OO0 DNSOODOOOOOODOOODODOOOOOoODOoOOoOoOO bDNSODODoooooooo
goooboobooboobuoobobooboboobooboobobobooboobon
ODNSOOOOODDOO0ODODDOO0ODODOO00DOO000O0O000O00obOo0oooooooo
gboooobogobbooboobboobooboo

00000000000 0000000O000DO00DOO00DOOo0ooOo DbNSODODOOO
goooobooboboooboboobooobobooboobobooboooboobbooobobo

6.3 U DNSOODOOoooog

O00COODNSOOODOOOOOOOO0OODO DNSOODOOoOoOOoOooooooooo

06100000061100DNSOODOOCOOODOOCOOODOOOOOODOOOOODOO
O0000000000000000003Me:501::/32000 IPv6 00000000 OOOOO
DNSOOOOOOOOoOooooooooooooooooooooo

gbooboooboboobooboobobobobooobooboobobboboobooD
00O DNSOOOOOOOooDooOooooooooooooooooooooooooooo
DNSOOOODOOOOOODOOOOO DNSOOoOoOooooooooooooooooooo
cooboooooooooboooobbooobOooobooobbooOboOoOoOo bNSODOoOoOoOo
gbobooboooooooooooooooooooooooooooog

oooooooboooooooobbooooobobsliobbooooobooobobooo bNSOOO
obobooboobo booboboooboooobobob 1vyobooob1Bbooooo
OO0 DNSOODOOoOooooooooboooooboo

OO0 DNSOOOOOOUODOOOObOOODOO0DbO0OO0O0OO(froot-servers.net O j.root-
serversnet DO 0000000 620000

goboboobooooboboogoboboobooboooobooboooobooooboboogo
U00000000000130.69.251.116 D0 O0OD0O0ODO iroot-serversmet DO O OO OOMO
OOo0oOoO00oOOoOoDboOobOOOo0oO0o0oDOoOoOoSQLuooboboOoooOoooOoOoe12000
O0000000130.69.251.116 00000000 iroot-serversmet 0O O DNSOODODOOO



gboooooooboo

86

0 6.2: f.root-servers.net 000000000000

oo f.root-servers.net j-root-servers.net
Adelaide-Australia bnela.f.root-servers.org jns2-kgtld
Athens-Greece sfo2b.f.root-servers.org  jns6-hgtld
Beijin-China sfo2b.f.root-servers.org  jnsl-kr
Belgrade-Yugoslavia sfo2b.f.root-servers.org  jns4-igtld
Bethlahem-Israel tlvlb.f.root-servers.org  jnsl-kgtld
BuenosAires-Argentina  sfo2b.f.root-servers.org  jns3-dgtld
Calgary-Canada sfo2a.f.root-servers.org  jnsl-kr
Copenhagen-Denmark  sfo2b.f.root-servers.org  jnsb-hgtld
Cork-Ireland sfo2b.f.root-servers.org  jns6-hgtld
Dusseldorf-Germany sfo2b.f.root-servers.org  jns4d-hgtld
Helsinki-Finland sfo2a.f.root-servers.org  jns2-hgtld
HongKong-HongKong  hkgla.f.root-servers.org jnsl-kgtld
Jakarta-Indonesia cgklb.f.root-servers.org jnsl-mgtld
PhnomPenh-Cambodia paolc.f.root-servers.org jnsl-kr
Quito-Ecuador sfo2a.f.root-servers.org  jnsl-fgtld
SaoPaulo-Brazil grula.f.root-servers.org  jns3-fgtld
Seoul-Korea sella.f.root-servers.org  jnsl-kr
Shenzhen-China pekla.f.root-servers.org  jnsl-kr
Sofia-Bulgaria paolf.f.root-servers.org  jns4-hgtld

gooobooboobooboobooboobobbobobboobbooboobOoobOon
ooood

select Timestamp,HOSTNAME,RTT from dnsprobe
where IPaddress=’130.69.251.116° && ServerNAME=’I’ && HOSTNAME not like ’NULL’;
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