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Abstract of Master’s Thesis Academic Year 2000

Integrated Network Security Policy Management System

Summary

This research proposes the architecture to control the security policy integratively when filter-
ing the packets at large networks, and achieved to easily develop and operate a secure network.

The number of the Internet users has grown rapidly and the Internet is used as one of the most
important communication infrastructure publically. The Internet is popularized through enter-
prises and home widely and commercial transactions using the Internet is carried out actively in
both BtoB and BtoC areas.

On the other hand, various attacks are done on the Internet, taking advantage of the internet
protocols having no security feature from its scheme. Details of the attacks vary, and the hedges
against the attacks branch out.

The most common technique used for the defense against the attacks is packet-filtering. Packet-
filtering is a basic technology used for firewall and IPsec, which provides elemental security on
the Internet.

However, the absence of the integrated security-policy control machanism such as unstructured
packet-filtering rules and the lack of the security-policy distribution mechanism has been the
problem when operating multiple packet-filtering mechanism on large networks.

The mechanism proposed in this paper is implemented to solve the problems mentioned above
by providing integrated security-policy control mechanism, which consists of well-understood
security-policy description language, repository for security-policy, policy-distribution agent which
distributes the security-policies between repository and packet-filtering mechanism, and mecha-

nism to collect information from each packet-filtering mechanism.

Keyword

1. Internet, 2. Security, 3. Packet filtering, 4. Policy Management, 5. IPsec, 6. Firewall

Keio University Graduate School of Media and Governance
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4 N
# 0
add pass ip from any to any via ifl
#1
add deny udp from any 137-139 to any
add deny tcp from any 137-139 to any
add deny udp from any to any 137-139
add deny tcp from any to any 137-139
#2 9% 0000 SYN/ACK OO0
add pass tcp from any to any established
# 3
add pass tcp from any to any 25 setup
# 4
add deny log tcp from any to any in via ifO setup
#5% 000000 syxn OO0
add pass tcp from any to any setup
# 6
add deny ip from any to any

O 2.5: FreeBSD O OO IPFW
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a )
#0, 5

pass in quick on ifl

pass out quick on ifl

# 6

block in on if0 all head 100

#1

block in quick from any port 136 >< 140 to any group 100
block in quick from any to any port 136 >< 140 group 100
# 2

pass in quick proto tcp all flags A/A group 100

# 3

pass in quick proto tcp from any to any port = 25 flags S/SA group 100
# 4

block in log quick proto tcp all flags S/SA group 100

# 6

block out on if0 all head 200

# 2

pass out proto tcp all flags A/A group 200

# 5

pass out proto tcp all flags S/SA group 200

- J

O 2.6: NetBSD 00O 0O IP Filter

NetBSD O0O0O0OCOOOOO IPFiter OOO0OOCOOCOOOOOO0OO0OOOOOOOOO
IPFWOOOOOOOOooooooooooooooooooooooooooooo
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4 N
#0, 5
iptables -A INPUT -i ifl -j ACCEPT
#1
iptables -A INPUT -p tcp --sport 137:139 -s 0/0 -d 0/0 -j DROP
iptables -A INPUT -p udp --sport 137:139 -s 0/0 -d 0/0 -j DROP
# 2
iptables -A INPUT -p tcp --tcpflags ACK ACK -j ACCEPT
# 3
iptables -A INPUT -i ifO -p tcp --syn --dport 25 -j ACCEPT
# 4
iptables -A INPUT -i ifO -p tcp --syn -j DROP
# 6
iptables -A INPUT -j LOG
iptables -A INPUT -j DROP
# 2
iptables -A OUTPUT -i ethO -p tcp --tcpflags ACK ACK -j ACCEPT
# 5
iptables -A OUTPUT -i ethO -p tcp --syn -s 0/0 -d 0/0 -j ACCEPT
# 6
iptables -A OUTPUT -j LOG
iptables -A OUTPUT -j DROP

O 2.7: Linux OO0 iptables

000 Linux 00O iptables 0000000000 0DO0OOCOO0O0ODOOOOOODOOOOODO
gobooboooobooboooobobobooboobooooobooo
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4 N

interface if0
ip access-group 100 in
ip access—-group 200 out
interface ifl
!
# 1
access-list 100 deny tcp any any range 137 139
access-list 100 deny udp any any range 137 139

# 2
access—list 100 permit tcp any any established
# 3
access-list 100 permit tcp any any eq 25 syn
# 4
access—-list 100 deny tcp any any syn
# 2
access-list 200 permit tcp any any established
# 5
access—list 200 permit tcp any any syn
# 6
access—list 200 deny ip any any log
N /

0 28: CiscolOSOODOOOOODODOODO
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10.1.1.1 10.2.2.2

192.168.1.0/24 %7‘ @ 192.168.2.0/24

i

0 210: 00000

00000000000 O00IPsec0000DOOOO ESPOOODOOO
O0000EID KAME [I99 0000 IPsec000000DOO0O

10.1.11000
F
spdadd 192.168.1.0/24[any] 192.168.2.0/24[any] any

-P out ipsec esp/tunnel/10.1.1.1-10.2.2.2/require ;

N

NS

10.2.2.2000
r

spdadd 192.168.2.0/24[any] 192.168.1.0/24[any] any
-P out ipsec esp/tunnel/10.2.2.2-10.1.1.1/require ;

O 211: KAMEOOOOOOOOOOOOOOoooo

00 OpenBSDOOODO IPsecO000000RIZ2OOOO

10.1.1.1000
r

ipsecadm flow -proto esp -dst 10.2.2.2 -spi 101 -require
-addr 192.168.1.0 255.255.255.0
192.168.2.0 255.255.255.0

N

10.2.2.2000
F

ipsecadm flow -proto esp -dst 10.1.1.1 -spi 102 -require
-addr 192.168.2.0 255.255.255.0
192.168.1.0 255.255.255.0

0 212: OpenBSDOOO0O0O0O0O0O0O0O0O00O0O0O0O00O

Linux D000 IPsec 000000 FreeS/WAN 200000000 ZI30 000
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10.1.1.1 000
F

conn ipsec
type=tunnel
esp=3des
left=10.1.1.1
leftsubnet=192.168.1.0/24
leftnexthop=\’defaultroute
right=10.2.2.2
rightsubnet=192.168.2.0/24
rightnexthop=\/defaultroute

auto=start

N

10.2.22000
r

conn ipsec
type=tunnel
esp=3des
left=10.2.2.2
leftsubnet=192.168.2.0/24
leftnexthop=\’defaultroute
right=10.1.1.1
rightsubnet=192.168.1.0/24
rightnexthop=\’defaultroute

auto=start

0 2.13: FreeS/WANOOOOOOOOOOOOODOOOO

000 CiscoOD0OO0OO0OO0OOUORIAOODOOO
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/’-10.1J“1 oo N
interface if0
ip address 10.1.1.1 255.255.255.0
crypto map ipsec
!
interface ifl
ip address 192.168.1.1 255.255.255.0
!
access-list 100 permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
!
crypto ipsec transform-set
mode tunnel
crypto map ipsec 10 ipsec-isakmp
set peer 10.2.2.2
set transform-set esp

match address 100

NS

N
10222000
r

_

interface if0
ip address 10.2.2.2 255.255.255.0
crypto map ipsec
!
interface ifl
ip address 192.168.2.1 255.255.255.0
!
access-list 100 permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
!
crypto ipsec transform-set
mode tunnel
crypto map ipsec 10 ipsec-isakmp
set peer 10.1.1.1
set transform-set esp

match address 100

0 214: CiscoODOO0OOODOOOODOOOOO

IPsec000000O0OOOOOOODDOOOOODODOOOODDODOOOOODODODOOO
gbobgboboboobdobobobobooboobobobobooboboboboboon
goboobgoooboobgobbobooboobooboobooobooboo
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