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Abstract of Bachelor’s Thesis
ELA: Design and Implementation of A Distributed
Virtual Network

Abstract

Local Area Networks (LANs) are constructed at many places such as corporations
or universities to support a sharing of knowledge and cooperative work smoothly.
Cooperative LANs connect each other by a leased line to communicate confidential
information between cooperative LANs. Although a leased line includes no risk of
wiretap, it costs high. Thus, VPN (Virtual Private Network) which constructs a
private network through a public network attracts attention.

The Internet includes risks of security such as wiretap, alteration, and spoofing.
VPN is as secure as leased line because VPN system does encryption and authentica-
tion of data. As VPN uses a public network as communication pathway, it costs lower
than other ways. So VPN is useful for not only to connect to remote LAN but also to
use as a secure base of communication to communicate through the Internet. However,
existing VPN systems can not construct VPN extemporarily if there are many nodes
of users.

In this paper, we propose Everywhere Local Area network (ELA) which enables a
fully distributed VPN system over Peer-to-Peer (P2P) network with nodes at differ-
ent network segments. ELA enables to construct VPN for many users as a base of
communication, and to communicate securely between nodes. I have implemented a
proto-type of ELA on Red Hat Linux, and have evaluated it using physical nodes.

Sadanori Aoyagi

Faculty of Environmental Information
Keio University
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0 5.1: ELADDO

31

Fr)r—iavh
Payload I

IP TCP Payload os@7akal

Header | Header ARAYHERIB

ELA ELAZ &8
Header Encrypted IP Packet

IP UDP ELA Encrypted IP Packet osoZAakal

Header | Header | Header R IBE

e Dstination Node ID

U 52: ELAOOOOODO

ELA-VPNOOODOOODOOD IDOODOOODOODODOOD 320000
ooo

oooooTrTceOb0ooboOooOooobOooboobOOoobOooboobboOoDboOooO
DoOoboooboobooboobobb s20000

O000000000ODODOOO0OOOO TCP/IPODOOOOODOOOOOOOOTCP
OoOo0O0o0DIPOOO0OODOOOO0ODOOOOELADDOOOODODOOOD ELAODOD
obodoobooobooboboIlpO0bbo0obbOoobbOooboobbooooolIpP
00000 UDP/IPOOOOOOOOOOOOOOUDPOOOOOOIPOOOOO
gboboooobboboooobon
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0 <?xml version="1.0"7> \
. <{message>

{purpose>A A v+t — M B #I</purpose>
<type>ZERMIGE D ? </type>

<sequence> P —4 R ES</sequence>

option>#* T 3 > F—4&</option>

. {/message> /
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Destination Gateway Genmask Flags |face
10.0.0.0 * 255.255.255.0 U elal
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255.255.255.00 0 00 00D0OSODO0O0DOO0OO0O0ODOOD s4000000D00ODO
ela0 O NPDOOOOODOODOODODOOOODOODO
OONPDODOOUOODOOODOOODOOODOiMfeonfigDOOODOOODOOO
OU0b000O0bOo0O0O0bO0boUoboobobObodbiectlDODODOODOOOODO
OooooooNPDOOOOOODOODODOO

o [POOOMD
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ELA-vPNOODOOOODOOOOO IPOOOODOOOODOIPOOODOOO
Doobood s2700bobobooboooboooboong
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ELA-VPNODOODOOODODOODOODOOOODOODOODODOO

e JUIUOLUOUOUOLUDODODO

ELA-vPNOOOOOOOOOOODOOOOODOODOOOOOODOOOO
OpPO0O0OD0OOODOOOOOODOOODOOODOOO0
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gipOobO0oboooooooo200b0gbooNPDODODODODODOO
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1452 = 1500 — 8 — 20 — 20

5.2.2 [OOOOOOOOOO

oboobobboobodo NpDODOODOOIPOODOODODODODODO
ONPDODODOODOOOOOODOODOODODODOODODOODOOOOoOObOOobObOODO
UO0O00ddudil capsulate, encapsulated 2000000000

capsulate 0O O0O0OOODOOOO0O0OODOOOO0OODODOO

1. 000b00o0ooooNPDODOODIPODODOOD read00000O0OOOOO

NPDOODOOOODOOODOODODOODOODOODOOODDODOODOODO
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2. IpOO0OOO0OODO ELADDOOOOO

051100000 ELAO0OOOOOOOOELADDOOOOSSOO000000O
O00000o000obo0ooboooooooobooon VersiondOOOOO
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goodoooodoobodooo IipOdddooooooooooooIrd
0000d00oDobooOo0oo000b0o0o000000000 ELAOODOODOOIPOO
godoobooooooon

. UbooooboIpOODODOOOOELADODOODODO

O000000000000000000000000 Blowfish [5]000000
O00DOO0ODOO00OO0Blwfish DO0ODOODOODOOOOODOODODOODOOO
gbogbobodgdboobbooboobbooboobbooboabbo
gboobogboobogbboobboobbooboobboobbboo
O00obobobobooboobooNPDO MTUODOODOODODOOOOOO
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4. 00go0b0OOoboboOoboobon

gboubobodgubodbibdbroutingU0OOO0OOO0OOOO0ODOOOO0
goobogd

encapsulateJ 0 J0O0O0O0O0O00OO0OO00OO0OO0OO0DOO0DO0OO

1. ELAOOODOOO
O0O0O0ELACOOOOODODOCOOOOODOOOOODOELAODOOOODO
obogboobobooboon

2. 0000000IPODOODOODOO
capsulate U DU UOOOOOO0OOOO0OOOO0OOOOO0OOLDOOOOODO
Blowfish 5| 000000000000000O0O

3. IPO00O0OO0write 00O O0OO0OOODOOONPDDOODO

NPDUODODDOOwrite D0 OO0OO0ODOOO0ONPDDO IPODODOODODODO
god
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0000000000000 00000 DHT (DOOO0DD0OD0O0O0O)O Chord [16]
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O000OkeyOOOOO Value OOOOODOOOOOOOOOOOODODOOOOOO
value OO0 0000000 keyOODODODOOODOOODOOODODOOOOkeyODOOO
OvalveOOOOOOO

ChordJ D OO APIODDOOOOO

e insert(key, value)

key/value 0 DHTOOODOOO

e lookup (key)
key DOODOODO ValueO DHTODOOOODOOO

e update(key, newvalue)

key/value 000000
e join()
ChordODDODDOODOOODOOOODOODOOO

e leave()

ChordDO0D0O0ODOODODOOODOODOODODO

O000O0O0ELA-VPNOOODODODDDD jeinODODOOOODODOODO ChordO DO
O0O000O0OD0O0O0OOELA-VPNOODOOODOOOODOODOOODOOOOOoOoDOO
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goo
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OO00D00O0O0000D0 APIODOD leckup DO DOOODOOOODOOODOO
OoOIpOOO0OOODOO0O0O

. 0b0uoooobood

U00Oo0ooobbooobbiDd elaudpsend U000 OUOO0OO0OOOOO
000000 ela_tepsend DO OO UOOODOOOOOOOOOODOOOOO
gbooboooobon

gbooboooon

OOoobOoooobOoooob TeceOOoboOobOobooooboOoooobOoboOon
DO0O00bobobbOo0bibd ela_tepsend UODODOUODOOOrouting U0 DO OO
goood 550000

5.25 UU0OOOoO0O

gbobooooobooobobobobooboboboboboboboooobon
OO00Uduoibil ela_tepsend UU U ela_udpsend UUOUOUOUOODOOOOOOOO
Dbooboobooboobon

ela_tcpsend D0 OO OD0O0OOOOOOOOOODODOO TCPOOODOODOOO
oogbodbbodbbdgdbUsendd 0 00goooooboonoboonbon
O00Oela_udpsend OO O0OO0OOO0OOD0OO0OO0ODOOODOODOOODOODOODOOO
OO0 POO0OC0ODOO0ODOO0OODOsendto DOODOOODODOOODO UDPODODOOO
gbooboooboobgoon

UOO0b0bDDO0O00 ela_tepsend UUUOODO ela_udpsend DO O UOOOOOONO
O0000DOOoOo000OooOoOOo0obOOoboOoOooDbO ELAODDODOOOOODO
gooooooog

e ela_tcpsend U UOOOONU

TCeOOOOOOOOOODOODODODOODOOODODODODOOODOOO
TCPODOOOOODO TCPOOODOODOODOODOOOODOODOODOO
O00oobooboobOoTCcpODOODOODODOODOODO TCP over TCP
(8] 00 0000000000000 O0O000D0D0DUOoDoOoODOOO

35



routing (epakcet) {
if (me = CORENODE) {

dst_ipaddr = epacket. DST_IPADDR;

nextnode = lookup (dst_ipaddr) :
i f (nextnode == CORENODE) {
ela_udpsend() ;
lelse if (nextnode == EDGENODE) {
ela_tcpsend() ;
lelse]
return FALSE;
}
Jelse if(me == EDGENODE) {
ela_tcpsend() ;
lelsel
return FALSE:
]
return TRUE;

N

/

O 5.5: routing0 00000 DOO

e ela udpsend OO OOOONO

UbPO00O0OOOO0O0O0DOOOCOOO0OODOOOOOOOOOELADDOOO
OoOooooooOoOobooobOoOooo0oO0oobOOoLANOOODDODODOOO
O00000OD000DoOOO0000ooOoOO0000LANDODOOONEFSOO

gbogbgobobbobboboobooboobo

e UUDOOODOOODLOOODO

QoS (Quality of Service) 00000000000 ODODODODOOOOOOOODO
gbobodbogoouobobbooboobbuoobbooboonoboobo
OOo0ooo0ooO0o0oDOoOooboOoboOo0O0o0ELADODOODODOOODOOOD

ggbobobooggboboooon

ggbbobooobbbod
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ﬁla_recv (data) { \

type = data. TYPE;
if (type == TYPE_MESSAGE) {
msg_recv (data) ;
lelse if (type = TYPE_EPACKET)
dst_ipaddr = data. DST_IPADDR:;
if (dst_ipaddr == me) {
encapsulate (data) ;
lelsel
rout ing(data) ;
]
lelse{
return FALSE:
]
return TRUE;

N /

O 5.6: elarecv0 0000000

5.2.6 UUOOOOO

OO000000booOoO00oooo0o0oDOoo0oooDboOoDboO ELADDOOO
obooboboboooboobuoobuoobobbobooobooboobOoobon
bbb bobboddbid ela_teprecv U U Uela_udprecv U U
OO0 ela_recv O DOOOOOMO

ela_tcprecv U OODOOOOOOOODOO TCPOOODOOODOOOOODOOODO
ela_recv 0 UO0ODOOOela_udprecv OO UDPUOOODOOODOONOOela_recv
UO0bDodboddd ela_tecprecv U O ela_udprecv U U OOOOUOOOOON
bobooboobobooboboobuobubidelarecvdonoooonoonog

elarecv OOOO0OOOOODOODOOO ELADOOODODOOOODELAOODO
TYPEOUOOODOO TYPEMESSAGEOOOOela_recv UOOODOOODOOOO
OO00oDO0oo0Oob0bO0ooo0ooooobOobbELADOOD TYPEOODOOD
TYPE EPACKET OO OOela_recv 0 O0OO0OO0OOOOODODOOODODOOO
oboooboogoIipo0obOoobOoOoIpOObDDODDODODDOODOODOO
ooboboobooooobobobuoooooboboboboboboboboba
DoOobooobooboobodo

elarecv UODODOOOOOOO 560000
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gs1l: 00000000

purpose [ [J oo

NodeAuthentication | 0000000000
NodeUsingPort gogouooobobobboooaga
NodeClassfication oooooo

NodeJoin oooooodoo

NodeLeave oooooooao
ChangeParent Ooooooobooooad

5.2.7 UUUOUuoooooon
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pzpOO0000OCOOOODOOOOOOOODOO ELA-VPNOODOO IPOODOO
DooboobobbobooppObogboobobbooboobobboobon
gooboooobbboooobobboooooobooooboon
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gboboooodaon
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ggobbboogobobobouoooobbboodboboboooobbbuoooobo
goo s10000

goooogIpoooognod
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OO000oOO0poO0bO0obO0o0ooO0obO0oDO0bO0bOOoOO0O AO ELA-VPNODOO
O000000Db0Ob0SO00DbOO0O ELA-VPNOOODOODOODOODODOODO SO
sada D0 O0OO0D0OOO0ODOOOADOOO ELA-VPNOOOODOO
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OO0 AQOQOOOSOOORSAODODOOOODOOODOODOOODOOODODORSA
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/<?me version="1.0"7> \

<{message>
<purpose>NodeAuthent ication</purpose>
<type>Request</type>
{sequence>xxxxxxx</sequence>
<option>
{username>sada</username>
</option>

\(/message> /

0 5.7 0000000000000 0OO

/<?me version="1.0"7"> \

<{message>

<purpose>NodeUs ingPort</purpose>
<type>Request</type>
{sequence>xxxxxxx</sequence>
<option></option>

\</message> /

058 000000000D0O0ODODOO

gbooooo

gbbboodgbobobboooobbbuoooobbbooobbbuooooboo
OO000D0000 ELA-VPNODOOODOODOODO AQDODODOO SO ELA-VPN
gboobooooobood

OO0 AOODOSODOOOODOOOO TCPOOO UDPOOOODODOOO
seugugbbbuoogobobbooad

oo00oSOObO0A0OOOD 59000000000 OobDOobOobOobobobOo
ooooooo TCeOb00obooboobOovUbDPOOOODODODOOOODOOD
ERERE

O00AO0ODOOOO0ODOOOODODO SO TCP 10000000, UDP 20000
goboobobo0ooboobbobobO0oU0obDOoob ADoDgb Ssobooboobooooo
gsiogbogboooboonog
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///2;;ml version="1.0"? ‘\\\\

{message>
<purpose>NodeUs ingPort</purpose>
<type>Rep|y</type>
{sequence>xxxxxxx</sequence>
<{option>
<tcp>
<port>10000</port>
</tep>
<udp>
<port>20000</port>
</udp>
</option>

\\\Efwessage> 4////

059 000000000D0O0ODOD0OO

ELA-VPNOOODOO

e JUUOOOOU

gboogoogbogbbuoggobogbboobboobodgbogboo
oboobooboobooboob 1000000000000 5110000
gbooboogobood

OO0bO0000o0O0obO0o0obooboobOoboooob TecpOoobOobObOODO
OOo00O00bOOo0DOOo0DOoOO0bOoOobOoOOOoboOoooOoooDoOoO ApIoO
O leave() UO0OODOuwpdate OO DOOOOOOOOOOOOOODOO

e OO UOOOODOO

OO0 ELA-VPNOOOOOODOOODO IPOOOOO 1000100000000
gboobooggbbobouoooboboboooob s12b0000b0oooogn
000

DooboooboobooboobobbobooboobgooobIp0bOO
1000100 00000000 0ODOOOOODOOODOOO ELA-VPNODOODDOO
Uooo0 s5130000bbo0agbbbad

OOoooooooooooobooboooobboooboooboogoTeponOoO
OOOO0OOO0OELA-VPNOOOOOOOTCPOOODOODODODOODOO
oooooooobobooboooo TCeOobOobbOObOODODODO
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//2§xml version="1.0"?> ﬂ\\\

<{message>
<purpose>NodeClassification</purpose>
<type>Request</type>
<{sequence>xxxxxxx</sequence>
<option>
<nodetype>CoreNode</nodetype>
</option>

\\S/message> ,//

U 5.10: 00C0o0oO0Ooooooooo

//szml version="1.0"?> ‘\\\

<{message>

<purpose>ChangeParent</purpose>
<type>Request</type>
<{sequence>xxxxxxx</sequence>
<option>

<node>10. 0. 0. 100</node>
<{/option>

\\S/message> ,//

g s5.1l: 0000000ooooooocoogogo

gbobobobbobbobbobobobbobbobbooboboobobbo
O000000 ELA-VPNOOOOODOODOOODOOOOOOODOOODOOOD
0000000000000 Db000O0DO0DbO0O ELA-VPNODOODOODODOD
gogodobobbbbudooooddnbbdooooooobbbbbbood
gboboboooobbboooobbbooooboboooobbobooood

gbbobooodgbobbod

gobobooooobbooooboboboooobobboooobbbuooooobooo
gbbobuoooobbouoobbbooogbbbuoooobobboooooboo
gobobooooooboobodoooobobooooobobobboooooooboo
O000000 APIODODOwdate JO0O0ODOOODOOOOOOOODODOOOOODO
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ﬁ?xml version="1.0"?> \

<{message>
<purpose>NodeLeave</purpose>
<type>Request</type>
<{sequence>xxxxxxx</sequence>
<option>
<ipaddr>10. 0. 0. 100</ipaddr>
</option>

k/ message> /

U 512 0000000oooooood

ﬂ?xml version="1.0"?> \

<{message>

<purpose>Nodel eave</purpose>
<type>Rep|y</type>
{sequence>xxxxxxx</sequence>
<option>

<resul t>0K</result>
</option>

k/ message> j

U s5.13: 000000000000Ooo0OO

5.3 UUOoOOooonon

O000 ELA-VPNOOOODOOODODOOODOOODODOOODOOOOOOOO
gboboboooobbooooonoobon

5.3.1 000000

OO000D00000 ELA-VPNOODOOODOODOODODOOODOODOODOODOOO
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OO00O0D00O000 ELA-VPNOOOOODOO IPODOODODOODODODOOODOO
NpPDOOOODOOOOIPOOOODOSOOOODODOOOODOOOOONPDOIPO
oogogbboobbodobbbdgdbid capsulation OO0 read OO OO
DoOO0oDooboNPDOD IPODODODOODrouting 00O O0OOODOODOOO
0000000 0routing OO0 OO0OOOOUOOOOOO0O0OOOOOOO0ODO
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