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Abstract of Bachelor’s Thesis

Academic Year 2005

A Research of Efficient NIDS Operations

Network-based Intrusion Detection Systems (NIDSs) detect security events from
their administrative domain network traffic. Operation of NIDS has two purposes;
1) immediate detection of high risk incidents, and 2) investigation of detected inci-
dents. However, NIDS has two operational issues, which prohibit NIDS to operate
effectively.

First issue in NIDS operation is that it is difficult to evaluate the level of risks
of a security event detected by the system. Detection of high risk security events is
important, because it leads to discovery of an incident that causes actual damages.
However, security event information produced by traditional NIDS is not sufficient
enough to evaluate the level of the risks of a security event. Second issue is that it is
difficult to understand the trends of security events or the summaries of security events
at large. The number of security events detected by NIDS is huge, so it is impossible
for network administrators to investigate the security events one by one to understand
the whole picture.

In order to solve these NIDS operational issues, a new construction model is proposed
in this paper. Three systems; 1) Session based NIDS, 2) an OS based Risk Evaluation
System, and 3) Security Event Log Visualizer, are also developed based on the model.

The Session based NIDS monitors not only attack traffics and probes but also cor-
responding responses to measure their results if they were a success or a failure. The
OS based Risk Evaluation System evaluates the level of risks of a security event with
consideration of host’s Operating System. The Security Event Log Visualizer aggre-
gates huge logs of security events, which were collected by the system, and visualizes
them as summarized information.

This paper shows the design, implementation and evaluation of these three systems.
These systems have been introduced in the running network along with proposed con-
struction model, and have realized the efficient NIDS operation.

Keywords :
1. Internet, 2. Security, 3. Network Intrusion Detection

Keio University , Faculty of Environmental Information

Masayoshi Mizutani
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[*x] [1:1417:9] SNMP request udp [**]

[Classification: Attempted Information Leak] [Priority: 2]
01/20-03:04:55.654105 0:2:B3:EC:6C:D4 -> 0:E0:16:A0:EC:81
203.178.142.131:57681 -> 203.178.143.8:161 UDP TTL:254
Len: 85

[**] [1:1417:9] SNMP request udp [**]

[Classification: Attempted Information Leak] [Priority: 2]
01/20-03:04:55.655367 0:2:B3:EC:6C:D4 -> 0:E0:16:A0:EC:81
203.178.142.131:57681 -> 203.178.143.8:161 UDP TTL:254
Len: 85

[**] [1:1411:10] SNMP public access udp [**]
[Classification: Attempted Information Leak] [Priority: 2]
01/20-03:11:48.486076 0:2:B3:EC:6C:D4 -> 8:0:37:C:88:DD
219.52.100.54:1029 -> 203.178.143.108:161 UDP TTL:114
Len: 77

[**] [1:1417:9] SNMP request udp [**]

[Classification: Attempted Information Leak] [Priority: 2]
01/20-03:11:48.486076 0:2:B3:EC:6C:D4 -> 8:0:37:C:88:DD
219.52.100.54:1029 -> 203.178.143.108:161 UDP TTL:114
Len: 77

[xx] [111:2:1] (spp_stream4) possible EVASIVE RST detection [**]
01/20-03:30:08.834849 0:2:B3:EC:6C:D4 -> 0:6:5B:5:39:FE
61.156.20.97:10829 -> 203.178.143.28:22 TCP TTL:241

xxx%%R** Seq: 0x3235D049 Ack: 0x0O Win: O0xO TcpLen: 20

[xx] [111:2:1] (spp_stream4) possible EVASIVE RST detection [**]
01/20-03:30:08.834854 0:2:B3:EC:6C:D4 -> 0:6:5B:5:39:FE
61.156.20.97:10829 -> 203.178.143.28:22 TCP TTL:241

xxkkkR*k Seq: 0x3235D049 Ack: 0xO Win: O0xO TcpLen: 20

_ J

O 32 Snort 0O0DOODOOO0OOOOOOODOODOODOO
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File  Settings  Help

i ﬂ@lmsolve

Priority| DatesTime | Description | Classification |Pr0tocol| Details | £
[«] 06/07-02:3T 46 TCMF Destinalion Unreachable (Cor Misc activity ICMP - 985232790740 -= 9995725773

(&) 06/07-02:31:45 ICMP Destination Unreachahle (Cor Misc activity ICMP 144999190146 -= 999.51.25.179

(@] 06/07-02:31:52 ICMP Destination Unreachable (Cor Misc activity ICMP 144939190146 -= 999.51.25.179

(&) 06/07-02:31:54 |CMP Destination Unreachable (Cor Misc activity ICMP 144.995190.146 -= 999.51.25.179

(&) 06/07-03:50:34 WEB-MISC whisker HEAD with lar; Attempted Information Le TCP 999.9.60.201:40214 -= 999.51.25.179:60

0 06/07-05:50:36 WEB-MISC 403 Forbidden Attempted Information Le TCP 999.51.25.179:80 -> 999.9.80.201:40214

O 06/07-03:50:40 WEB-MISC whisker HEAD with lare Attempted Information Le TCP 999.9.80.201:36277 - 999.51.25.179:80

0 06/07-03:50:41 WEB-MISC whisker HEAD with lar; Attempted Information Le TCP 399.9.80.201:36277 -= 999.51.25.179:60

(@] 06/07-07:45:30 WEB-IIS CodeRed vZ root.exe acci Web Application attack  TCP 999.64.221.245:4924 - 999.51.25.179:80 —
O 06/07-03:14:54 ICMP superscan echo Attempted Information Le ICMP 9991344562 -»=933.51.25.179

()] 06/07-12:47:37 WEB-II5 asp-dot attempt Web Application attack  TCP 399.51.25.179:1669 -> 399.185.240.250:60

(@] 06/07-12:47:35 WEB-IS asp-dat attempt Web Application Aftack  TCP 999.51.25.179:1669 -= 209.1685.240.250:50

Al NEMT7_13-N2-25 WER_KIST AN3 Farhiddan atamntad Infarmation 1 a TP Q999 AR ?39122-8N —-~. 999 51 *5179.1940N /
~ |~
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Metscape: SnortACID: Guery Results

Back  Fonyard  Reload Home  Search Netscape Print

Query Results

Queried DB on : Mon September 11, 2000 20:23:11

Meta Crteria Etime = [ 07 /31 7 2000 ] [ay dime ]
IP Criteria Loany

TCP Criteria

Payload Criteria ety

“Becurity

File Edit View Go Communicatar Help
] ¢ Bookmarks| 4 Location: {http: //127.0.0.1:8080 /arid/acid_pkt_nain. php ,.r| 7 What's Related

Shop

atig
Home x|
search | Alert Listing [iF

Displaying rows 1-50 of 2014

= |

{Bookmark QuickFile

| Signature TimeStamp | Source Address | Destination Address | Layer 4 Proto
#0-{1-1792) TCP 2000-07-31 11:42:49 12826693 128223774 TER
#1-(1-1793) TSP 2000-07-31 114249 128.2237 74 128.2.66.93 TSP
#2-(1-1794) TCP 2000-07-31 11:42.42 12826693 128223774 TCP
#3-(1-179a) TCP 2000-07-3111:42:49 12826693 1282237 74 TCE
#4-{1-1796) TCP 2000-07-31 11:42:49 12826693 128223774 TER
#5-(1-1797) TSP 2000-07-31 114249 12826693 1282237 74 TSP
#B6-{1-1798) TCP 2000-07-31 11:42.42 12826693 128223774 TCP
#7-(1-1799) TCP 2000-07-3111:42:49 128.2.237 74 128.2.66.93 TCE
#8-(1-1600) TCP 2000-07-31 11:42:49 12826693 128223774 TER
#3-(1-1801) TSP 2000-07-31 114249 128.2237 74 128.2.66.93 TSP
#10-(1-16802) TCP 2000-07-31 11:42.42 12826693 128223774 TCP
#11-(1-1803) TCP 2000-07-3111:42:49 128.2.237 74 128.2.66.93 TCE
#12-(1-1804) TCP 2000-07-31 11:42:49 128.2.237 74 128.2.66.93 TER :
#172 F4 A8NEY D AMNN A7 24 4447240 470 70T TA 470 7 KR 02 D '£
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<= =" -{ 01:23:26 FTP Bad login
01:25:00 - 01:23:27 WEB perl command attempt

01:26:32 SMTP SEND overflow attempt
01:26:34 Proxy POST Request
01:26:35 FTP no password
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01:36:36 SHELLCODE x86 NOOP
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a ™
11 action (rule_.name, protocol, sport=>dport) {
2| sig_type: direction: (signature al){
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[payload.nocase = 0:4, "GET|20|" & "root.exe"; )
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levelServer exploit attempt
NETBIOS SMB-DS repeated logon failure 420 420 100.00%

NETBIOS SMB-DS Session Setup AndX request unicode user- | 2210 | 883 39.95%
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WEB-IIS view source via translate header 22 14 63.64%
WIN-RPC ISystemActivator Interface Detected (135/tcp) 69 13 18.84%

WIN-RPC Messenger service (messenger) Interface Detected | 5220 | 4458 | 85.40%
(high port udp)

WIN-RPC Plug and Play service (services.exe) Interface Detected | 54 11 20.37%
(445 /tcp)

WIN-RPC Remote Management Interface Detected (135/tcp) 40 7 17.50%
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O00000oboboooooodbName OO O OOOoOoOOoOoooQ
O000oooogddbbPort 00 MySQLOOOOOOOGOGQOGQGQd
oooooodoo
OO0 | MySQLOODOODODODODODOODODOoDOOoDOOoOooOOoOoO
ooodobo-100oo
O A3:000000000D0O0O000
OO0 | int osresSetRule (OSRES * osres, char * rulePath)
OO0 |00000000o0o0ooboooooooooon
00 |rulePath OO0 00000000 OOOOOO0O
OO0 |dd0obo0od0oooboooooooobooooooooo
ooddoodo-1oo0ooooooboa
0 A4:000000O0DDOO
OO | int osresSetSpan (OSRES * osres,
time_t start, time_t end)
OO0 |00d0oooooooooooooooooon
OO0 |uwixtimeOOO start D00 00 0Oendd00000O0O0O00OOO
00 |obooooooboooou-1goooooobooobon
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O A DOODOODODODOO

OO | int osresEval (OSRES * osres, char * sig_name,
struct sockaddr_in * ip, time_t time);
OO0 |0000ooooooooboooooooooaa
OO0 |signmame000000000000pOO0OOOODOIPODODOO0
O00Otme0O00OO0OOO0OO0OOO0OO0OOO0OODOOOOOOOOO
oood
OO0 |00 oooooobobooooobobooOoOan
O OSRESEVENTRISKY O OO OODOOOOOOOAO
O 00O OSRESEVENTSAFETY O 0O0O0ODOODOO OS-
RES.EVENT.UNKNOWN OO0 000OOOOO0OOOODOOO
0000 OSRES.EERROROD OO
O A6:0000D0O
OO | int osresDestory (OSRES * osres);
OO0 |OSRESOO0O0O0O0O0OO0O0O0ODODODO0O0OOOOOOO
OO0 |osresO0 0000 OSRESOOOOOOODOO
OO0 (0000000000000 o000 ooooooo-1000n
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