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Abstract of Master’s Thesis

Academic Year 2008

Network Incident Detection Method Based

on Similarity of Communications

Abstract

Hosts that are infected with malicious software, or malware, have become a major
threat for Internet users. Infected hosts gather up and form a network called botnet,
which is used for brutal crimes such as making DDoS attacks and sending SPAM e-
mails. Most of the existing anti-malware software focuses on* preventing” malware
infection. However, since attackers started to develop new infection channels and
trying to conceal malware activities, prevention using the existing methods has become
difficult. In addition, because a large number of variants are developed every day,
signature-based detection using characteristics of malware is not expected to function
sufficiently. In order to decrease the threats from botnet, a method for* discovering”
malware-infected hosts, without being bothered by variants, is necessary.

This research has modeled malware communications and developed an effective de-
tection against malware, even if it is an unknown variant. For modeling, detection
of newly developed malware was done by measuring similarities with known malware
communications. With this model, discovery of malware-infected hosts, without having
patterns specific to the malware, becomes possible. To evaluate this method, a system
for automatically collecting malware communications utilizing virtual machines was
developed. The thesis proves efficiency of variant detection using malware communi-
cation model by comparing the system and existing methods on communication data
obtained from the system. With this method, threats from botnet, which was difficult
to defend from using existing methods, is expected to decrease.

Keywords :

1. Internet, 2. Security, 3. Botnet, 4. Communication Model

Keio University , Graduate School of Media and Governance

Akira KANAI
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