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Abstract of Bachelor’s Thesis - Academic Year 2011

Malware Classification

based on Code’s Charactaristics

With the spread of the internet, the threat which is caused by malwares such as com-
puter viruses or worms has been appeared. Various kinds of new malwares are generated
day after day in the present circumstances. Therefore, to take effective measures to cope
with this problem efficiently, we need to analyze the malware which is newly discovered.

In this thesis, we aim at providing analysts with the previous information which is
obtained by the software which analyzes and classifies malwares based on static analysis
before they analyze by themselves. Hereby, analysts with previous information are ex-
pected to become able to analyze malwares compared with the case that they don’t have
previous information. To attain this purpose, we propose two methods.

And, to verify the effectiveness of these proposing methods, we implimented a system
which analyzes and classificates malwares with these methods. With this system, we
experimented that system by analyzing and classifying malwares that our server retains,
and verify the system. As a result, we could specify the family which malwares come
into by classifying them and retrieve outlines of their behavior by analyzing them with
APIs. From this, we confirmed that proposing methods can acquire information which is
useful for analyzing and developing countermeasures against malwares automatically and
previously, and provide them to the analyst or counter planner.

For the product of this thesis, the fact that proposing methods are capable of providing
information before one analyzes malwares or takes measures is verified. Herewith, we can
make malware analyzing and developing countermeasures efficient and are expected to
take effective steps against threats of malwares which is increasing rapidly.

Keywords :
1.Malware, 2.Static Analysis, 3.Information Security, 4.Internet

Keio University, Faculty of Environment and Information Studies

Toshinori Usui
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void function_0 (void)

{
ApiA ()
function_I ();
ApiB ();

+

void function_1 (void)

{
ApiC (;
function_0 ();

| AFDO; “CORITITAPHHHIER X
ApiE, ApiA, ApiC, ApiD, ApiB, ApiF,
i{mmain(im argg, char *argv([]) AplC, ApIA, ApIB, ApIB, ApIG
inti; ) A

for (i=0;1<10;i++)
ApiE ()
if (a==0)
function_0 ();
else
ApiF ();
function_I ();
while (1)
ApiG ();
return 0;
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3.2.2 Effective and Efficient Malware Detection at the End Host
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typedef struct _IMAGE_NT_HEADERS {
DOWRD Signature;
IMAGE_FILE_HEADER FileHeader;
IMAGE_OPTIONAL_HEADER32| OptionalHeader;
}IMAGE_NT_HEADERS32, *PIMAGE_NT_HEADERS32;
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typedef struct _IMAGE_OPTIONAL_HEADER {
// Standard fields.

WORD Magic;

BYTE MajorLinkerVersion;
BYTE MinorLinkerVersion;
DWORD Size0fCode;

DWORD SizeOfInitializedData;
DWORD SizeOfUninitializedData;
DWORD  AddressOfEntryPoint;
DWORD Base(OfCode;

DWORD BaseOfData;

// NT additional fields.

DWORD ImageBase;
DWORD  SectionAlignment;
DWORD FileAlignment;
WORD MajorOperatingSystemVersion;
WORD MinorOperatingSystemVersion;
WORD MajorImageVersion;
WORD MinorImageVersion;
WORD MajorSubsystemVersion;
WORD MinorSubsystemVersion;
DWORD Win32VersionValue;
DWORD  SizeOfImage;
DWORD SizeOfHeaders;
DWORD CheckSum;
WORD Subsystem;
WORD Dl1Characteristics;
DWORD SizeOfStackReserve;
DWORD SizeOfStackCommit;
DWORD  Size(OfHeapReserve;
DWORD  SizeOfHeapCommit;
DOWRD  LoaderFlags;
DWORD NumberOfRvaAndSizes;
IMAGE_DATA_DIRECTORY DataDirectory
[IMAGE_NUMBEROF _DIRECTORY_ENTRIES] ;
} IMAGE_OPTIONAL_HEADER32, *PIMAGE_OPTIONAL_HEADER32;

~
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typedef struct _IMAGE_DATA_DIRECTORY {
DWORD  RVA;
DWORD  Size;
} IMAGE_DATA_DIRECTORY, *PIMAGE_DATA_DIRECTORY;
N J
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typedef struct _IMAGE_IMPORT_DESCRIPTOR {
DWORD  OriginalFirstThunk;
// RVA to original unbound IAT
// (PIMAGE_THUNK_DATA)
DWORD TimeDateStamp;
DWORD ForwarderChain;
// -1 if no forwarders
DWORD Name;
DWORD FirstThunk;
// RVA to IAT
// (if bound this IAT has actual addresses)
} IMAGE_IMPORT_DESCRIPTOR;
typedef IMAGE_IMPORT_DESCRIPTOR UNALIGNED
*PIMAGE_IMPORT_DESCRIPTOR;

J

— OriginalFirst Thunk

OriginalFirst Thunk O O OO OO0 0OOO0DOO0OO00O0O0O0O0OO DLLO IMAGE
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typedef struct _IMAGE_THUNK_DATA32 {
union {
DWORD ForwarderString; // PBYTE
DWORD Function; // PDWORD
DWORD Ordinal;
DWORD AddressOfData; // PIMAGE_IMPORT_BY_NAME
} ui;
} IMAGE_THUNK_DATA32;
typedef IMAGE_THUNK_DATA32 *PIMAGE_THUNK_DATA32;
N J
e DLL [

goooooobLLobboo10bod ledoboobobooboobbOoDLL
gbledoboboobgobobobbobooboboNULLObD0O0Dbon
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typedef struct _IMAGE_IMPORT_BY_NAME {

WORD Hint;

BYTE  Name[1];
} IMAGE_IMPORT_BY_NAME, *PIMAGE_IMPORT_BY_NAME;
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