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Abstract of Bachelor Thesis

Academic Year 2011

[P Muticast Network Monitoring and Analysis
by Mtrace Looking Glass System

In this thesis, the “Mtrace Looking Glass” is designed and implemented to obtain IP
multicast routing states from multicast routers activating in the Internet. Data given by
the Mtrace Looking Glass can be shown in the same format defined in the IETF standard
Mtrace2 function. Mtrace Looking Glass servers can be installed in different AS domains.
When Mtrace Looking Glass traces multicast routes beyond AS domains, Mtrace Looking
Glass servers located in different AS domains communicates with each other and shows
the concatenated output. In order to support different security level, the Mtrace Looking
Glass server provides different access methods — a remote login function or SNMP — to
multicast routers, depending on operators’ policy. The Mtrace Looking Glass also has a
crawler function. It periodically monitors IP multicast routing tree’s and data sender’s
lifetime, multicast routing states, and actual usage of SAP messages at certain intervals.
It contributes to IP multicast router operations as it discovers routing problems such as
route flapping or DoS attacks.
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T TR Z > TIP 2 )V F X ¥ A ORRRERERET 2 FETH 5. Z0EEMEE
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g

(2) Mirace2 request . _—
== (3) Mtracez reply
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J B / / /
(1 Mtrace2 query
Recelver - [P Multicast Packets
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2.12: Mtrace2 BI{EREEEIX]

Mtrace2 7 TV 22 -7 7 A My 7L—2 1%, <L F ¥ v A MEBEERZIUE L
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Y AZIRT, Mtrace2 7 Y D7 4 —~<v F%2[X2.13, IPv4 D Mtrace2 Standard Response
Block @ 7 # —=v F%z[X2.14, IPv6 ® Mtrace2 Standard Response Block D 7 + —< v
F &K 2.15 12T,
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2.2. MTRACE2

a 1 Z 3
1234567890172 345678901234567 8981
G s et e o e T
| # hops |
e T e T e e e T e e e e T e e e T T e e el T e e o
I I
| Multicast Address |
I I
totmtmtatatatatatatatatapatatatatapatatatatatapatatapatatatapatat
I I
| Source Address |

I
s T T T e e R I o [ [ [ [ I T e B S S S e Bt B o o =t |
I
Mtroced Client Address |

I

Query 1D | Client Port # |

I

-

I

I

I

e e e T T e e T T e et o T
I

e e T e T e T e e T T e e

2.13: Mtrace2 7 T Y~y ¥ =7 1 —<v b

a 1 2 3
1234567890123 a456678901234567 8901

e e ot T e e s ot

I MBZ I
T T s T s e e e S S e e B e e e e s it ¥
| Query Arrival Time |
e e T ot S e e s (st
I Incoming Interfoce Address I
T T s T s e e e S S e e ¥
I Qutgoing Interfoce Address I
e Tt e e e B e e  ta s St S T B B B e e e B e e e e S S
I Previous-Hop Router Address I
T T s T T e e s S S e e B B e e e St et S
I I
. Input packet count on incoming interface .
I I
T T s T s e e e S S e e B e e e e s it ¥
I I
. Qutput packet count on outgoing interfoce .
I I
e et T s T e e e e T e e S e s At it
I I
. Total number of pockets for this source-group poir .
I I

e e e e ot T T e e e e T e T e e T T S s

I Rtg FProtocol I Multicast Rtg Protocol I
e e T e T T s s s e T R B B e e e e A e I e e e e
| Fwd TTL | MBZ 151 Src Mosk |Forwarding Codel

e S T T e T e e e e s Tt T T EE e s

2.14: IPv4 Mtrace2 Standard Response Block
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[1] 1 2 3
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Query Arrival Time |
S A T S S T A SRS T ST S SR S T ST SN S S T S S S A T S S Y
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*
+
*
+

Local Address
B g s S YU U U N S S S S S S s S N
Remote Address

e el e e e e e e e e e e el e e e e e e e e e e T e et el e ]

e — ko ok — ko ko — b — &

Input packet count on incoming interface
N S S S
Output packet count on ocutgoing interface
S S S S S U N U S SV NP O PRI RO S S S NP YO P RO NS S S S O R S S

Total number of packets for this source-group pair

l-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-l
| Rtg Protocol | Multicast Rtg Protocol |
e W Y S S e e
| MBZ |8|8rec Prefix Len |Forwarding Code|
T e S

2.15: TPv6 Mtrace2 Standard Response Block
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TN—=F P67 7—AFRy PN —FFTHy 75, Ky 7 TRIKEZ > TREKT 5Tk
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3.1 AXMAFEXDER - EXEIE

AHETIE, IPILF X XA FOREKZY TILY A LITHERAEEE L, FEEOFHKAH
ReEREZY 7PV E A LSRR T4, ZtUuc kD, AL —>ary -7 70 a—
TAYIZDaARX MBI E2HNET S, 2, ~EREITEICIPLF X v
A b ORIEIERE IS - BREL, oz ET, 799V, T4 APV Ea—v 3
VIV —=DIAL T IA L, ASEBESLF XY A ML—T 4 7 OEI{E, ASM & SSM
DOFHEHE, ASMIZEII 22X EZEOB I EDL D L SAP OFHFEEEZHS L, 5HD
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TWAFIZOWTOFERIZ ATy F2EODHETHIHEDA V¥ 7 2 —ZAD AL RF
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TE R\, 22 T—OD AS NIZHEED MtraceLG Z8%E$ 5 Z & ZH%E L, MtraceLG [t]
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EHRTNLV—FYDAMDPROD B CFEETZ S, 561, HillUEBEDNL—F Z3ET
2720, VE—Fru A VOFEZHOCEZEEOL—YOEMEICE SbNTICC AT L%
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Cisco ‘ | Juniper ‘ | SNMP ‘ ‘ Ciscn ‘ ‘ Juniper ‘ ‘ SNMP ‘
Get Mirace State Get Mirace State

@‘_' ‘_)| Mirace Crawler
LG-Domain LG-Domain
Manager Manager
HTTP Server F ‘| HTTP Server

Mirace
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T, FHETARETDOTFAA NI Ea—va vV ) —HT3F75—3DEEREZT.
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4.3. BHfFBEE

Mtrace Crawler

—ERE T ICHBI T = ZINETEEY 22—V TH %, £9, LG-Domain Manager
~ERKEZT, LG FAAL YHORTOL—F DT FL A, 77— 2HST 557,
T—8 WS 2 7 OICE L EREZZTID) VA MET 2, 20V R F 24 IS,
T =% 2 WY % T71503 Cisco ~ND Y E—F B 74V TH - 78313 Get Mtrace State
(Cisco) N, Juniper ~ND VY E— B 7 A ¥ Th -8 1E Get Mtrace State (Juniper) ™
SNMP TH - 72551513 Get Mtrace State (SNMP) N EREREZKIHT 2. ZIFH 77—
FIIN—8 Z IR CERAET 5.

4.3 BIEHIE

KT, K AT LOEEME L 23 2= —2 a ¥ 71 —% MtraceLG &)L —7%,
MtraceLLG [, MtraceLG & Controller, MtraceCrawler {25 /7 TiiBHZ 179 .

4.3.1 dI2=U—Y3rv70—

ﬁ%?W&tﬁ%y;—wwn:;“k vavu—ziEgEEs RS, ¥, £
Kasazr—2ar7a—cBIF3EY 12— VOBRKOEENE X 4.2 12R7T,

Cisco Juniper SNMP Ciscn Juniper SNMP
Gret Mirace State Laet Mirace State

........... +—*|  Mirace Walker |!z

Merace Walker [+  [© % e
Li-Domain LG-Dhomain
Manager Manager

Accept Query i ‘| Accept Query

L] ¥
| = = !

X 4.2: & 2 — VEIEEK
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R

4 75 %G

I

1. HTTP Server 237 LY #32\} %.

2. 7)) %%\ HTTP Server 1%, V—%%, L FXFX¥ A7 FL A, BEEDT
FLA, ZONL—=FDTIIFBIDT FL A% Mtrace Walker (27",

3. HTTP Server 206 7 Y O 7 — % % I 172 Mtrace Walker 1%, V—% %% LG-
Domain Manager IZJEL, V=806 7 =8 200G T 2 FENDIZ D7 DI
HEROMEBZ KT 5.

4. LG-Domain Manager (X, V=% %067 —% ZHFT 2 FIEER I Z D7 DI
7GR % Mtrace Walker ~ &3R 7,

5. LG-Domain Manager 2> & &g % 32} 72 Mtrace Walker 1%, V—% 2267 —% %
39 2 FHEITE L T Get Mtrace State D Cisco, Juniper, SNMP D\ § 1<)l
FXY AT PV, REHEDOT FLA, TRABOT FLAZEL, REDOUKIE

)

2419,

6. PRRDUHAZ 21} 72 Get Mtrace State 1%, V—% 5 HZ TG L, Mtrace Walker
~NEIRT,

7. Mtrace Walker 1%, FiAMODEEEL—Y D7 FL A0S 555413 LG-Domain Man-
ager ICHE L, LG FAXA YHNHDOL =5 0T %, EiRAROBEEL—5 D
7 LU ADOWEEE, o MtraceLG N W&b¥E 21757 L THE L 7-1E#& %
HTTP Server IZH5 R %2R

8. LA HODBEEN —FDILG F XA Y ATHBIRY, 5, 7Tz2#DIRT,

9. LG-Domain Manager 7> 5 D)L — % ZFBT 2o LG I 2iRfE, & L <13t
D MtraceLG 2> 6 RlnE bz L THRIEDNH - 72854, Mtrace Walker 1 Z D
MtraceLG N7 ) 21T 5. LG F XA UHTHD, 22D MtraceLG THED> >
7256, HTTP Server IZFEH %2R,

10. 72 252 T o> 724t Mtrace LG 1%, 1, 928D KT,

11. B2 EE L 72D MtraceLG 1%, HTTP T2 1Y) 2177 MtraceLG ~ &K T

4.3.2 Mtrace Crawler

Mtrace Crawler & Z DTS 2 — 3 ED X H I1HEHEE L THIET 2 %2 fE5cEE Tl
R %, Mtrace Crawler & €Y 2 — )V ORI CEIEIETE 2 X 4.3 12T,

1. Mtrace Crawler IZ, crontab OKEIZ X D —EHRM T EICEIfEL, Ty 78 Ky
T TOBWRIZITO R\,
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44. ¥t

== P ™ 1 -
A

Receiver B * - u - Sender
k. 4 ¥ b h
Cisca Juniper SNMP Ciseo Jumniper SENMP
Get Mirace State Gret Mirace State

Mirace Crawler |€ " MiaexWalker W M Mirace > Mirace Crawler

LG-Davmain LiG-Domain
Manager Manager

4.3: Mtrace Crawler THWAEY 2 —)L

2. Mtrace Crawler 2589 % &, %9412 LG-Domain Manager |2 BRI Z 171,
LG FXAYHNOETOL—F D7 FLAICHEL 78z Y A MLd 5.

3. VA FZIEZICSIHL, V=006 57 —% 2059 %2 TH:2)L U T Get Mtrace State
® Cisco, Juniper, SNMP ~EERKEZ 1T .

4. PRRUHEZ 3Z1F 7= Get Mtrace State 12, T4 APV Ea2—yarvyyY—%2Y R MMk
95, VRAMZIELAICSHL, V=226 fE®R2H0S L, Mtrace Crawler 12387,

5. fiR % ZIFTHL> 7= Mtrace Crawler 1%, KREfIHIC N —% T L ICHRRFERZIRIET 5.
Sk, oL OHEL 72 Aggregate Server NEfET 5,

6. crontab TRXET 570, %R —ER] & E KA D KT,

4.4 FEH

ARETIE, 3TETHBXRZRREITHD E EENZHREHI OV TAR T, RETIE, AFED
WEHIc O W RIER T
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Vavaw

EHE EXE

ARETIE, 4B THRRZZEET %2 IEIC MtraceLG DEBEIZOWTIBER 3,

5.1 SEEHE
AffiClE, 4BTRRAEZFEES 22— LT EIcFHE IO WTHRR S,

5.1.1 EEIBIE

FREBRE 2 K 51 1R T

#51: V7 b7

0S Fedora 14 2.6.35.6-45
7u 277 LS55 || python 2.7

avA 7 GCC 4.5.1
F—&x—2 | SQLite 3.6.23.1

5.1.2 LG-Domain Manager

LG-Domain Manager 1%, 7—% X—ZDHEHEERTH 2, FEY 2 —)VIF, BHEIIGET
T LG-Domain Manager 2* 6 f§#HZH S L THIHT 5. & 572> L ® LG-Domain Manager
ICHERZMIL T < 2 &°C, MtraceLG I3HERET 2 2 L3 TE S, T—FIN—2ADT —
TN EICKNT EREE 21T, BBZ2TTY).

JL—% 1D

W—FEHEDID TH 5, int HMOBFE 1 6HICEH Y Y T5N S,

IW—5%

W—F DYZHTTH 5. MtraceLG IV —F 285k PR, BEEDBANT 5, fER%
FRT BRI, V=B EBICERIND,

29



5.1. SEEEMEEE

#¢ 5.2: LG-Domain Manager 7 — 7V —&
router W—2%1D, V—=%%, V—FDIP 7 FL A
T =8 ODRRFIE, 77 AFiE
cisco_access N—%ID, V—FDIP 7KL A, Z—HF—%
NAT—F, 7av7h
juniper_access | W —% 1D, V—%FDIP 7 FL X, 1—¥—%
NAT—F, 7Ry 7 b
snmp_access N—%1D, V—FDIP 7 FL A, SNMP N\— 3~
AIa2T4%4 (= —4), v33RAT7—F
peer MtraceLG @ ID, MtraceLG %, MtraceLG D IP 7 F L &

IW—5DIP 7KL X

W= DIP 7 FLATH S, IPv4, IPv6 TH 203 lb v, v b7 — 7 EHEN
N—FEGFICT FLAZ 1 DL AN L o868 TH, T—YOHETFEICLNL T
N—F DA VI T 2—ARTDT7 FLAZEE L TURET A L TE S,

=6 EDXHIICLTT 20T 502HWid 5. 1~3Dint HMEHI 1
TWw3, HEoFEETIE, Ciscol—F~DYE—Frr T A Ik 1, Juniper L —% D
JE—Fur A k2, SNMPZHWaEH1E3 & L7,

TIERAFE

HEDOEEENLZOD, ZLeE b MtraceLG 2 Dh>% 1 6 L £ 1% 2 D int BLICHIW;
15,

a1—H—-%

N—FIZVE— bR A VTR EE R D L—F =4 Th 5, IN—FERREHNT
LET .

INAT—R

N—=FIZVE—bbR A VT RN ELERDZNRNRAT—=FTh 5, N— N
FLT 5.
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AR

RO —F =%, XZAV—=—FZHWTIVE=—tul A vr2i7okBolrL—yo 7y
7hTH%, Tur 7 NTHHT 0, T,

SNMP /\—Y' 3>~

SNMP # W T = 6 EME IS T I E 5, vl, v2¢ b LIZv3DA
%, —F BRI AT R T S,

AXa2=7«% (A—Y—-%8)

SNMP Z JH TV — 8 2 S EHRZ RS T 2B ICh it 7 %5, SNMP N—2 3 v hivl,
V2DBEIZa I 2= F 44D, v3DBEAIZLI—F—4LAS.

v3 /XA TJ—R

SNMP N—2 a3 3v3 DA, V=90 EHR2IET AR IcnIELE RS, V—%
GBEEFIC SNMP N—2 a v 2 v3 I L BE D&, iLinEE I 5,

MtraceLG @ ID
MtraceLGEA D ID TH 5. int BIOETFD 1 26 HICEH D Y THi 5,

MtraceLG %
MtraceLG D4HEITH 5. fihdD MtraceLG % &% HBR2, EIxED LT 5.

MtraceLG D IP 7 RL X
MtraceLG D IP 7 FL A TH 5. BEED, D MtraceLG ZET BRI AT 5.

5.1.3 HTTP Server

HTTP Server Ti&, V—%, vV F ¥+ AF7 LA, FTiABRIO7 FLAZ 7T &
L CRIFHLYD, Mtrace Walker N EFRBZKIHT 2 €L 2 — L TH 5. (S, G) DELEIFE
BEOTRFLABET, 72V 2RIINEZT7 72— A vy 72 —A%2X51I1R-7,

Mtrace Walker %> 5 (& JSON SN TIRIE %2 Z TS . HRERIHE I I REZX
521287,
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5.1. FLEUE

Mtrace Looking Glass

IR10 -

Source address [30.30.100.2
Multicast group address |22?. 1.2.235
Downstream address |IL‘L‘| 0.100.2

Hop limit |255
Submit

5.1: HTTP Server Web 2 —%# 4 ¥ 7 = — &

Multicast
Incoming Outgoing Previous Incoming ‘Outgoing (S.G) Routing Routing Forwarding Source Forwarding
Interface Interface Hop Router Packets Packets Packets Protocol Protocol TTL Mask Code
10.10.0.2 10.10.100.1 10.10.0.1 0 33812 0 0 0 1 0 NO_ERROR
192.168.10.5 10.10.0.1 192.168.10.6 0 34471 4] o [1] 1 16 NO_ERROR
30.30.0.1 192.168.10.6 30.30.0.2 33916 ] 0 ) 1} b 1 24 NO_ERROR
30.30.100.1 30.30.0.2 30.30.100.2 0 33922 0 o i} 1 24 RPF_IF

¥ 5.2: HTTP Server $EZRHGH

5.1.4 Mtrace Walker

Mtrace Walker (%, HTTP Server 2°5 7 TV Z3ZI1THLD, F v 784 v 7 TOREEHER
ZITHIEY 2—VTH%, £7, 5l#E L T72) DiE%Z3ITHL%. LG-Domain Manager
DT —=FR=RlkyvarziR), ZIFH-727 29 ON—4% 1D ZFIH L T router 7—
TN 6 T =8 ODHSFEEZE S, £, 77— OHUGFHE%EZ S L T cisco_access 7 —
7V, juniper_access 7 — 7V, snmp_access 7 — 7 Va2 WEYNHWT LT, V=805 T —
§ BT BRI L 2 1R 25 5. 2D, Get Mtrace State i 7 1) &£ 57 —% %
ST B8 E 2 1WA IET. ZDOKRTF 2K 5.3 1TRT.

Get Mtrace State 2> 5 DREZ#FHFHRTZIINS, Ty 7Y I v F%Z2-1 L7, L
HHEDOBEENL—Z D7 FL A, S LLIEAY 7Y Iy B0 DGEDN TRy 7R
A1y 7 TCOBEZFKT 5. P LG-Domain Manager @ router 7 — 7 V2> 5 Bt
HOBHEL—5 D7 FLAZFICL—% ID ZHB L, 2OL—% IDZFMALTL—%
POIEREIST 2 FEZBRE TS, FHU < router T—7 VD7 7 AFEDP S, B
FHEDOBENL—FDBHBED LG FAL VAP E ) »Z2HWIL, EEENTHIUIFRIC Get
Mtrace State ~EMRFEAL, FHENATHIUIMD LG F AL Y ~HTTP 2HHLTr7 Y
% POST 7%, Z2OkTF%2KX 54127,
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def traverse routers(router_id, query_id, source,
mcast_group, downstream_addr, querier, hop_limit):
global Session
router_record = Session.query(RouterTable).get(router_id)

<< Hilg> >

if router_record.rt_type == RT_CISCO:
router = routerCisco.Router(router_record.access_param(Session))
elif router_record.rt_type == RT_JUNIPER:
router = routerJuniper.Router(router_record.access_param(Session))
elif router_record.rt_type == RT_SNMP:
router = routerSNMP.Router(router_record.access_param(Session))

5.3: Mtrace Walker -7 =V D3Z{5~Get Mtrace State ~DHIH-

5.1.5 Get Mtrace State (Cisco)

Cisco V=% ~DY) E—tu /A v TlEHRZ ST 5 XEEE1Z, Mtrace Walker 2> 5
WHEZZ T AEY 2 — L TH 5. telnet TVE—LR T A 2T\, a2 F2HETT 3
ZETERERUST 5. FTRR 2 IERERIITEIZ L, #EAT Mtrace Walker ~ &KX
KR

Cisco V=% THEITT S a~<v F2 FEianT.

e show ip mroute

e show ip rpf

e show ip mroute count

e show ip interface brief

e show ip pim rp mapping

e show ip interface brief — include
e show ipv6 mroute

e show ipv6 interface

e show ipv6 mroute count
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5.1. FLEUE

-

response_dict = router.mtrace(family, source, mcast_group, downstream addr)
<< Hlg> >

if addr_record and addr_record.type == ADDR_TYPE_ROUTER:
router_record = Session.query(RouterTable).get(addr_record.id)

if router_record.rt_type == RT_CISCO:

router = routerCisco.Router(router_record.access_param(Session))
elif router_record.rt_type == RT_JUNIPER:

router = routerJuniper.Router(router_record.access_param(Session))
elif router_record.rt_type == RT_SNMP:

router = routerSNMP.Router(router_record.access_param(Session))

<<l > >
if addr_record and addr_record.type == ADDR_TYPE PEER _RT:
<<l > >

conn = httplib.httplib. HTTPConnection(peer_address,
peer.port, timeout=10)
conn.request(’POST’, url_prefix + ’/request/’, request_body, http_header)
resp = conn.getresponse()
answer = json.loads(resp.read())

5.4: Mtrace Walker - v 72854 K v 7" TORER-

e show ipv6 pim group-map

e show ipv6 rpf

e show ipv6 neighbor

e show ipv6 pim neighbor

e show ipv6 pim neighbor — include
e show ipv6 pim neighbor detail

e show ipv6 interface brief
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5.1.6 Get Mtrace State (Juniper)

Juniper V=% ~D Y E— b 74 v THERZEIGT 2 RXE5E1C, Mtrace Walker 2>
LHEZZITAEY 22—V TH 5. BEiffld Get Mtrace State (Cisco) & AT, FFEHMT
Mtrace Walker ~\ &%,

Juniper V=% THEIT T2 a~<r P2 Midldn T,

show multicast route

show multicast rpf

show interface

show multicast route detail
show pim rps

show route detail

5.1.7 Get Mtrace State (SNMP)

JEeE—Fru s 4 vCizES, MIB 2 5 EHE ST 5 X E A2 Mtrace Walker 2> 5
%2327 %, OID &4 2 2 & CTHEMZIUST %, ez IEHRECEE L, &
EHAIC Mtrace Walker ~ £ 3R 7,

2§ % MIB ® OID % FaticaRn g,

ipMRouteUpstreamNeighbor 1.3.6.1.2.1.83.1.1.2.1.4
ipMRouteRtMask 1.3.6.1.2.1.83.1.1.2.1.14
ipMRouteUpTime 1.3.6.1.2.1.83.1.1.2.1.6

ipMRoutePkts 1.3.6.1.2.1.83.1.1.2.1.8
ipMRouteDifferentInIfPackets 1.3.6.1.2.1.83.1.1.2.1.9
ipMRouteNextHopPkts 1.3.6.1.2.1.83.1.1.3.1.11
ipMRoutelnterfaceInMcastOctets 1.3.6.1.2.1.83.1.1.4.1.5
ipMRoutelnterfaceOutMcastOctets 1.3.6.1.2.1.83.1.1.4.1.6
pimRPSetGroupAddress 1.3.6.1.3.61.1.1.6.1.1
pimRPSetAddress 1.3.6.1.3.61.1.1.6.1.3

pimComponentBSRAddress 1.3.6.1.3.61.1.1.12.1.2
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5.2. F&®

e ifName 1.3.6.1.2.1.31.1.1.1.1

e ifInMulticastPkts 1.3.6.1.2.1.31.1.1.1.2
o ifOutMulticastPkts 1.3.6.1.2.1.31.1.1.1.4
e ipAdEntIfIndex 1.3.6.1.2.1.4.20.1.2

e ipAdEntNetMask 1.3.6.1.2.1.4.20.1.3

5.1.8 Mtrace Crawler

Mtrace Crawler %, Mtrace Walker O—FEHE %2 Fi\ > CT—ERE & & IS HEN Tl 2 HL
BHITHES2—LThHb. Mtrace Walker TlZ, FIRARIOBEHEL—% D7 F L ADMEN
B, bLAWEFRY 7Y 2y b0 DEEDINI T Y 734 By T TORBRRERZIT->T
W7z A3, Mtrace Crawler TlE A v 734 Ky 7" TORBIERIZITO R, H60 L O LG
FXAVYHONL—=2ICBT 2 ®REZ Y A MELL, Vv—% 1 T &1Z Get Mtrace State ™~
TERORRMEZ1T I .

¥ 9 1H® IZ LG-Domain Manager D7 — % X— A6 HEWEET 2 )1—5 %Y X ML
LTHRd %, VAMULLZLV—F T LIZT4 A Y Ea—>ayy ) =200, while
XZEMALT1 279D Get Mtrace State N EKFEZIT), T4 AR E2a—2aryy)—
T & 1T Get Mtrace State MEFHL 72 £ Z1Z, Ty I’NA Ky 7 TORBEER2ITh R \»
777 L%z 55I1CRT,

Get Mtrae State 2> 5 HUfF L 72 fE#ix, 74 APV 22— a vy Y—T¢IZTX AL
7 7 A4 MU L TERY — N—TdH % Aggregate Server N EX[EZ1T9. BAARMWIZIZ, Get
Mtrace State 2> 6 FFHMTREZZITHD, TXA 77 A NVICEEZET., 20774
L% SCP ZFIJH L T Aggregate Server N E(fFT 5. ZDORkT 2K 58 IZ/”37. OS D
crontab Zi¢ET 5 Z & T, Mtrace Crawler % —ERf[E] Z & 1By L CHBINEZITH 2
EDHREE 2 5,

52 F&

ARETIE, 4ABETREL2FEF2HIToEREICO VTR, XETIE, A&ET
1T 7- 928 % B CEh D> L 72 B2 3G NS HUS L 72 SO o 2479 .
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~
def traverse_routers_crawler(router_id, query_id, source, mcast_group):

global Session
Session = init_db()
router_record = Session.query(RouterTable).get(router_id)
mcast_ip = ipaddr.IPAddress(mcast_group)
if mcast_ip.version ==

family — AF_INET
else:

family = AF_INET6
json_list = []
router = None
if router_record.rt_type == RT_CISCO:

router = routerCisco.Router(router_record.access_param(Session))
elif router_record.rt_type == RT_JUNIPER:

router = routerJuniper.Router(router_record.access_param(Session))
elif router_record.rt_type == RT_SNMP:

router = routerSNMP.Router(router_record.access_param(Session))
return(router.mtrace(family, source, mcast_group))
/

5.5: Mtrace Crawler -7h v 734 15 v 7" TORRIZITH %\
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5.2. F&®

f = open(file, 'w’)
< <l > >

for (k, v) in json_list.items():
txt =k +7: 7 + str(v)
f.write(txt)

f.close()
scp.sendline(’scp -r %s %s@Q%s:%s” % (file, username, server, dir))

N

5.6: Mtrace Crawler -Aggregate Server ~\Dik[5-
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E6E FHm

ARETIX, SEICBWTHEMEL 72 MtraceLG DFHMiICc DWW TR %, F7-, MtraceLG
ZHOWTERM I EICEB/ LT =7 Do bir9).

6.1 FHHBLE

AKX, BFROBEHNETAIPRILF I YA LRy b7 =7 D) T LY AL LTDE
=& ) v T OENEOREE, IO ERRZ EICEB LT =YDz HNE T 5,
TEVEREM 2 OVE ATl E, DA OHEBEIZOWTT ),

o TEMERHM © BREHICHED E FE 2T o 7 MtraceLG DHEBL L 7 1#HE
o EHIHM : MtraceLG ZH\WT—ERM I L ICE R L 727 — % OO

6.2 FHEIRE
AEHMiX, LT OHEBREICEWTIT Y.

# 6.1: PSR

‘ H MtraceLG ‘ N—7% ‘ T —F WFFIE ‘
cisco2.notemachi.wide.ad.jp
cisco2.fujisawa.wide.ad.jp
WIDE || mcast.fujisawa.wide.ad.jp | juniperl.otemachi.wide.ad.jp | Y E—F a7 A »
sfc-gate.ai3.net
AI3 203.178.143.210 sfc-gate2.aid.net JE—LusA v
tprd.jp.apan.net
tpr6.jp.apan.net
APAN || mtrace2.jp.apan.net tyo-t1600.jp.apan.net SNMP

6.3 FHMIEHR

AEiTlE, IPoLFXFYAIRY R T—TDYTPNLIALLTDOEZY ) VT RO—%E
R & L ICER L 2T =7 Daticonw Tz F il 3,
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6.3. PHliEH

6.3.1 UZIYALTOEZ=ZSYI>VY

EEBICEWT, VTV IALLTOE=Y ) VI %2725 K917, VE—FRTA
VHRTTF =Y 2l T 284, IPVERILF XX A2y P 7 — 7 ORBIERLITH C
EWTES, ZOMTZX6.1I1TRT,

Mtrace Looking Glass

[mor]
[2001:30: 00:216:36FF:FEB4:F09B
FF3E:

Source address

Multicast group address

Downstream address

Multicast
utgoing Local Remote Incoming Outgoing (5.6) Routing Routing
terface  Address Address Packets Packets Packets  Protocol  Protocol
2001:10:10:100::1 FE80::C808:52FF:FE9E:8 0 34743 16534 0 i)
2001:10:10::1 FE80:C806:52FF:FEOE:8 0 35417 16571 0 0
2001:10:30::30 FE80:CE09:52FF:FEAD:0 34849 0 16575 0 0

58
BE

rce  Forwarding
k Code

" NO_ERROR
NO_ERROR
NO_ERROR
RPF_IF

_unm;o
zeee|Ee

VR W o[
22

X 6.1: MtraceLG ZH[HL 72V 7L % A4 L OFEEER

MtraceLG OFHE L, W —F ZiEIRL, EEHEDTFL A, wLVFF¥ A7 FL A,
W= Do TCIRAMDT FLAZANTERETTHHATSE I ENTES, Hlx
ESMLTw7 (S, G) OF—F%ZITHS Z ENTERL oA ICZ D% A
JEIZHHRZ Z b TED, Z2oficd, ZndroSMMLizw (X, G) BRED L) Ltz
HoTWEDD, Lop)ET—F%2RFNEIEBTEL2DDHFRNL I ENTE S,
MtraceLG ZFIfI L7z €=V v 72 & D, SFETIKEr» MR IP 2L F X ¥ A b
DFEBEERE DV TIVY A LICHUST 2 2 EDTREE 2o 7k,

6.3.2 BEBEULT—YOOM

IMEITHIEE E LTI 227 %, 208, 2011412 H 10 HART 0 Rf2> 5 20124FE 1 H
31 HA1% 24 R D ] MtraceCraler % Bi{E & THU L 72z W Tatrz2iT1-o 72,

Ty T DYER

WO ED LX) BRI NTZDDA A= 2K E LIAD S X912, Mtrace-
Crawler TS L &M Z S oicfi - B L. 27— 2R L TER LA XA —
ey 7OWEK 6.2 12T

MO L >T (S, G) DEWEHHITESL L)L, MORKIVBRTFry b ATV %
KLTw5E, V=7 TLICHIG L EHD S, (S, G) T EICIF, OIF, Ri/imokss:
W= DT RFVAR, Nry Aoy 2528 T62DK) B~y 72FRT 5
ZEMTE L, KR TIES AT L DZEHE) | MtraceCrawler % 10 23 Hi467 CTEIE Z H 7223,
R L7ZcA A=~y T2 A5 L TIOFRNOZALZBEET LI L TE L. 20k
T2 6.3 KO 6.4 1277,
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% 6 5 #¥il

ge-1/3/0.19

%8-4/0/1.4005

tyo-t1600 TAIN2-JP

xe-4/0/2.21 xe-4/0/2.1036

ge-0/1/0.4005 g8-0/0/0.6

g8-1/0/0.1036

TransPAC2
LA

APAN

WIDE

Gi3/1/0.46

ciscoz
notemachi

cisco2
fujisawa

foundry2
‘\ yagami
T ~

X 6.2: £ X ==y 7OH (20124F 1 H 30 H 14 1)

X 6.3 M0X64%HET 27T, HRLRIEREZEDL I ENTES, Z0D, D
2y TRAERT 27201l L, FIHL 727 =% 2Rt zir-o 7.
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