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Abstract of Bachelor’s Thesis - Academic Year 2009

Implementation of dynamic file access controller

on a versatile operating system

In recent years, security incidents of information leakage increased rapidly. In these in-
cidents, files saved on hosts flow out onto network with uninted execution of programs.
Therefore, the design of file access controller mechanism which offers a structure of secure
file management need to be developed.

O In this paper, we propose a method to detect and block unauthorized file access on Win-
dows OS with reduced process load. Obtaining process generation event by using process
structure routine in kernel space and communicating with file access control mechanism
in userspace with event object. The proposed system blocks unknown process trying to
access protected files. The load can be reduced by lowering number of context switch
events by communicating with IO request packets at the time of event object signaling.
With this method the system can monitor specific folder in realtime and can prevent data
leakage caused by exposure viruses.
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1.DLLinjection, 2.API hooking, 3.FilterDriver, 4.PsSetCreateProcessNortifyRoutine
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HHOOK SetWindowsHookEx(
int idHook, // 000000
HOOKPROC Ipfn, // 000000000
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DWORD dxThreadld // 00000000

);
N )

Ooo0DOOOOO0O00o0ooDOoOO0O WHSHELLOOOOOOOoOo,o0ooogoo
gbobbogoobobdogobbuooobbbooobbooobbooobood
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goooIRPOOO0OODODOOOOODODODODO, 0000000000, DOOoOoOO
oo, pPiDOO0O0OO0OOOOOODOO,D000000UbDbO. DODOO, Process
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NTSTATUS PsSetCreateProcessNotifyRoutine(
_in PCREATE_PROCESS_NOTIFY_ROUTINE NotifyRoutine,
__in BOOLEAN Remove

);

gbobogbogobooobobbooboboooboobobuooboobbooboboon
gobbooooobobogo.
gobo,dgoooboog,bboogobobobuooonoob.

s R
VOID (*PCREATE_PROCESS_NOTIFY_ROUTINE)(

IN HANDLE Parentld,
IN HANDLE Processld,
IN BOOLEAN Create

)i
N J

gobbboooobbbooodobbo,oobbbuooobbbooobooan
0000000000000 0000ooooooooO. 12

5.5.3 UUuUuoooooog
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gboboooooboobb,0bobooooboboobboooobbogg, Wait-
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5.5.6 IRPUUUOUOU0OUOO0OOOOOODOOOO

IRPODO WindowsU O OOOOQOOOOooooooboooobooobuooboog
O00000U0oooooooooool/opooo0goooooooooooon.
O00,0000000000[Jjo0000ooooo,l/joooboooooooooo
goog,0buogbboobboobooobuoobboob. IRPO,0DD0O0DO
gobboogoboboboooobobobooon.

IRP

FHDL HdlAddress
ULONG Flaes

unien {
struct _IEP #Masterlrp;
FYOIL  SpstemBuffer;

)} dezociatedlrp;

10_STATOS_BLOCK ToStatus
EPROCESS0R MODE RequestorMode
BOOLEAN PendinsReturned

BOOLEAN Cancal
EIRQL Cancellrgl

PDRIVER CENCEL CancelRoutine
[P Header — PVOLD UserBuffer

unien {
gtruct {
union {
KDEVICE_QUEUE_ENTEY DeviceQusueEntry;
gtruct
) FVOID DriverContext[4]:
I ! [/0 stack location
PETHREAD Thread; J [RP _WJ_ZEE (MajorFunction)

IRP _MN_¥XX (MinorFuction)

LIST_ENTEY ListEntry:

; Overlay: arguments

} Tail:

Parameters for sub-request
Parameters for sub-request

Ptr Devicelbiject
Ptr FileObject

1/0 atack location—

Parameters for sub-request

0 5.5: IRPOODO
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O000000000. 0000000000000 0o000, METHOD_IN_DIRECT(METH
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33



gs5bgooo

e METHOD BUFFEREDOOODOOOOI/O
OIl/o0o0o00o0,l/ooboo0o0o0ooooooooooooooooooooo
gogbbobuooooooobbbbbbodoooo,ooooobobbbbbodad
gobbooboboogobobuoobobbuooobbooobobobuooobobooa
gb.bogobuoobbogboobobuogobb,bboobuaboobuoabobd
gobobbodog. bbogooobobbooogobbboooobboobooa
ggboboboo,bbbobbtbooooobbbobbuooooobbobbbbodad
go,gobobobobbodgoooooboobobboogoooobobbobbood
gbgbodg.obouogbobobobuooboboo,ggboobbooboobbg
goo.

e METHOD NEITHERODOOOOOO I/O
0I/0O000000, 0000000000000 000oooooooUooDo
gboogoboobodbooobooboobboob.oob,obboooobd
gobbbbbouooooobbbobbboooooooo,obbbbbodad
gobboogoooo.
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gbooobdoob  bLLbObooboobuooboobooboob. bLLooobooo
00 ToolHelp32O0 OO OO O OO .5

34



gs5bgooo

goobobO,ooobobobobobboooboobbobobbboboobbbbobbb, Ker-
nel32.dll0 User32.dl0DO0O0OOO0O DLLOOOOOOODOO DLLOOOOODOOO
gbogobodg.gbboobbuooobbooobbobbooobboobbood
00 Win32APIO IATOOO0DOOODOOODOOO,APIDOOODOOODOOOODOOODO
goo.

5.7 Win32APIUO O DD APIO OO

0000000000 Win32API0D0O0O0O0OO, 00000D00ODO0OO0OO0OOOO
000000000D00ooO0ooo0U000 (JATYODoODLOOoUOoooo, 00000000
Win32API0 000000000 0ODOO0ODOO0ODOO0DbOOO0OOobObOObDO.obobogo
0000 APIDOODOOOOOOO
OAPIDOODOOOOO0ODOOOOO0OODOOODLLOODOOOOOODODOODLLO
oooooooooooobooboo0ooooboboooo,b0ooobooOooIATOOOO
O0. ApPIO00O00DOODODOOO0O0ODODOOOO0O0ODOODOOOIATODDOOOOO
goooooooooooobooooooooooooooo cecpvbDoboOOOO
gobbobooooboobogo.

5.8 UUOOOOOOOOOO

APIODOO0OO0ODO0OODOOO,0D0000D0O00DOODLOODO0O Wind2APIODOOODO
gboogboobooboboobobobob. o0, gb0booboobboobbobbod
gb,dggooggbobooobbooobbboobbooobbbooonooboon
gbbugbbogobboobbuoobuoobobooobboobbuoobb.ood
gboboggob,ggbbuoggbbuogbbboobbooobbboooboboog
gobbboooobbbouoooobbbuooogbboboooo. oobob,uo00d
O0000o00ooOo00oOo0OooooooO0oooo0oooDoO0.oR30000O00O0
g,0ouoggooo.

o000 | 00 |
o0 00000000O000O000 (00000)
. 0000 00000000000000000000
0000 0000000000000000000000
0Doo0o (O0) 00000000000000,0000
ooooo 00000000000000,0000

053 000000b0bbooooobobogd

35



gs5bgooo

gob,bbbbodgodgobbbodooooobobobodg,oooobobood
gooobobbo,gggobobodoooobobbooooooboboobbooon, g
gobbooggbbobuoooon.

5.8.1 UUULUUOLUOOOLOLOLOOOOOOLOLObDOuOood

ObReO00O0OO0, DLLODOOOOOOOO0OOOODO DLLOODODOOODOODOO
googooboooboobbooobo,buobLLbogoboooboobobooog
gboboobobooboboobob,bbobobobobobooboboobobo
gboooboobobbobooboobooboobuoobooboobboooboo.
O0b0o0b0ooo0obobooboobOoobOon FiMppexed , 0000000000OO
OO00oOooooOobooboon. WindowsOSOODOUODODODODOOOOOOOOODOODO
gbobooboboo,gbooboboobobooboboboobuobbobo
gbooogoooobo.

5.8.2 UJUULUULDLOUOOOLOLOLObOOUOOOU

O0O000O00DO000DO WindowOSOODOOOODOOODOODOOOODOO
OO000o0oooooboogono. WindowsOSOO, 00000DOOO0OODOOODOOODO
gbboodgbboooobb,gbboobobbodobbooobboobobbood
O000000oooooooo.(O0BD)

Fotz AOEET F L RZEHE

o {FAER )

TuEwd

L F— A s \/’F F o a— 2
_______________ At A | _ T TETE

%

L Fomea—

—
T ==

ot BOEET L
Os5 70000000000 000D000

36



gs5bgooo

gbobugbobuobooobogbobuooboboboobobooboban,do
gbobogoboboobuooo. bboobuoooboobbooobboobboon
go.
gbobboggbobodobbuooobbooobbooobboo,bbooobboon
gobbbuoooob,bugoobbbuooobboboooobbbogg. oo
gbobogobboodbbooobbooob,oobbooobbooobboon
gobbobuoooobbobooo. gob,bbooobbbbooobobbbooon
gbobooboggobogoboboobbooobbooobbooobobooo,buoog
goboobogo.

5.9 U0OUOOoOoOoon

gbobogobboogobbuooobb,gbobbooobboobbooobobod
gbbogd.bbuoobbodobb,obobboobbooobbooobbood,
gbbuogbbooboogbboobbuoobobooobboobbuoono.bood
gboobobobodbuoobbodboobbooboobbobooboobood
goboooooo.
O000,WindowsUODOOOOODOOOODOODODOOOOOOOOO0OOO0O0OOO0OO00O
gobbobouoooobooboo,gobbbuoooobobbog. goobobobooon
gboobobooboobbobooboobooboobooboooboon.

0oooooo H 00 \ 000
YHKEY_CLASSES_ROOT T0000
0| ¥Folder¥shell¥{ KEYNAME} -

¥HKEY_CLASSES_ROOT¥Folder

¥shell¥{KEYNAME}¥command boboooooood

U s4: 0000dpoboboogobobuooaon

5.10 OOOOODOO0UOO

gboboobo,gobobobooboboobobooboboobuoboboob
O000.000000000DO,000000C000DOC00DODOO0ODOO APIODO
gboobgobgoob,gbgobgobooboobooboobo.oboobo
gboooooboboooboboobobooboboobobooboboo,ooboo
gboobgobgoobgooboobooboobooboob.o0,o0bo0bo
goboboooboboobobooboboobobooboo,oobobuoobooboo
gboobooboobooboobgoobooboboo.

37



gs5bgooo
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