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Abstract of Master’s Thesis - Academic Year 2011

An Automatic Signature Generation Mechanism

for Intrusion Detection System

In this thesis, I propose an automatic signature generation Mechanism for an Intrusion
Detection System (IDS). In current systems, IDS signatures are made by vendors and
volunteers, and we are faced with a false positive-false negative trade-off as well as concerns
about the time to deploy updated signatures. The problem of false positive and false
negative is difficult to solve.

The Internet is pervasive, and harbors malicious people aiming at specific economic
benefits by attacking systems connected to the network. An attacker can hide the attack
by using a variety of vectors. As new malware constantly appears, we need to generate
and deploy the new signature in order to detect the attack traffic.

Automatic signature generation has been investigated since 2000, but is not yet deployed
in practice. This study is positioned as the first step in basic research as we build a
complete system using the basic parts.

My method begins by saving normal traffic and malicious traffic in separate files, al-
lowing us to distill the traffic to create the session table and the flow table. By using
this database, the port numbers and IP addresses of each traffic session from the group
collected data are used to automatically generate a signature. Normal traffic is excluded
from the signature, and I design and implement the system that the signature detects
only bad traffic.

This approach is evaluated using three methods:

- Evaluation of the parameters for automatic signature creation
- Comparison to Snort signatures and detection rates

Using this method, we succeeded in detecting malware in unknown traffic, contributing
to the advancement of automatic signature generation mechanisms for intrusion detection
system.

Keywords :

1. Security, 2.Intrusion Detection System, 3.An Automatic Signature Generation Mechanism,

4.Malware

Keio University Graduate School of Media and Governance

Kunihiko Shigematsu
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~
1 alert tcp SEXTERNALNET any -> $HOME_NET 80 (msg:”EXPLOIT es-

ignal STREAMQUOTE buffer overflow attempt”; flow:to_serverl] estab-
lished; content:”]STREAMQUOTE,”; mnocase; isdataat:10240 relative; con-
tent:!”|/STREAMQUOTE,”;  within:1054;  nocase;  reference:bugtraq 9978;
classtype:attemptedadmin; sid:2489; rev:2;)

2 alert tep SEXTERNALNET any -> $HOME_NET 80 (msg:”EXPLOIT

esignal SNAPQUOTE  buffer overflow attempt”; flow:to_serverl] estab-
lished; content:” ]SNAPQUOTE;”; nocase; isdataat:10240 relative; con-
tent:!”|/SNAPQUOTE,”; within:1052; nocase; reference:bugtraq 9978;

classtype:attemptedadmin; sid:2490; rev:3;)

3 alert tcp SEXTERNAL_NET any -> $HOME_NET 548 (msg:”EXPLOIT AFP
FPLoginExt username buffer overflow attempt”; flow:to_server[] established; con-
tent:”—00 02—"; depth:2; content:”?”; within:1; distance:14; content:”cleartxt
passwrd”;  nocase;  byte_jump:20 10 relative;  byte_jump:20 10 relative;  is-
dataat:2[0 relative; reference:bugtraq] 10271; reference:cvell 20040430; reference:url]
www.atstake.com /research/advisories /2004 /a050304-1.txt; classtype:attempted-
admin; sid:2545; rev:4;)

4 alert tcp $EXTERNALNET any -> $HOME_NET 749 (msg:”EXPLOIT kad-
mind buffer overflow attempt”; flow:establishedd to_server; content:”—00 CO0 05
08 00 CO 05 08 00 CO 05 08 00 CO 05 08—"; reference:bugtraqU 5731; refer-
ence:bugtraql] 6024; reference:cveld 20021226; reference:cvel 20021235; reference:url]
www.kb.cert.org/vuls/id /875073; classtype:shellcodedetect; sid:1894; rev:8;)

5 alert tcp SEXTERNAL.NET any -> $HOME_NET 751 (msg:” EXPLOIT kad-
mind buffer overflow attempt”; flow:establishedd to_server; content:”—00 CO0 05
08 00 CO 05 08 00 CO 05 08 00 CO 05 08—"; reference:bugtraqU 5731; refer-
ence:bugtraql 6024; reference:cvel] 20021226; reference:cvel 20021235; reference:urld
www.kb.cert.org/vuls/id /875073; classtype:shellcodedetect; sid:1895; rev:8;)

6 alert tcp SEXTERNAL_NET any -> $HOME_NET 749 (msg:”EXPLOIT kad-

mind buffer overflow attempt”; flow:establishedd to_server; content:”—FF
FF—KADMO0.0A—00 00 FB 03—7"; reference:bugtraq 5731; reference:bugtraql
6024; reference:cveld 20021226; reference:cveld 20021235; reference:url[]

www.kb.cert.org/vuls/id /875073; classtype:shellcodedetect; sid:1896; rev:8;)
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g 2d 00

/7 alert tcp $SEXTERNALNET any -> $HOME_NET 751 (msg:” EXPLOIT kad—\
mind buffer overflow attempt”; flow:established to_server;  content:”—FF
FF—KADMO0.0A—00 00 FB 03—"; reference:bugtraq 5731; reference:bugtraq]
6024; reference:cveld 20021226; reference:cveld 20021235; reference:url[]

www.kb.cert.org/vuls/id /875073; classtype:shellcodedetect; sid:1897; rev:8;)

8 alert tcp SEXTERNAL_NET any -> $HOME_NET 749 (msg:” EXPLOIT kadmind
buffer overflow attempt”; flow:establishedO to_server; content:”/shh//bi”; refer-
ence:bugtraql] 5731; reference:bugtraql] 6024; reference:cveld 20021226; reference:cvel
20021235; reference:urll) www.kb.cert.org/vuls/id /875073; classtype:shellcodedetect;
sid:1898; rev:8;)

9 alert tcp SEXTERNAL_NET any -> $HOME_NET 751 (msg:” EXPLOIT kadmind
buffer overflow attempt”; flow:establishedd to_server; content:”/shh//bi”; refer-
ence:bugtraql] 5731; reference:bugtraq] 6024; reference:cvel 20021226; reference:cvel
20021235; reference:url0) www.kb.cert.org/vuls/id /875073; classtype:shellcodedetect;
sid:1899; rev:8;)

10 alert tcp SEXTERNAL_NET any -> $HOME_NET 22 (msg:”EXPLOIT gobbles
SSH exploit attempt”; flow:to_serverd established; content:” GOBBLES”; refer-
ence:bugtraq15093; reference:cve120020390; reference:cvel120020639; classtype:misc-
attack; sid:1812; rev:5;)
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