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Abstract of Bachelor’s Thesis - Academic Year 2012

Design and Implementation of a Netowork Traffic Sonification System

for Anomaly Detection

In recent years, computer networks have become larger and more complicated because
of virtualization technology and the increase in the number of devices. Once network
anomalies occur in a company, the business will stall and trust in the company will be
decrease. Therefore, it is important for companies to detect network anomalies. However,
because of the complexity and largescale of computer networks, detection speeds decrease
and the network monitoring costs increase. In order to facilitate network monitoring,
engineers use a network monitoring tool such as Nagios, tcpdump or IDS. However, even
though engineers use such tools, to understand the computer network state and espe-
cially to detect abnormal network traffic, engineers have had to be familiar with network
protocols and the behavior of application programs. In addition, engineers can’t detect
anomaly traffic, if they don’t watch tracking display. Therefore, the purpose of this study
is to facilitate the understanding of the network state, including detection of abnormal
traffic, by representing network state as sound.

In this research, the author proposes a network anomaly detection method which soni-
ficates netwok flow data, mapping it to elements of sound. By this method the user can
understand network state changes and detect network anomalies intuitively based on the
changes of sound. There have been several network sonification systems for anomaly de-
tection in the past. However, all the system allocated packet and network flow data to a
particular instrument sound or a particular natural sound. Therefore to use an existing
system, the user should memorize the match between data and sound in advance. Based
on this proposal, the author designed and implemented the newtork sonification system
and evaluated the system. As the result of this research, the user can detect abnormal
network traffic intuitively, without preliminary knowledge about network and network
monitoring tool. Also, using this system, the user need not always watch the display for
monitoring network traffic. As a result this research contributed to reducing total costs
of network security monitoring.

Keywords :
1. Anomaly Detection, 2.Network Traffic, 3.Internet Security, 4.Sonification

Keio University, Faculty of Environment and Information Studies

Asuka Nakajima
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Filter: I LI Expression... ar I

No. Source Destination

Protocol| Length | Info

216 31.018277 203.178.142.131 203.178.139.164 1CMP 98 Echo (ping) reply  id=0x607b, seq=133/34048, ttl=6
217 31.211183 JuniperN_g89:aa:10 Broadcast ARP 60 Who has 203.178.139.174? Tell 203.178.139.150
219 31.416059 178.139.150 VRRP 60 Announcement (v2)
220 32.017563 203.178.139.164 203.178.142.131 1CMP 98 Echo (ping) request id=0x607b, seq=134/34304, ttl=6
221 32.018971 203.178.142.131 203.178.139.164 1CMP 98 Echo (ping) reply  id=0x607b, seq=134/34304, ttl=6

JuniperN_89:aa:10 Broadcast ARP 60 Who has 203.178.139.174? Tell 203.178.139.150

JeC_¢ 03:0c:db:6b:as:80 LLC 60 U, func=UI; DSAP 0x32 Group, SSAP 0x32 Respons:

22: S 39. 15( .0.0.18 VRRP 60 Announcement (v2)
225 33.018135 20; 139.164 203.178.142.131 1CMP 98 Echo (ping) request id=0x607b, seq=135/34560, ttl=6
226 33.019340 203.178.142.131 203.178.139.164 1CMP 98 Echo (ping) reply  id=0x607b, seq=135/34560, ttl=6
227 33.054138 BrocadeC_6b:as:80 03:0c:db:6b:a8:80 LLC 60 U, func=UI; DSAP 0x32 Group, SSAP 0x32 Respons:
229 34.018982 203.178.139.164 203.178.142.131 1CMP 98 Echo (ping) request id=0x607b, seq=136/34816, ttl=6
230 34.093988 203.178.142.131 203.178.139.164 1CMP 98 Echo (ping) reply  id=0x607b, seq=136/34816, ttl=6
231 34.897227 203.178.139.172 203.178.139.255 UDP 348 Source port: 53758 Destination port: rfe

232 34.897379 203.178.139.150 VRRP 60 Announcement (v2)

233 35.018888 203.178.139.164 203.178.142.131 IcMP 98 Echo (ping) request id=0x607b, seq=137/35072, ttl=6 v
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| I Purpose & Method I

Facilitate the understanding of network state, including detection of
abnormal traffic, by representing network state as sound
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-139-237.sfc. 00 NXDomain[|domain] ‘
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wifi-139-237.sfc.wide.ad.jp.46017: 37213 2/2/3[|domain]
mmf;formation using TCPDUMP } { Network traffic information using this system }
- - I | . ge . I
Functional Requirements Sonification Method

Allocate instrument sound to
Packet size & Port number information

~ Versatile user interface —_—

This system basically runs on a web browser,
which is installed in most computers by default.

. —
~ Sounds that are not uncomfortable ———

Data[ Packet size M Port number J

Applying comfortable sound is a necessary factor Melody [ Main Melody ] [ Sub Melody ]
for this system.
> Ability to represent abnormal state  ——— Piano Xylophone- Bell

This system records network traffic data, when it Instrument W
is steady state. <
.
Implementation Summary & Future Work

Libpcap A Summary
Internet Analyze network traffic Imol ted 4 hich all i
&output audio file name mplemented a system which allow user to

understand network state, through use of
the auditory sense.

~ Node h E o
K Send audio file name by _Future Work

= -
= Socket.io J ° ~~Make Web interface
S Make more comfortable sound
Web Browser -
Play audio file by HTML5 * Analyze more network traffic information

audio tag )
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