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Abstract of Bachelor’s Thesis
Academic Year 2002

Un-transmitting User Information type Privacy

Protection system

Summary

The purpose of this thesis is proposing a privacy protection technique for solving a
leaking privacy problem in the ubiquitous computing environment.

The word "ubiquitous computing” is socialy prevalent these days, and many re-
searchers are investigating the ubiquitous computing environment. Through the re-
searches, new types of application software are being created. One of them is the
context-aware application which adapts its operation to the context of the environ-
ment including the user’s situations, thereby decreasing the user’s burden to input
commands to an application successively. One manner of the adaptation is conducted
by using such informations as user preferences and attributes. This thesis calls a set
of these informations user information.

A user information is stored in a mobile device which is held by the user.The device
passes the information to context-aware applications running in public information
appliances, and enables user-adaptive operations.

Growth of the user-adaptive applications increases the importance of privacy. In the
ubiquitous computing environment, a wide variety of activities are conducted by using
information appliances, and there will also be malicious applications in the environ-
ment. Thus, a system to protect the user information is essential to realize ubiquitous
computing. This thesis proposes a new privacy protection system which realizes the
user-adaptive operation of the applications without sending any user information.

This thesis describes the design and implementation of the system and clarifies that
the system can protect privacy as well as realizing the user-adaptive operations.

Syu-he- Tamaru

Faculty of Environmental Information
Keio University
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public abstract class ApplicationRule {
public void ApplicationRule(){
b
public abstract char evalateChar(Preference pre);
public abstract int evalatelInt(Preference pre);

public abstract String evalateStr(Preference pre);
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public class ApplicationRulelImpl extends ApplicationRule{
(I
public char evalateChar (Preference pre){
char page = O;
int age = pre.getAge();
int sex = pre.getSex();
if (age <=25 && sex == -1){
page = 1;
Yelse if (age <=25 && sex == 0){
page = 2;
(I
return page;

}
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Socket s = new Socket(serverAddr,3000);
ObjectOutputStream oos
= new ObjectOutputStream(s.getOutputStream());
oos.writeObject(new ApplicationRuleImpl());
s.close();
N J

Us3: b0uuuaobobuooaubn

gbooboooobbboooobobobodgs4bbon

char command ;
UserInfoRequest ur

= new UserInfoRequest(hostAddr,3000);
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ServerSocket ss = new ServerSocket(3000);

Socket s = ss.accept();

ObjectInputStream ois

= new ObjectInputStream(s.getInputStream());
ApplicationRule appRule

= (ApplicationRule)ois.readObject();

s.close();
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File file = new File();

Preference pre = (Preference)file.load();

char command = appRule.evalateChar (pre);
ResultChecker rc = new ResultChecker();

rc.checkPreference (command) ;

boolean result = rc.checkPreference(command) ;
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public boolean checkPreference(char command){ h
(I

for(int 1 = 0 ; i < len ; i++){

if (command == s.charAt(i))
flag = false;
}
return flag;
\} /
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