goad 200200 (DO 1400)

prO00onogn
Jobooobobugbgoouoogd

O0o000d0 oooboooooog
O00 00 O
jr@sfc.keio.ac.jp




000000 20200 (00 1400)
P2POODOOOOOOOOOOOOOOOOOOOOOOD

godd

00000 P2POO00CODO0DOODDOOODOOODOOODOOOOODOOOOOOODn
0000000000 000000000000000000000000O0o0oo0oOooDOoog
o000do00o0ooodoooooooooooooooooooon

00000000000 00D0O0DO0O00000D0DODODOO0OLast 1 HopOOooooOaoQ
000000000000 00D00000000D00D00D00D00DO000000oOooOoog
O00d0ooo00oo0oooooodo pPO00ODOODOODOODOOOODOODOO
0 End-to-End 00000000000 OOO0DOOODOOOODOOOODOOODODOOODOOd
0000000000000 00000000000000000000000000000
ooooooooog

O000d000o0o0odoo0ooooooooooooooooooooooooooon
O0o000d0dooooodoooooooooooo0doooooooooooooooog
O0dDO0o0o0o0oooDodo0oDO0DOO0oOooUooDOoDOoooooooooOooo
0000000o00o0odooooooooooooooooog

000000P2PO0D00O0O0ODOOOODODOOOOOOOO Distributed mutual measurement
mechanism(O0 Dm3) 00 0000000000000 0O P2POOO0OOOODOOOOOO
0000000000000 0o00o0o0oooooooopoooooooonooooog
00000000000 bOobOO0bOO0bOO0DOO0bOO0oDOO0DODOO0obOO0oDOOoDOOooDOooDooOoog
0000000 Endto-End000000000O0000OCODOOO0ODOOODODOOOODOOOO
0000000000000 0o0oooooooonoooooooooon

O0o00do0odoooooooooooooooooooooooooooooooan
O000d00000o0o0oU0o0o0o0oooooooooooooooooooooog
0000000000000 00000o000o0ooooooooooooooooooog
0000d0o0o0oooooooodoooooooooooooooooooooon

gooob: 1:pP2POO0O 2200000000 000000 4: 000000

ugboboob boobooooobon
oo o



Abstract of Graduation Thesis Academic Year 2002

Distributed Network Traffic Measurement with P2P model.

Abstract

This research implements a mechanism to measure traffic information within a massive
network from the end user point of view applying the Peer-To-Peer (P2P) model. This
mechanism creates an environment for the end node users and their applications to notice
and utilize the traffic information needed.

Recent growth of the Internet backbone and widening of the Last 1 Hop connection results
in the change of end user internet usage. The change mainly comes from the rise of P2P
application, such as network storage, file sharing tool, and network gaming software. Users are
now communicating end-to-end, exchanging massive amounts of information bi-directionally.
On the other hand, an environment that is able to measure network information needed for
these applications listed above is currently not available yet.

By studying the past related researches, past network measurement software is inadequate
for measuring the current network from the end-node point of view. Past measuring mecha-
nisms are mainly focused on measuring traffic uni-directionally. Also, measurement data of
the past are not able to be referred.

This research proposes, implements and evaluates a Distributed Mutual Measurement
Mechanism (Dm3) to measure network information between end nodes using the P2P model.
This mechanism accomplishes a bi-directional traffic measurement between end-nodes and
also obtains past information by referring the database server. As a result, an environment to
provide End-to-End traffic information is constructed to be used by widely spread end-node
users and their application.

By conducting group measurement of multiple nodes using this mechanism within actual
internet traffic, measurement of bi-directional channel is possible which could not have been
found by past measurement mechanisms. Finally, the problems of past measurement mecha-
nisms and the "Dm3” mechanism are compared and evaluated qualitatively to conclude that
”Dm3” meets the requirement discussed and proved that end-node user and their application
is able to retain the information needed for End-to-End network.

Keywords: 1: P2P model 2: Traffic measurement 3: End user 4: Distributed
system

Tsuyoshi Toyono
Graduate School of Media and Governance
Keio University
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rtt 00 0000¢traceroute 100000 O00O0O0O0O0OODOODO vt 00

100000000000 vbPODOOODOODOOOOD ODOODOOOOIPOOODO
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uboogogboboboobobbobooboobobooobooboobooboboboobon
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0000000000000 0000000 (wsODO0)DO0O0DO0OOOO0DOOOODOOODOOOOO
googboooboobooboobooottboboobooboobooboobg
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OOO0O0Opathchar OO0 00000000 DOODOOOOODOOOODOOODOOODOOO
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22, 0000

-~

o

riesling ~ 79% 14:24: pathchar ka9q.ampr.org
pathchar to ka9q.ampr.org (129.46.90.35)

mtu limitted to 1500 bytes at local host
doing 32 probes at each of 64 to 1500 by 44

0
I
1
|
2
I
3
I
4
I
5
|
6
I
7

192.172.226.24 (192.172.226.24)

9.3 Mb/s, 269 us (1.83 ms)
pinot (192.172.226.1)

85 Mb/s, 245 us (2.46 ms), 1% dropped
sdscdmz-fddi.cerf.net (198.17.46.153)

45 Mb/s, -13 us (2.70 ms)
qualcomm-sdsc-ds3.cerf.net (134.24.47.200)

8.8 Mb/s, 1 us (4.07 ms)
krypton-e2.qualcomm.com (192.35.156.2)

5.2 Mb/s, 1.02 ms (8.42 ms)
ascend-max.qualcomm.com (129.46.54.31)

53.2 Kb/s, 4.20 ms (243 ms)
karnp50.qualcomm.com (129.46.90.33)

12 Mb/s, -172 us (243 ms), +q 8.96 ms (13.0 KB) *3,

unix.ka9q.ampr.org (129.46.90.35)

6% dropped

7 hops, rtt 11.1 ms (243 ms), bottleneck 53.2 Kb/s, pipe 4627 bytes
riesling ~ 80% 15:30:

0 2.2: pathchar 0 O OO
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0000000 0000000000000000

4 N
18:51[7]% iperf -c mistral.sfc.keio.ac.jp
Client connecting to mistral.sfc.keio.ac.jp, TCP port 5001
TCP window size: 32.5 KByte (default)

[ 5] local 133.27.36.174 port 1665 connected with 202.249.25.24 port 5001

[ ID] Interval Transfer Bandwidth
[ 5] 0.0-10.0 sec 8.6 MBytes 7.2 Mbits/sec
18:51["1%
N J

0 23:iperf0000 (TCPOOODODOO)

gboooboooboboobbooboobuooboobooboobobo 200000000
gboobooooooooooooooooooooooooobooooboooooboooonDo
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OO0DO0O0skitter 0 OD0ODO0O0OD0O0OODOOOO0ODOOOOtraceroute 000000 Ooooon
OO0D Destination [IPOOOOO0OOOOODOOOOO0ODOOCO0ODOOODOOOD O skitter
O Site-to-Site OO ODOOOODOODUOORouteViews 2 DO ODOOOOODOOODOOOO
O0ASOO Peering0 0000000000 OODO (O 24)0

skitter D00 O0000DOOOOO0DODOOOOOODODOOO20020 600001800000
O000000o0O0O000o00O00 (00)0D0D0oooOOO0o0O0oOooODOOooOoooOOOoOooo
gbooooboobbooobooboobobooboon

Rocketfuel

Rocketfuel (3) O OISP(Internet Service Provider) D000 00000000 public traceroute
0000000000000 0000000000D0O0ODOORocketfuel 00 O traceroute 0 O
OO0 1) 00 ISPO0O00O0OOOOO2) 000 (Source IP Address) DO OO0 ISPOOODO
003) 00 ISPO OO Destination IP Address 0000000 30 000000000000
O1Sspoooooooooon

00100 ISpO00000DOO0O0ODOOO0ODOOOOCOOOOOOODOOODOODOODOO
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O 2.4: skitter DO 0O ASO OO
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30 bbbt tuubogd
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gooobo 20000000000000000O00OO0OOODODODLDOODOODOD
gbooooooooooooooooooooooooooooooboooobooboonDo
gbooooboobooon

3.1 Uooon

23 0000bbo0ooboobobooooobboooobbooooobobbon
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ubbogobboodobboobbuoobboobbuoobbooobbooboboabo
gbooboooooooooooooboon

1. 0obobooboobooobobooboobooon
pPpO000O0O0O0OD0O0ODODOO Last 1l HopO OO OOOoOooooooooooOooOO
gooboboooboobobooobooooooboooobobooobooboooon
gbooobobooboboboboobobooooobooooobobooooboboooan
gobobuoobooboobobooboobobod

000000 AO0ODOO0ODOOOOOOOOOOOBODCOOOOODOOOOODODOO
gbooooobooooboobooboobooboboobobooobobooboboan
00000oooooooooo (o 3.1)0

2. 0000000000000000DOO
gbogobooboogbooboooboobobobboboobooboboboobooooboono
Oo00O0000O00000ooOO0O00CcO00o0OoooOOOoOoOoOoooooOD ADSLO
O00PHSOOODOODOODOODOODOODOOODOODOOOOOODOODO
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3.1 00000
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3.2. 0000
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3.2 0UUon

ooo0oo0oO0o00O0O0oO0OOOOO0OO0C0OOOO000OO0O0O0OOOOOOOOODOOO00
oooO0O0OO0O00b0o00OO000oO0oboooob00oooOoOoOOOOO0b0b0O00O00b0BO0O0O
SNMP (Simple Network Management Protocol) MIBO O OO OOOOOOODOODOOOO
000000000000000000000000O0000000O00O00COO0O000000
00obo0o00000oO0o0o0boO00oOoO0o0bOO00O000bOO00C00O0O0O000G0000
O00000000000000000O000O0O000000O0O0O00C00O0O0O0O00G0000
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Oo0o0o0oobOOoOoooO0obOOO00oOo00ooOOoO0oDOoO0b0O0d End-to-EndO0OODOODO
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gboboboboboboboboboboboboboboobobobooo
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23



3.2. 0000
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a N
struct rttm{
... (snip)
int16_t type;
int16_t hop;
intl16_t recvpkt;
int16_t sendpkt;
struct timeval rtt_min;
struct timeval rtt_sum;
struct timeval rtt_max;
...(snip)
};
N )
05200000000 (rtt000000O0O)
s ™
jromistral[~]%dm3 -s -t addr.config
[module] : TCP Throughput
[time]: Jan 5 15:26:35 2003 JST
[ID] :14785
[window size]: 56.0 KByte
203.178.143.82 -> 219.184.14.5 :5900 Kbits/sec
203.178.143.82 <- 219.184.14.5 :4220 Kbits/sec
203.178.143.82 -> 198.66.251.26 :327 Kbits/sec
203.178.143.82 <- 198.66.251.26 :867 Kbits/sec
203.178.143.82 -> 202.249.25.24 :69.6 Kbits/sec
203.178.143.82 <- 202.249.25.24 :725 Kbits/sec
219.184.14.5 -> 198.66.251.26 :117 Kbits/sec
219.184.14.5 <- 198.66.251.26 :773 Kbits/sec
198.66.251.26 -> 202.249.25.24 :57 Kbits/sec
198.66.251.26 <- 202.249.25.24 :43.6 Kbits/sec
jrlmistral [~]%
N /)

053 Dm30000000000O0(QDOTCPOOOOOOOODOOODONO)
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