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abstract

Recent popularization in RFID technology, as represented by SUICA and Edy, has lead
to further researches in developing technologies to identify non-computers such as books
and clothes. The use of RFID allows computers to identify objects in real-world and allows
various applications which use obtained information to be developed. However, information
stored in RFID tags can be read easily with RFID readers since RFID system is a system
which RFID tags and readers communicate using radio waves. Furthermore, systems which
uses structured IDs, as in Auto-ID system, has risks of allowing users with RFID readers to
speculate the object from the information obtained from the RFID tags.

This research aims to protect private information from outsiders in the situation where
RFID systems are used in families to manage intimate properties. A matter which can be
identified by RFID tag attached to it is called object and ID and information associated with
the ID is called privacy in this research.

Existing method to protect privacy is to encrypt/conceal ID. However, in the real-world
situation, objects belong to the owners and the rights of ownership change as the objects
belong to other owners. Such situation is especially common when commercial products are
sold to customers. Existing method does not have the notion of ownership and the risk of
privacy leakage can not be avoided as the objects are handed to new owners.

This research approaches such problem by proposing the attribute which represent own-
ership and by providing the authentication mechanism by owners. Privacy is secured by
authentication using ownership and encryption of IDs. Prototypes of this mechanism are
designed and implemented in this thesis. Developed system is tested and comparisons with
existing systems are conducted to show the superiority of proposed mechanism. The system
was proven to be effective in the real-world situation by providing mechanisms to transfer

rights to obtain privacy from tags from previous user to new user.
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gooooogd

EpCOO00O0OO0OO0DOCOOODODODOOOOwner Management Client 0 EPCADSOOO0OO0O
goboobooobboobooobobooboobboobooo

(a) D0O0OD0OO0O0O0DOOOOOwWner Management Client 0 0 0000000000000
OO0O00o0oDOo0oO00obooobooobocooobomowner IDOOOOOOOODO EPCO
googooobon

(b) DOODOO Owner IDO EPCOOOO0O0OOOOOOOOOOOODOOOOOOOO
000000000 (Source Taggingd )OO Owner0 EPCOOO0O0OOOOOOOO
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ubobogooobobobooboobobobobobobooooobooboob
OO0 EPCODO0OCODOOODOOOODOODOOODOODOO EPCO Owner ID
00000000 Owner IDODODOOOOOODOOOOOODOOOOO

(¢ 00ODO0ODOOODODOODOOOUOOODOOOUOOOOODODOODOOOUOOOOOOOODOO
gboooooooogoog

(d) 0000000000000 0000O Owner Management Client 0000 0O

gooooo

EPC Manager 000000000000 0O0OC EPCOOOODOOOCOIDOOODODOO
0000000000 OOO0OO00000O0OO EPCADSOO BOOOOOOOoOooooo
goboobooboooboobooo

gboogboobobobooooobogooboboooooobooboboboooooono
obooo0BOOoOoboooooooooobooboooobobooooboooobooo
goobooboogooo

() DOOD0000O00OKey Registry Client 0000 00000000000 O0OOOOO
O0o000mOo0o0o0o EpCO000o00oo0oo0oo0ooo EpC)OOO
BOODOODOOODOO

(I) OOD0O0 EPCUOO BOOOUOOOODOOOOODOOOOOOOUDOOOOOOOODO
gbobogboouoobobuobobobuooboouoobobobobobuobooooboob
EpCOO0OO0O0OCOO0ODOOODOODOOOOOOOOOODOOOODOODODOOO
goobogooogd

(III) 0000000000000 0000000000O0O0ODOODOODODOOOOOOOOO
gboobooboooobo

(IV) 000000000000000000 Key Registry Client 000 0O

4.5 EPCAC

0000 EPCACOODOOOODOOOOODOOOODOOOODOOOOODOOOODOD
googd

4.5.1 EPCACUOOOOO

EPCACOOODOOOOOOODD 200000000

e JOODOMO
OO0D000OO00EPCOOOD EPCO0ODOODOOODOODOOODOOOOODODOOD
OO0 EpCOO00DOOOOOOODOO
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e JOUODODODODOO
OEPCADSOO0ODOOOOOODOOCOODOOOD ADOOOODOOODDODOOwner
IDOOO EPCADSODOO0ODOOOOOOODOOO

OO00OoO00DOOo0oOoOO00DOOo EpCACOOODOODOOOOD

4.5.2 EPCACODOOOO

OO00OOoOO0OOoOoOoOoOoEPCOOOOCOOOwner IDOOOOO EPCADSOOOOOOO
OO00o0oDoOoDOO0OO0bO EpCODOOOOOO EPCACOOOOODOODOOOODO EPCO
00000 EPCACOOD0OO EPCOO0OOODOOO Savant 00000000 R3IOO0OOO
0000 EPCACOODOOOODOODODOOODODOOOOCOOOOCOCOODOODOOODDO
goobooogad

[ RF Reader ]

(1)Encrypted EPC H

(6)EHEDME V
TOtRIZBT Decryption (3)Owner ID g
— <
<: Decrypted EPC [ Process ] :.‘:' a

(4)EPCASIZSBEEE R

2)Encrypted Challenge word
(5)Decrypted EPC Encrypted EPC-Owner ID (2)Encryp g

| EPCADS |

O 4.5: EPCACODODOODOOODOD

() DOooOOoOO0ooOoUOUOO EPCOOODOOO
(2) EPCADSOO0OO0ODODOOOOOOODODODOO
(3) DODODOOOOO Owner IDOOOOOO

(4) 00000 Owner IDOOOOOODO EPCOOD ADDOOOOODOOOODOOOO
EPCADSO0O0ODOOCOCOOO0OOODODOOO

(5) D0ODOOOEPCOOOOOO

(6) DOOD0O EPCOODOOODDOODOOOOOO (0OO SavantOOOOO)O
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4.6 Owner Management Client

0000 Owner Management Client 00 000000000000 O000OOO0O0OOODOO
ooo

4.6.1 Owner Management Client [ 0 0 0O

Owner Management Cleint 00 0000000000000 00O0OOOO EPCADSODO
0000000000000 00oDooo0oo0oooDoooooooooooooooog
0000 EPCOODOODO Owner IDODOODOODODO

4.6.2 Owner Management Client 0 0 00O 0

Owner Management Cleint 000000000000 EPCOOOOwner IDOOOOOOO
EPCADSOO0D0O00DOCO00OODOOOODOODODOOODHEAOOOOODOOOO Owner
Management Client 0 0 0000000000000 O0O0O0DOO0OOODOOOOOOODODOO
oooooooog

[ Owner ]

(1)Encrypted EPC-Owner ID

V

[ Owner Registration Query ]

/\ |

(3)Response (2)Encrypted EPC-Owner ID

| EPCADS ]

O 4.6: Owner Management Client 0000 O00OO0OO

(1) DOooOoUoOoOOwner IDODOOOOOOOD EPCO0OODODOOO

(2) DO0DO0OO0OOwner IDODOOOOOODOO EPCO0ODOOODOOOOOOODO EPCADS
googoo

(3) DO00O0OO0OO0O EPCADSOODOOOOO
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4.7 Key Registry Client

0000 Key Registry Client 0000000000000 D0OO0OOOOODOOOOOOO

4.7.1 Key Registry Client 0 0 00O [

Key Registry Client 0000 0000000000000 O0O00O EPCADSOOODODOOO
00000O0O0O0000O000DOoOoO00DOoO00 EpCO00O0O0ODODOOODOOOODOOOO
ooooOob0O EpCOOO0ODOOO BOOODOOO

4.7.2 Key Registry Client 0 0 00O O

Key Registry Client 0000000000000 EPCOOOO BOOOOOOOEPCADS
000000000000 0D000000000 M 000000000 Key Registry Client
gbobooobooobobooboooboobooboobooboooboobooooobooooonooo

[ Owner ]

H (1)Encrypted EPC-Key B

[ Key Registration Query ]

/\ |

(3)Response (2)Encrypted EPC-Key B

| EPCADS ]

O 4.7: Key Registry Client 0000 O00O0D0DOO

(1) DOOoOO0O0O0OO00O0OBOOOOOOOODO EPCOOOODOODO

(2) 0000O0O0DBOOOOUOOOOOEPCOOOOOOOOOOOOO EPCADSOO
oood

(3) 000000 EPCADSOOOOOODO

30



050 SARUOON

O0o000ooooooocooOoOooo sARuUbdooooooooooogoo

5.1 0O0O0OO
00000000000 000000000BIN000000000000B20000

g s.1: 00000

CPU | Pentium Il 600MHz
Memory | 512Mbytes
OS | FreeBSD [27] 5.1-RELEASE
000000 | PostgreSQLT7.4 [28]

05200000000

CPU | Pentium 1T 1.13GHz
Memory | 512Mbytes
OS | FreeBSD 4.8-RELEASE

000000000000000000000000000000 RFOOOOO0OO (O
FI8) 000000000 B30000 O V720S-HMFO1 RFIDOOOOOORFOOOOO

U553 00000000RFOODODODO

000 (00000 [29] O V720S-HMFO1 [30]
ooooo | 13.56MHz
Uboob0ooon0 |0D00000oooog Typell

Oo0O0cCcrogooooooooooopPbAODOOOOOD PCOOOODODOODOO
RFIDOOOOUODOODOOOOODODOODObDOOO VvV20b00000 RFIDOODOOOOOO
ISO/IEC156930 000000000

300000 webOOOOO
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O51: 00000000 RFOODOODOO

00000000 RFIDOO (OB2)000000000BA0000 00 RFIDOO (O

05400000000 RFIDOO

000 |00000 O V720-D52P [31]
ICOD0DO | PhilipsO [32] 10 CODE1 [33]
00000 |44byte(@O0O0000)
00000 | 13.56MHz
000000000 (0000001000

05200000000 RFIDOD

O00000)0o0O0O0OD0ICO000O0O0OOOOOoIsOe3nooonIcoooon
OO0 RFIDOOOOOODOOOOODOOOOODODOOOOOORFIDOODODODODODO
gboboobooooooooooo

32



5.2 U000

0000000 0D0D00D0D00O0O0O0O0OOEPCACDO EPCADSODOODOODOOODOO
gbboooobooboobbooboobobobooboobooboobooboobo
gooond

e IDOOOOOOOOO
e EPCAC

— RFOOO0OOOOOOO
— EpPCADSOOO0ODOOOOOO

e EPCADS

- 0gogooo
- IDOD0OO
— EPCADSOOOODOOOOOODODO

goboobooobooobooon

5.3 IDUOUOOOOOODOO

0000000000000000000000000000000Ronald Rivestd Adi
Shamird Leonard Adleman 0 00000000 RSADOD [34] [35 [36) (DO AL OOOO
RSAODODOOOOOOOOOOOOOOOOOOOOOOOOOOOOOONONO0O000000
00000000000000000000000000000000000000 RSACO
oooooo

000000000000000000000000000000000000000000
00000000000000000000000000000000 100000000 "
(00D0)00000000000000

000000000000 000A2000000000000000000000O00
0oo0o0O
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5.4 EPCAC

EPCACO RFOUOOOOOOO PCOORFIDOODO IDOOOODOOOODODOOOODO
000000 AO EPCADSOOOOOODOOOOEPCADSOO RFOODOOODOODOOO
gboobobooboo IbgoboooooobooobooboRrRFODOODOODOODOO
EPCADSOOOO0UOOOOUOOOOEPCACOO AO EPCADSOOU0ODOODOOODE3DO
000000 EpPCACODOO0DODODOOODOOOOODOOOOODOOOODOOODOOO

good
1 Init_epcac() )
A

Open_serial_port()
Get_serial_char()
Close_serial_port()

Yes

v

Connect_server()
Send_Reader_ID
Send_data

Get_data
Close_connection

Print_ID

0O 5.3: EPCACODOCOOOOOO

34



54.1 RrOOOOOO0ODOOO

Ooo0oO0RFOOOOOCOOOPCOCFOOOOOOOOOODOOODOODOODO
Oo0ORrFOOODOOODOOOOOOOODOODODOOODOODOOODOODOOODOOO
00000000000 000o00oo0oU0o00UD OB OOoDLOoOoULoOoOOoD

0000000000000 00 (OBER)OCOOOD

-

int put_serial_string(char *s){

if (write(fd,s,strlen(s)) !'= 1)
return -1;

return O;

~

O 5.4: put_serial string()

-

int get_serial_char{
char c;
int res;
res = read(fd, (char *)&c,1);

return c;

O 5.5: get_serial_char()
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5.4.2 EPCADSO0OOOODOOOO

RFOOOODOOOOOOOOOOOIDOOOOOOCOEPCACO RFOODODOOOOO
RFIDODOODOODOOOOODLOODOOOORFOOOOODODOOOOODODOODOODO
IDOOOOOOEPCADSOOODOOEPCACOOOODOOOODOEPCADSODIDOOO
OOo00O00OOO0OO0000OoEPCADSOOOOOOODOOOOOOOOOOOOOOOO0N
gooond

4 N
while(1){
c=0;
c=get_serial_char();
if(i > 1){
rs_rbuffer[j]l = c;
j ++;
}
it++;
if( ¢ == CR){
printf ("Crypted ID is %s\n",rs_rbuffer);
write(fdl, rs_rbuffer, 64);
memset (rs_rbuffer,’\0’,64);
ret = read(fdl, wideno, 16);
wideno[ret] = ’\0’;
printf ("decrypting...\n");
printf ("\tGet Decrypted ID %s\n\n\n",wideno);
memset (rs_rbuffer,’\0’,64);

i=0;
3=0
break;
}
if (i>63)1{
break;
}
N J

O 5.6: EPCADSO0O IDODOOOOOODOO
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5.5 EPCADS

EPCADSO EpPCACOOOU0OODOOCODOOOOOOODO
O000RMOODO0O0ODO0O0 EPCADSOODDOOODDDODDODODDODODODDOOOOOO
gbobobooboboooo

1 Init_epcads() )
Y

No in_connect

Yes

A

Create_challenge()
Send_challenge()

A

Receive_data
Get_key()
Decrupt_challenge

Yes

!

Decrypt()
Send_crypted_ID

I

O 5.7 EPCADSOO0OOOCDOO

5.5.1 0O0OOOO

37



5.5.2 IDODOO
0000000000000 ooA2000000000000000O0DOOUOOOOO
oooooo
4 N
char decrypt() {
unsigned long c; /*one cypher code in the cypher codes*/
char p; /*one plain charactor translated from c*/
char crypt([4][8]; / 0000000000000 =/
char *token = " ."; /+ 000000000 OOO0OO0O =/
/*set keys*/
setD(Q);
setM();
/*translationx*/
strcpy(crypt [0], strtok(buf, token));
c=strtoul (crypt [0] ,NULL,10);
id[0]=c2p(c);
strcpy(crypt[1], strtok(NULL, token));
c=strtoul (crypt[1],NULL,10);
id[1]=c2p(c);
strcpy(crypt[2], strtok(NULL, token));
c=strtoul (crypt [2] ,NULL,10);
id[2]=c2p(c);
strcpy(crypt [3], strtok(NULL, token));
c=strtoul (crypt [3],NULL,10);
id[3]=c2p(c);
return((char)id);
}
\_ /

g s8 00000
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5.5.3 EpPCADSO0OO0ODOOOOOOODOO

-
saru=> create table epcads (
saru(> id text not null CONSTRAINT bar PRIMARY KEY,
saru(> owner text not null,
saru(> modulo int not null,
saru(> public int not null,
saru(> secret int not null
saru(> );
NOTICE: CREATE TABLE / PRIMARY KEY will create implicit index "bar"
for table "epcads"
CREATE TABLE

saru=> \d

List of relatioms
Schema | Name | Type | Owner
———————— e
public | epcads | table | don
(1 row)

-

g s59 000000aoo

saru=> insert into epcads (id, owner, modulo, public, secret)
saru=> values (’260.95.34.233°, ’t23’, 323, 13, 133);

INSERT 17191 1

saru=> select * from epcads;

id | owner | modulo | public | secret
——————————————— e T e
260.95.34.233 | t23 | 323 | 13 | 133

(1 row)

N

0 s5.10: 0O0D0D0O0ODOO

39



el OO

000000000000 SARUOOOOOO0O0OOoooooooooo

6.1 0O0OOO

000000000000000000000000000o0ODOOO00ooDUBOOOOOO
gbobooooooooooboobgobobobobooooooooobobobobooboooon
gboobobobooboboboboboboobobooboboboboboboobob
goboobooobbooooobooboobbooobooboooobooooo

6.2 0UO0OOO

googooobooboobooboobooboobbooboboboooboobLobOon
gbobodgboobbuogboobbooboobo

e IDOODOODOOOODOOO

e RFIDODOODOODOODOOOOODO
e JO0ODOOODDOODO

e Long-term TrackingO OO OO0

goboobooobooooon

6.2.1 0000

gbbobooboobboobboobbobbobooboobobobobobboobab
00000000RDO00000000 (ORIN0R2)00000000000000000
gboboboobooooooooooooooooooobooboobobono

6.2.2 IDO0O0OO0OOO0OOOODOO

0000000000000 0RFIDOOOOOODOOOO0O0OO0OO0OO0OOD0O0O00O0OEBIOO
RFIDOODOOUOOOOO IDODOOODLOOOLD IDObOOoO0boobooboboooboooboog
O0D00D0O0D0plaintxt 00000000 IDODOOODOODOOODOO cypher.txt 00O
gooog
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e N
[don@epcac] > cat plain.txt

0936

0253

AN

N
/
[don®@epcac] > ./rsa2

e’ encrypt / ’d’ decrypt _e
Public key E [13] =13

00000000000000000000000000001101
Modulo M [323] =323

Input PLAIN text filename for input.
[plain.txt] _plain.txt
[plain.txt] was succesfully opened.

Input CYPHER codes filename for output.
[cypher.txt] _cypher.txt

[cypher.txt] was succesfully opened.

File succesfully transformed. :D

AN

N
-~
[donGepcac] > cat cypher.txt
260.95.34.233...
260.50.219.34...

- J

U061l 0000000000000000

O000ooDo0o0R2000000000000000oooO IbO0O0DOO0OODODOOn
000000000 Ocyphertxt D0 000000 IDOOODOOODOOODOUOdecrypt.txt
gooooo

decrypt.txt OO0 D000 RIOO plaintxt 00 0000000000000 DOODODOOOO
oodboobooobooouoboobob RFIDO IDODODODODOOODODOOOODOOOID
goboobodgbooboboooo

gboboopoopoobobobbooboboboobooboboboboobooboobobon
ooooOOoOoOoOooooOoOoOOOOOOOOOOOIDOOOCOOCO RFIDOOOOEPCAC
O000O0OO00OEPCADSOOOOODOODOOOOCOO0OODOODOOOOOOOOODOR3C
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4 N

[don@epcac] > ./rsa2

’e’ encrypt / ’d’ decrypt _d
Secret key D [133] =133
00000000000000000000000010000101
Modulo M [323] =323

Input CYPHER codes filename for input.
[cypher.txt] _cypher.txt
[cypher.txt] was succesfully opened.

Input PLAIN text filename for output.
[decrypt.txt] _decrypt.txt

[decrypt.txt] was succesfully opened.

File succesfully transformed. :D

- )
a N
[don@epcac] > cat decrypt.txt
0936
0253
- /

062 00000000000DO0ODOO

EPCACODOOOOOOODO

OEIDO000D00IDO EPCADSOODO0ODODOO0ODOODB2D 0000000000
IDODODOOCODOO0ODO0O0OOOEPCACOOODOOODOODOO IDOOEOCADSOO
gobodgboobbooboobobod

6.2.3 RFIDUO0OOOOOOOOODOOO

O0O0D0EB4ADDEPCADSODOO0O00DODODODOODOOOOOODODOODOOOOOOOO
0400000000 IDO00O0O0OCO0000DO0O0C0OEPCADSOOODODOCODOO
gboboobooobobooobooboooooboobbooboobooobobon
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e N
[don@epcac] > ./client /dev/ttyd4 192.168.100.2
Crypted ID is 260.95.34.233...
decrypting...

Get Decrypted ID 0936

Crypted ID is 260.50.219.34...
decrypting...
Get Decrypted ID 0253

O 6.3: EPCACODOOOO

4 N
saru=> select id, owner from epcads;
id | owner
_______________ b
260.95.34.233 | t23
260.50.219.34 | test

(2 rows)

- )

064 00000000O0OO0O0OO

6.24 U00O0OO0OOOOOOO

EpPCADSO0OO00O0DDOOODDOOOOOOODOOOODOOODOOOODODO0ODOODO ID
oobooooO0oo0b0O0bOO0bOooDOoo0o0o0obOobOooo IbOob0O0DOODbDODODObDOOn
000000000 EPCADSODOOOOODODOOODOODOOODOODODOOODOODOOD
0000000000000 0000000000Owner Management Client 0000000
0oo00oooobOobOoo0o0ooOOooOOoDOooOOobOobobOOoo0oDOooOOobOoboooon
0000000 00o00o0ooooooooDooooDoooog

6.2.5 Long-term Tracking OO O 0O 0O0O

goo0o0o0obOooooboooboobo IbooboobOoO0obOOODbOOOobOODbDOoOoDbOoO
000IbO0O0D0O0O0OO0OD0OO0O0OO IDOOO0ODOODOO0ODOO0OO0O0DOO0O000 EPCADS
gooooobooboboooboobDobuoboobooboDobobO0oDobOobobobOoOonDg Key
Registry Client 0 0 00000000 0O0OOEPCADSODOODOODOODOOODOODO
0000000000 0ORFIDODOODOODODOO IDOOOODO0OOOOOoOoDoOobOOooooon
00000000000 Long-term TrackingO OO O OOOOOOOOO
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6.2.6 LUUUOO0OODOOOO

gogodggboboobbbobootogooooobboobooobobbboboouggooooob
CIDo0POhoO0OEINOO0O0O0000O0OO0O0OO0OOO0O0OOOODODOOOOO

OEI0D000000000000000000D00000OD000000C000DODOD
gbboboboobobobooboobuoobuoobooboboobooboobooboobon
gbobooboobobboboooboobooboobobooboobooboboboboobgx o
goboobooooobgod

ge6l: 0000000000

odd |oodg (ooo |oon Long-term

o000 (ooo |000 |O0ogd | TrackingO O
Hashed Lock Algorithm x o X X o
Anonymous EPC o d X X x
Reencrypt Anonymous EPC o O X X o
Encrypted EPC o d X X x
E-signed EPC o O X X x
E-signed + Encrypted EPC o O X X X
O00o0Dooo0ooooo o o o o o

ooooogoooooboooboooobo IbboooobooIbobooooOoOooon
ooOobOOoRFIDOOOOOODOOODOOOOOOOOOOOOOOOOOOOOOO0OOO0
O00D00O00O00OLong-term TrackingOD OO OO OODOOODOOOODOOD IDODODOO
O00000D00000000Long-term Tracking OO OOOO0OOOO0OOO

gboboobooobooobobobboobooboobboobobobooboobooboobon
goboobopoobobobobobooboboobobboboobooboobooboobo
O000o00D0O00bO0O00DOLong-term TrackingOD OO OOOO0OOOOOOODOO

6.2.7 OO0

gboooooooboboooooobobobooIpb o000 bU0bUobULong-
term Tracking0 000 00BOOO0O0O0O0O0O0O0O0OOO0OO0O0OOOOOOOOOOODODO
gbobobooobooboboobooboobooboobooboobbobboboobon
goo

e IDOOOOOOOOOODODODODODODOODODODODOD
e JOUODOUODODOODLDODODLDODODLOOO
e NOIDOODDOODLOODDLDOUODOODDOOD

e Long-term TrackingO0 OO OO0O0O0O0O0O
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6.3 UUOO

gboboobooboobboobuooboobbooboobooo

6.3.1 0OO0OODO
EPCADSOO00OOOOOCOO0O000ODODODOOCOOOOOO EPCADSOOCODOOOOOO
e EPCADSO 1000D000CDO EPCACOOCODOOOOO
e lOUI0ODOODDOODODO

OO0DOOOEPCADSO 10D000000CDOOOOOOCOODOOOOCODOOOOEPCADS
gbobobobooooooooo

6.3.2 0O0O0OO

0000000000000 000C0U0D0OO0O0O0O0UEPCADSO 100000000
EpCACOOODOODODOODODO1I000O00OO0O0ODOODODOODOOODOOODOOODOOODO
gbooos0b00000booboo0oo0bogbOobiwooboooeoobnoobonDn
gobooobooobooooooon

6.3.3 U000

000000000o0O00ooOo0o0ooOO00OO0O0DOOO0DOoOO0ODOODOO0 B20
000000 EPCADSOO0O0U0OODOO0OOOOOEPCACOOODOOODODOODOEB3DOO

0 6.2: EPCADSO0O0OOO

CPU | Pentium 1II 600MHz
Memory | 512Mbytes
OS | FreeBSD 5.1-RELEASE
000000 | PostgreSQLT7.4

O0O000O000o0OgEPCADSO EPCACOOOO0ODODOOODODOOOOOOODODOD

O 6.3: EPCACODOOOO

CPU | Pentium I 1.13GHz
Memory | 512Mbytes
OS | FreeBSD 4.8-RELEASE
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gbobooboobobboboboobooboobbobooboobbobboboobo
oooo0o0obOOoOoooOoOoobOo pCcOODbOObOOOO
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goboobooboobooosotoubool1obobo000booboobooboo
gboopoooboobobooboooboooobobobooooboboboooobon
gboogbgbesootboboobobovyooobobobboloobooboboon
gbooobobooobooboobooboobsobbobOonnDg 8msecOODODOODOO
gbobooboogbesoonnOnD 160msec0 DO OOODOOO0DOOOOO

6.3.5 00O
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gboobooboooboobobooboboooooobooooboboooobooboobooban
gooooooooobooboboboboboboboboboboboboboboboo
gboobobdoboboboooooobobobobobobobobobobobobaon
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gbogiloeobooboooooobooooboobobooooboboooobooboon
gobooboobobobooboooobobobooboooboooboooboobooobon
goboboooboobooboboobobbobbobbobooboobboobboobo
gbobobobooboboobooboobobobbobobobooboobboboboobobo
gobooboboooboobooboobobobbobboooboobobobooboobon
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070 OO0
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/* RSA Encryption and Decryption */

#include <stdio.h>
#include <stdlib.h>
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#include

#include
/*global
unsigned
unsigned

unsigned
char E[3

/*functi

<string.h>
<math.h>

variables*/
long keyE=13;
long keyM=323;

long keyD=133;
2],M[32],D[32];

ons*/

char encrypt(void);

char decrypt(void);

unsigned

char c2p

long p2c(char);
(unsigned long);

void setE(void);
void setM(void);
void setD(void);

void bin

(unsigned long,char *);

/*public key*/
/*modulox*/

/*secret keyx*/

/*their binaly values*/

/*file encrypting rootinex*/
/*file decrypting rootinex/
/*charactor encrypting kernelx/
/*code decrypting kernelx/
/*let user input public key ex/
/*let user input modulo mx*/
/*let user input secret key dx/

/*translate decimal value to octal valu

unsigned long ulpow(unsigned long,unsigned long); /*powerx*/

unsigned long modulo(unsigned long,unsigned long); /*modulo*/

unsigned long modpow(unsigned long,unsigned long); /*power with modulox*/

void main() {

char 1ine[10]; /*input linex/

char ed; /*encrypt or decrypt*/

char flag; /*error check flagx/

printf ("\n \n");
printf (" RSA Enctyption and Decryption\n");

printf (" ==\n\n") ;
do {

printf("\n’e’ encrypt / ’d’ decrypt _");

fgets(line,sizeof (line)
sscanf (line, "%c",&ed) ;
switch(ed) {
case ’e’:
flag=encrypt();

break;

,stdin) ;
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case ’d’:
flag=decrypt();
break;
default:
flag = -1;
}
if (flag!=0) {
printf ("\nGood night. =D\n");
} else {
printf ("\nFile succesfully transformed. :D\n");
}
} while(flag==0);

char encrypt() {

char p; /*one charactor in the plain text*/
unsigned long c; /*one cypher code translated from p*/
char counter; /*encrypted charactorsx*/

char p_name[128]; /*the name of plain text filex/

char c_name[128]; /*the name of cypher text filex/

FILE xp_file; /*plain text file for inputx*/

FILE *c_file; /*cypher code file for outputx*/

/*set keysx*/
setE(Q);
setM();

/*set plain text filenamex*/

printf("\nInput PLAIN text filename for input.\n");
printf (" [plain.txt] _");
fgets(p_name,sizeof (p_name) ,stdin);

if (strlen(p_name)==1) { /*default*/
strcpy(p_name,"plain.txt");

} else {
p_name[strlen(p_name)-1] = ’\0’;

}

/*opening plain text filex*/

p_file = fopen(p_name,"r");

if (p_file == NULL) { /*check the file error*/
printf ("Cannot open [%s] for input.\n",p_name);

return(1l);
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printf (" [%s] was succesfully opened.\n",p_name);

/*set cypher codes file namex*/
printf ("\nInput CYPHER codes filename for output.\n");
printf (" [cypher.txt] _");

fgets(c_name,sizeof (c_name) ,stdin);

if (strlen(c_name)==1) { /*default*/
strcpy(c_name, "cypher.txt");

} else {
c_name[strlen(c_name)-1] = ’\0’;

}

/*opening cypher codes filex/

c_file = fopen(c_name,"w");

if (c_file == NULL) { /*check the file errorx*/
printf ("Cannot open [%s] for output.\n",c_name);
return(l);

}

printf (" [%s] was succesfully opened.\n",c_name);

/*translation*/
printf ("\n[Encrypted Plain Text]\n");
counter=0;
while(1) {
p=fgetc(p_£file);
if (p==EQOF) break;
c=p2c(p);
printf("%1ld ",c);
fprintf(c_file,"%1d ",c);
if (++counter==16) {
counter=0;
printf("\n");
fprintf(c_file,"\n");

}
printf (" [EOF]\n") ;

/*closing files*/
fclose(p_file);
fclose(c_file);

return(0) ;
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char decrypt() {

unsigned long c; /*one cypher code in the cypher codes*/
char p; /*one plain charactor translated from c*/
char flag,counter; /*decrypted codes*/

char c_name[128]; /*the name of cypher text filex/

char p_name[128]; /*the name of plain text filex/

FILE xc_file; /*cypher codes file for inputx*/

FILE *p_file; /*plain text file for output*/

/*set keysx*/
setD();
setM();

/*set cypher codes filenamex*/

printf("\nInput CYPHER codes filename for input.\n");
printf (" [cypher.txt] _");
fgets(c_name,sizeof (c_name) ,stdin);

if (strlen(c_name)==1) { /*default*/
strcpy(c_name, "cypher.txt");

} else {
c_name[strlen(c_name)-1] = ’\0’;

}

/*opening cypher codes filex/

c_file = fopen(c_name,"r");

if (c_file == NULL) { /*check the file errorx/
printf ("Cannot open [%s] for input.\n",c_name);
return(1);

}

printf (" [%s] was succesfully opened.\n",c_name);

/*set plain text filenamex*/

printf("\nInput PLAIN text filename for output.\n");
printf (" [decrypt.txt] _");
fgets(p_name,sizeof (p_name) ,stdin);

if (strlen(p_name)==1) { /*default*/
strcpy (p_name, "decrypt.txt");

} else {
p_name[strlen(p_name)-1] = ’\0’;

}
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/*opening plain text filex*/

p_file = fopen(p_name,"w");

if (p_file == NULL) { /*check the file errorx/
printf ("Cannot open [%s] for output.\n",p_name);
return(l);

}

printf (" [%s] was succesfully opened.\n",p_name);

/*translation*/
printf ("\n[Decrypted Plain Text]\n");
counter=0;
while(1) {

flag=fscanf(c_file,"%d ",&c);

if (flag!=1) break;

if (++counter==16) {

counter=0;

fscanf(c_file,"\n");

}
if (flag!=1) break;
p=c2p(c);

printf ("%c",p);

fprintf (p_file,"%c",p);
}
printf (" [EOF]\n") ;
fclose(c_file);

/*closing filesx*/
fclose(p_file);

return(0) ;

unsigned long p2c(char p) {

unsigned long c=1; /*cypher codex/
unsigned long temp=p; /*fat baloon*/
int b; /*one bitx*/

for (b=31 ; b>=0 ;b--) {
if (E[b]==1) {
C *= temp;
¢ = modulo(c,keyM);
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temp=modpow (temp, 2) ;
}

return(c) ;

char c2p(unsigned long c) {
unsigned long p=1; /*plain charactor*/
int b; /*one bitx*x/

for (b=31 ; b>=0 ;b--) {
if (D[b]==1) {
p *= modpow(c,ulpow(2,31-b));
p = modulo(p,keyM);

}
return((char)p);

void setE(void) {
char 1ine[100];

printf ("Public key E [}1d] =",keyE);
fgets(line,sizeof (line),stdin);
if (strlen(line)==1) {

keyE=keyE; /*defaultx*/
} else {

sscanf (line, "%1d" ,&keyE) ;
}
bin(keyE,&E[0]);

void setM(void) {
char 1ine[100];

printf ("Modulo M [%1d] =",keyM);
fgets(line,sizeof (line),stdin);
if (strlen(line)==1) {

keyM=keyM; /*default*/
} else {

sscanf (1line, "%1d",&keyM) ;
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void setD(void) {
char 1ine[100];

printf ("Secret key D [%1d] =",keyD);
fgets(line,sizeof(line),stdin);
if (strlen(line)==1) {

keyD=keyD; /*defaultx*/
} else {

sscanf (line, "%1d",&keyD) ;
}
bin (keyD,&D[0]) ;

void bin(unsigned long v,char *B) {
unsigned long mask; /*a value when only one bit is standing*/
int b; /*one bitx/

for (b=31 ; b>=0 ; b—-) {
mask=ulpow(2,Db);
if (v>=mask) {
*(B+31-b)=1;
v —= mask;
} else {
*(B+31-b)=0;
}
printf ("%d",*(B+31-b));
}
printf ("\n");

unsigned long ulpow(unsigned long x,unsigned long y) {

unsigned long c,pow=1;

if (y==0) return(l);

for (c=1 ; c<=y ; c++) {
pOW*=x;

}

return (pow) ;

unsigned long modulo(unsigned long x,unsigned long y) {
unsigned long ans;

long i=x/y;
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ans=x-ixy;

return (ans);

unsigned long modpow(unsigned long x,unsigned long y) {

unsigned long ans=1,c;

if (y==0) return(1);
for (c=1 ; c<=y ; c++) {
ans *= X;
ans = modulo(ans,keyM);
}

return (ans);
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