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Abstract

Due to the progress and wide diffusion of network technology, sensors and appliances with
network interfaces stand in the center of the spotlight. These network appliances are considered
for use with nursing and health care, and are considered to play an important role in our living,
in the near future.

In recent years, functional requirement toward a network appliance is becoming more sophis-
ticated. For example, appliances which use motion pictures and audio data for user interface
is increasing, and cosideration for a secure communication and insuring privacy are becoming
indispensable. Since these functions require high CPU load when processing, it is reasonable
to use application-specific hardware for network appliances with limited resources. However,
because many of these devices are embedded in the our living, it is often difficult to add or
update both new and existing features dynamically according to their usage, which may end up
limiting thier application range when used as an application-specific hardware. In this research,
we provide network appliances which update their hardware features according to their envi-
ronment. From this research, not only adding and updating of features in network appliances
will be realized, but also an automatic adjustment for each network appliances to the most
optimized hardware configuration will be realized. Network appliances for the short term use
are not disposable.

In realizing the system, hardware which are capable of logical reconfiguration is used. Infor-
mation called configuration data are written into each devices to build an arbitrary hardware.
The more variety in these configuration data, the more variation in selecting the hardware,
which will bring the netwobrk appliance to optimized the composition more suitable to their
environment. However, the number of manageable configuration data is limited due to the
limitation of available memmory space in a network appliance. In this system, configuration
data used by the network appliances are managed at a network server. When a change in the
environment arises, new configuration data suitable for the new environemnt is downloaded
from the server and then applied to update the hardware. The suitable configuration data is
selected based on the use frequency of performed processings.

In order to show the effectiveness of this system, IPsec stack which automatically create a
hardware using the most frequently used encryption algorithm is implemented. As an evaluation,
overhead when changing hardware features was measured and showed the need for this system.
Conformance test conducted based on the use frequency verified that the system is capable of
effectively applying application-specific hardware to processes while controlling the frequency of
changing the hardware feature to its minimum. From this research, appling application-specific
hardware efficientely for various processes on network appliances was verified to be effective.

Keywords

1, Dynamic Adaptive Hardware 2, FPGA 3, Network Appliance 4, IPv6 5, IPsec
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gboboboboooooooooooobooooooooooboobobon
0000000000000 000D0O0OLinux CryptoAPI Project[36) DO OO0 0000000
OO00OOO00DOOoODbESODOOO0OO0O0ODOOOO0O0ODOOOO0OUODDDOOOOOODO

struct DES_CTX ctx; /¥ 0000000Ooono =/ h
unsigned char key[8] = "aaaaaaaa"; /* O[O 64bit0 */

unsigned char str[8] = "bbbbbbbb"; /+ O0OUO64bit0 */

/ 0000000000000 =/

des_set_key(&ctx, key, 8);

/ O0 str 0000000000 stxO000000 =/

des_encrypt(&ctx, str, str, 8); )

oobOo0obOo0ooobooooooOos300o0boooooobooboooOoooUDbES
gobooobooooboobooboobobooboooobooooboooboobooooobobooon
cpUODOOOO0ODOODOOO0OODOOOOOOOODOOOODDOOODOOOODOOO
good

[
#define __BASE__ 0x600000 /+ OODOOOO0ODOOODOOODOOOOO %/
/* 000000000x600000 + off0 00000000 =/
#define crp_read(off) {*(volatile uint8_t *) (__BASE__ + off)}

/* 000000000x600000 + off00 d0 0000000 */
#define crp_write(off, d) {*(volatile uint8_t *)(__BASE__ + off) = d;}

int i;

"aaaaaaaa"; /x O0O64bit0O */
"bbbbbbbb"; /x OO0 64bit0 */

unsigned char key[8]

unsigned char str[8]

/* 0000000 KeyOOODO DO 0x6000000 0x6000070 00000 */
for (i = 0; i < 8; i++)

crp_write(i, k[i]);
/* 00000000 batad O OO0 0x60000800 0x60000f0 00000 =/
for (i = 0; i < 8; i++)

crp_write(i + 8, str[il);
/* 00000 Command D OO 0O0OO0x6000100 00000000000 =*/
crp_write(0x10, ENCRYPTION_START);
/* 00000 Status 0O 00O O0x6000080 0 DONEOODDOOODOOODO =/
while (!(crp_read(0x08) & ENCRYPTION_DONE))
/* 000000000 patal 00O O0x6000080 0x60000f0 000000 */
for (i = 0; i < 8; i++)

str[i] = crp_read(i + 8);

= )
DESODO0OO0O0O0ODOO0ODOOOO0O0O0DOODOODO IPsec SwitchingODOOooOoQd
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O0000000000000IPsec0 0000 ESPOOODOOO ipsec_esp-input() 00000
O0Oipsecespinput() 000 SADOOOOO0O0OO0OOOO0OOOOOOOOOOOOOOODO
ODESODOOO0OO0O0ODOOOO0O0ODOOOOOUOD DESO0ODOOODOOOODODOOO

/* IPsec ESPU Encapsulated Security Payloadd OO OO x*/ h
int ipsec_esp_input(...)
{
/¥ sADO00000000000000D00O0C0O0O0 =/
/* DES U 00O Cipher Block Chanining: CBCOOOOOOOOOOO =/
if (esp_algo == ESP_DES_CBC) {
des_cbc_decrypt(...);
/¥ DESOODO0O0OOcBCcOODOO =/
int des_cbc_decrypt(...)
{
/* Initialization Vector(OIVO OO O */
/* 0000000000000 00000ooog =/
for (size -= DES_BLOCKSIZE; size >= 0; size -= DES_BLOCKSIZE) {
/*DESOO0D00D00ODODOODO0OO =/
des—->count++;
/* 000DpESOO0OCOOOO0O0O0ODOOOCODOOO =/
if (des->status == HARDWARE_IMP_DONE) {
/*DESOO0000000DO0O0O00O0O0O0O %/
hw_des_decrypt(...);
} else {
/*DESOO0000000DO0O0O00O0O0O0O =/
sw_des_decrypt(...);
\_ ’ /
goooon

oooOooooooooOoOooooooSooooUoooooooOoOooooDooboooOoo
OO00000000D0O0O0O0 oSOOO0DO IPsec SwitchingOOOOOOOOOOOOODOO
O0000000000000 reonfinit() 0000000000000 rconfcychdr()O000O
gboboboobooboooo
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/A 0000000000000 0C00DO000O00DOoOooogs=/
void rconf_init()
{
T_CCYC pk_ccyc; /* Creation information of CYClic handler */
TA_STA;
pk_ccyc.exinf = (void *)NULL;

pk_ccyc.cycatr

(void #*)rconf_cychdr;
DEFAULT_INTERVAL; /* 00O %/
pk_ccyc.cycphs = DEFAULT_INTERVAL;

/ 00000000000 0p ITRONA.ODDOOODOODOO =%/
cre_cyc(0, &pk_ccyc);

pk_ccyc.cychdr

pk_ccyc.cyctim

/* 000000000o0sOO00DOO00nooOoooOoOon =/
void rconf_cychdr (VP_INT exinf)
{

/+ 000000 =/

L . )
0000000000 reonfeychdr()DOOOOOODOOOOOO
rconf cychdr() 00000000 DEFAULTINTERVALO OO OO O Ointerval 00000
OO00D00O0interval 0 200400...0000000000000interval 00000000
gogodoooobooobobboooooa

4 N
/* 00000interval00000000000 */

if ((base.timer -= DEFAULT_INTERVAL) > 0)

return;

base.timer = base.interval;

/0000000 =/

Y R D
0000000000000 000000000UnDESO3DESORIijndaell 0000000
gbobooooobooboobobooboboobobobooobodobbob 1oooooban
000000000000 1000000+ 0%000000000000000000000O0O
gbobobobobobobobobobobobobo
ubboobooboobbooboobobooboobooonboo
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max_count 0;
_1;
for (id = 0; id < 3; id++) {

element = &base.element[id];

candidate

if (element->count > max_count) {

max_count element->count;

id;

candidate

}
element->count = 0; / 00000000040 =/

N J
ugbbogobuodobobobobodobouobboobuooboboobooboobbooboo

ooooodoooooOoOooOoOoOoboOooOooboOoOoOoOobDoOooocecpbOOObDOOODOO

gobooboobobooboobobooboobobooboo

e I
element = &base.element[candidate]; /+ DOO0OOOOOOO =/

if (element->stauts == HARDWARE_IMP_DONE) {
/ 00 000000000000 ecpDOOOOOOOOx/

}
N J

gboboooobooooooooooooooboooobooooboobobobobobOobo
oooooooooobo TFTPOOOOOOODOOOOOTFTPOODOOODOODOOODOODO
gobooboobboobooboobooobooboooboboobooobooboobooonboo

/* hostname [ [ filename OO OO OO0 Obuffer0 OO0 */
tftp_client_get(element->hostname, element->filename,
buffer, buffer_length);

OOoo00oOOoO0OO0bOo0oO0bDOoOobOOoOo0obOoOooOoOooOowsMbitooooooono
goboobooboboobooboooo

e JOODOMO
e NOODODOODO
e NUUDOOOODLDOODOOO

e JOODOODOO

go0oooooOoOoOoOoOoOoOOOOOOOOOOOODOOOOOFPGAODODOOOOOOO
gobooboobobooboobooobobooboooboooobooon

00000000000 00D00FPGAOOOODDODS4100000000000FPGAD
gooOoOoOoOoOoOoOoOoOoOoOooshitoooooFPGADDODODODODODODODODODDODODDDODO
gog
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/ FPGAOODODO0O0DOODOO0 =/

/* FPGAU DATA[O-7]0UID0U0DUDODO 1ByteD OO ODOCLOCKO OO */
for (i = 0; i < configuration_data_size; i++) {

FPGA_DATA = configuration_datal[i];

FPGA_CLOCK = 0;  /* CLOCK Low */

FPGA_CLOCK = 1; /* CLOCK High */

}
N J

FPGAOOOOOOOOOOOOOOOOOOOODOOOOODOOOOOCOODOOOOOO0O
gboogbooobooobooboboboobbooboogoIPsec0bobooboonoOoDO
gobooboobbooobooboonobooboobbooboon

( element->stauts = HARDWARE_IMP_DONE,; )

ocoobooooobooobboooocecpbOO00bOO00ODOOObOOOOODOOOD
gooboooobod

gooooocebboooonoobooooooocepbobooboooolb0obooooDO
000000000 0OO00ODOOO0OOintervalD 0 200000

a )
/* 000000000 */

base.change++;

/* CPDO OO */

base.cpd = 86400 * base.change / base.elapsed_time;
/* CPDOOODODOODONO =/

if (base.cpd > base.max_cpd) {

base.interval *= 2;
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