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Abstract of Bachelor’'s Thesis
LAN Security Improvement System

Using Infomation Sharing Between Ethernet Switches

Increasing computer security attacks from external networks like the Internet to internal
local area networks (LAN) like fice networks, lead to some problems such as falsification
of information and loss of administrative right. There are some widely used defense systems
against these attacks — firewall and an Intrusion Detection System (IDS). However, these
defense systems do not assume any attacks between LAN hosts. We should pay attention
to security for LAN and its hosts. We propose Dynamic DeFense Switch (DDFS) which
improves existing LAN switches. DDFS solves the LAN security problems and realizes the
more secure LAN.

Akihiro Sagawa

Faculty of Environmental Information
Keio University
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Host C
(1 ) MAC address:
cc:cc:ceiceice.ce

Host A’'s MAC
addr. is

Host B’'s MAC
addr. is

Network

D Switch D

Host A Host B
MAC address: MAC address:
aa:aa:aaaaiaaaa bb:bb:bb:bb:bb:bb
Host C
(2) MAC address:

CC:.cc:cc.cc.cc.cc

Host B’'s MAC
addr. is
CC:CC:CC:CC:CC:CC

Host A’s MAC
addr. is
CC:CC:CC:CC:CC:CC

Network

Switch
Host A Host B
MAC address: MAC address:
aaaa:aa:aaaaaa bb:bb:bb:bb:bb:bb

Host C
(3) MAC address:

CC.Cc:cc:cc.cc.cc

Host B’s MAC

PN
oooo

Host A Host B
MAC address: MAC address:
aaaaaaaaaa:aa bb:bb:bb:bb:bb:bb

023 ARPOOOOOOODOOOO
9



030 Ooooouodd

OOobOoobbrRSODO00O0O0OOOOobOobOoboooooonog

31 UO0O0DOoOoooooon

O0000000000000000 9]0 ZoneAlarm[130 00000000 OO
goboboooobbobooobobobboooobobobuoooobbboooooboo
gboboboogoobbbouoooobbobooooobbboooooboboboo
gbobbuoooobbbouoobboboooobbbuoooobbbooaooboo
gbbbuoooobbbuoobbbooodobbbuoooobbbooaoboo
goboboooobbbooooobobooooobboooobbboooooboo
OOoo00o0oo0o0oboobobOoboboobo oSOboboooobooobobobobob
gbobobooogbbbouooobobbboooobbobuoooobbboooaooboo
OoooooooboobogooboobooobbrsOUbogoobobobobobDoD
OooobooboobooboooooobogoooogobbrSO0ooooboboboon
gboboboooobbboooobobobooooboobooon

3.2 Distributed firewalls

Distributed FirewallsRpD OO 000000000000 O0DOOOOOOOOOO
gbobobooggbbbougobobobbooogobbobuoooobbobooooboo
gbooooogn

gbbbuodgbobbboooobbbuooobobbbooobbbuooaoboo
goboboooobbbooooobobooooobboooobbboooooboo
gboboboooobboogoobobod

10



3.3 MACOODOOOGOGO

MACOOODODOODO [M4]00LANOO0DDODOOODOOO00O0O0OOODODODOODO
oobooboboooooboboooobobbooooboboIPOOOODbDOOO
(110000000000 00000000DOO000DOO000DOLANODDOOO
OobooobooboooboooooMACODOODoDooboooboooboogoo
O@boS)DOOO00OO0ODODOOOOOODDbFSOOO0OOOODOODOOOOOOOD
Oo0oboooob ARPOOODOOCOODODODODOODODOODODOODODbDODO
gbobobooogon

11



040 OO

OOooobooooogbbrsSOdb0o0oboboooogbbrESO OSIDOOoOoogon
20 (D000ODOOO)O00U0O0DDOOO00OO0O0DO0ODDODDODOOOLANODODODOOOOO
oboboooboobooobgmirbooboobobooobooboboobon
OO0 DDFSUDO ARPOODOOODOOODOOODOOODOOODOODOODOOOOD
OOLANOOOOOD0OO0DO0OOo0OO0

41 0O0O000OO0OOOO

DDFSUO0O00O0DOOO LANDOO 41000000 LANDODOOODOODOD
O0O000000bDU0O0O0 LANOODOUOO LANODOODOODDOOD LANODO
OoobooboboboboboboboANDODODbDOobOoboboobDoobDon
OoopPCOO000D0ODODODODOODODODOOOODODODObDOOD
OLANODOOODOODOOOooooooboogo pCO PDAODOODOOODODO
OO0O0b0LANDOOODOODOO0O0Oo0obooobooboboooboobooobooooDoo
gboboboooobbbooobooboogobbobuoooooboon

gboboooobbbuoooobboooobbobooooboon

e O LANDODDODODOUODODDOODOODODOODODODODOODO
gboboodbbogbooboobboobboboboobbooobbuoobbo
gbooboogobooboooobon

e JOLANOUODODOUOUO LANOOODOOODOOODOOODOOODOO
Dboboooboboboobuoobobbobooboboobob LANDOD
OO0 WEPOODOOOOODODODOOOOODOOOOODOOOODODOODOOOO
OO0WEPOODODDODOOODOODDODOWEPOODOODUOODDOODOOD
OO0O00o0b0o0boobooooobooooobooobbrsOOobobooboOoO
OOO000DOO0IPSec8000O0DOOO0ODODOOOOODOOOOOODO

12



T7AT 24—,
‘t.lr,'[!) IDS

——\,T’,L“T RykI—2 = —
— = 7"197 “m=
JL—4 IR AR

H—/ _Z,r\ya’- oooo _l—j‘

oooo Z{‘y%
A4
' ELRLANE @Qk 4
==Y k=3 o
— % ; oooo |
| @ TOtARAb
BRIV Y %37
2k b6

0 41:00 LANOO

gbobboogobbbooogboboooobobuoobobboooon

DODFSOOO00DOO0bOOo0booboobobobobooboobooboooobo
LANOOOO DDFSOOOOOOooooboboon

42 0OO0O0O

DDFSO LANODODOODOOOOOobOoOoboooboobbrsOOooooooon
OO0O00DooDobdobOoLANODODODbOOOOOobOOooooonoDg 4.20 DDFS
OOooopooobbrSO0oooooooboonon

e 100N
DDFSOO0000D0O0ODOO0OOOOOODOODObOOoOoboonDO

13



0 4.2:000 LAN

e JOOOOOOOU
OoO00000ooooOoooooOoOoooooooPS)0ooooooooO
gboooooooood

e O OOOOO
OoOOgDbDFSOOb0bOObDbOOobDo0boobobobooboon

e HUUOOUDLDDLODOOOODLDDOD
goobooooboboooobobboooobobboooobboboo

e U0 ARPODOODOODO
OO0000ARPOOOOOOODOODOODO

DDFSOO00000DOO0ODO0OO0OO0OD0OODO0ODO 430000
DDFSOO000O0DOO0OOO0OobOOo0obbooobooooo bbrSObDbOOooon
ooobDDbFSOO00O0ooboooboobooboooboobobooooboobooboon

421 00O0OO

DDFSOO000O00OO0OODOOoOoDbbFSO00oonoobooonog

14



S

o
EE
o

mEaRPnE | L2 D

% Fh b #EBE "
B2
%4 FO0—EFvA b ?
(5 F PR 7 1 e 25
LD =

T747
4+ —ILBSRE

& HE

043:DDFSOOO0D0OOOOOO

gobobodgo

DDFSOOO00O00O0O0ODOO 440000000000 44000000 DDFSOO
gboobooggooobo

1. 0 DDFSO 000000000 Db0ObObObOOooOooDOon
2. 0000000000 DDFS — Root DDFS

3. RootDDFS1 000000 OO — Root port

gbobobodo

OO DDFSOOO0O0OD0OO 450000

15



O = Root port

0 4.4:DDFSO 0O OO

1. 0 DDFSO 000000000 DO0DO0O0ODO0ODOODO RootDDFS OO OO

2.0DDFSO0000O000O0O00O00OO0OO0D00DO00DOO0O0O RootDDFSH OO
00

3. RootDDFSI OO0 UOOODOOOOODDFSOOOOOODOO

4. RootDDFE] 0 OO DOODOODOO DDFSOODOOOOOOOOO

0 4.5:DDFSO 0O OO

422 JO00O0O0DOOOOO

OO0D0O00ooooooooobbrFSOObDO0ODOoOoOobooOo MACOODODOIRPO
oopooTCcpUDPO O OD0ODOOO0ODOODOODODOODOOODOODOODOODOOD
OoooooobooooboboboboboboobbrsOoboobobobooD
oboobooboobooboobooboobooboobooboobbob
goobogbobobbooobooboobooboboobbogbboobooon
gbboboooobbbuoooboboboooon

16



DDFSOO0O0O0000000DO0OO0OO0OODDRFSO0O0OOOODO bbrFSOOOODO
gbooggoboboogoobbbooooobobboooobboboooooooo
Oob0oobooooooooouoooMACOOOOODOOobOOOoooDOobobooooo
OOooooooDbbrSObooooobooobbrSOboooooooooooon
goboooobooooooMACOOODOODOooobooo bbrFSO000oooogon
goboboooobbbooobbobooooboo

046000000000 DDFSOO0O0OOOOO0ODOOOODOOOOODOOMOO
O0O0O0LANOODOOO0ODOOOOOO00DOOO00Ooobbooooooo@oo
OoboooobooDbbrFrSO0bOo0oooboooobooboooboobobooboooo
3)U000000000000 DDFSO RootDDFSD 00O OOOOOOO MACO
OO0D00000D00O000ORootDDFSO O ODOOODOODOODDFSODOODOOODO
OO00OoO00O0bOoO0bOoOoogoo bbrSOOO0OO0OCOOD@OUODODODOOOOD
OoOo0obooooooooooooooo@G)yooooooMACOODOODODOoOoo
DDFSO 000000000 DOO0DOO0OO0ObOO0bOO0bOO0b0O0b00o00o00o0o0o0oon
gooood

423 0J0O0O0OOOOO

LANODODOODDOOODOOoobuooboobooobooo LANDODOoDboonoo
ODOODUOLANDODOOOOO0ooooobooooobD LANO D Oooooooono
gbbbuoooobbbouooobobbooodgbbbuoooobbbooaoboo
Oobooobooboooobooobooooobooooboooboooob LANDOOD
goboboooobbboooboboboooobood

OOoOoOobbrSOO000000000O00O000O000O0O00ooOoooooogooDo
OoboobooooobobbrSOUbD0OObOOoOOoobOooooboobobbooooooD
gbbbuoogobbbuoodobbbooodobbbuoooobbbooaoboo
goboboooobobbooobooboboooobbbooobboboooobobo

424 JO0O0ODODODOOODODOOOOO

2120000000000 00DLO0LOO0ODbDObDOO0DO0ObObDOoODbOObOobDOD
gboboboogobbbouooobobobboogobbobuoooobobboooooboo

17



(1) &L AHRR A LANIZHE#5E

>

()RR

(2) ATV TAILAEY BE
TIZEDTI1ILARE -
e )RR (5)MACTRKL X
B B ()R8 [Ck-THEEE

#E(D{KJE

O4e6:0000000000O000O0

gboboboogobbbuooobobobboogobobuoooobobbooaoboo
gbooooogn

OO0 DDFSOO0O0OO0O0O0Ooooobooogoobooooooboobooooo
OoOooboobooboboooboobobobooboobobobobooDbbRESO O
Oob0oooOoboobobooboobooboobooboooobooOoDo bHCPO O
OOooOoboooobbrSObDObOOooOoobDHCPOOODODODODODOOOODOD
gbbbuoooobbbuoobbbooodobbbuoooobbbuooaoboo
goboboooobbbooooobobooooobboooobbboooooboo
gobbbuoogobobbooooobobbbuoooobobobboooooboon
gboboboooobboooobobon

DDFSO O OO DHCPOOODOOOO DHCPODO OO OODOOOOODOODOODO
47/00000000000000 DHCPO OO DO DHCPDISCOVERO D OO OO O OO

18



OOoDHCPOUOOODODODOOOODDRESOOOOOOODOODOOD DHCPO OO
OO0oOOooooobbrSOO00O00OD0OO0OO0ODO0ODOODOODOODbOODODODOD
OOob0OoOooboooobHCPOODOUODOODOOODDFSODOODOOOOODOOOO
OO DDFSOOO0O0O0O0O0ObHCPOODODODOODODODOOOOODOODOOD
Oobooooobobooooboooooboobobooogoo bHCePOO OO ODODODO
gooobod

% DDFSATa—K —
T RADZEELE
? REL. EZZH<S
—_— .
IP7RLREER DHCPY—/A

0 4.7:DDFSO 00 DHCPO OO DO ODOO

425 OOARPOOOOODO

DDFSOOO0OO MACOOOOOOODOOIPOOOOO 1O
DDFSOO0O ARPOUODOODOOOOODOODODOOOODOODODO MACODO
OO0 IPODOD0OOO0OOOOODOODOOO0ARPOOOOOODODOO

19



DDFSO ARPOODOOOOOO ARPOODOOOOOOOARPOODOODOOOIPD
ooooMACOOODOOOOODOOODOOODODOODOODOODOOODIPODODO
OobooobouobooobooooooMACOOODOODODOoooobobbooboOoo
oboobo0OARPODOOODOODOODODDOODOODLOODOO

ODDFSOOD00OD00O0 ARPOODODOODOODOODOOOOOO Root DDFS
O00O0O0ORootDDFSO OO DDFSUUOODDOUOO ARPOODOOUODODODOODOODO
DDFSOOOD0OO0ODOODDFSOOO0OOO0OO ARPOODOODOODOODO ARPOODOODO
goobooo

20



50 OO

OobOobOobobobooooDbbrSOObO0Ob0OobOoboobOoboobobOobn
030000000000 0DbO000oO0o0obOoOMACOODODOOOoODOobOoDOoD
gboobooooboobooon

51 JUOuooooog

OOobo0oobooboogbOoLANODObODOOoobOoOoboooobooooooo
obooobo

e JOUOODO
gboboboooobobooooobon

e OOUOOOO
OO0O0OLANDOODOODDOOooon

e 100
gbobooodobood

e OO
gboobooogoboobod

Os5100000ooog

gbbbouoodgobbboooobbbuooobobbbooobbbuooaoboo
OooooooooooooooobobooobbrSOobobooooobonoon
LANODOODOoOoobobobooobouoobobobobuobobuooboobo
gbbobooogbbbuoooobbboooon

ODoOooOo0oooooooobobooooooOobbrSO 0D 00noooOgOoMAC
ooobobobobooMBUODOOODODOODOODODODOODOODbDODOO
gbobobooggbbbouoooboboboogobobuoooobobboooooboo

21



051:DDFSO0O000OOOO0O
oooboo oo | MACOODO | DDFS

gboboobog goo

goooo X o 0
gboogod 0 o 0
ERERE @ O U
goon X @ o

goboboooobbobooobobobboooobobobuoooobbboooooboo
gooo

OOoobOoboooboMACOODOOODOO bboSOOOODOODOOOOODO
OobooboooooboobooogbbrsOnooboooooooboboboooon
Oo00ob0obOooogbbrSObD0ODO0ooobD ARPOODOODODOOODOODODOO
gbobobuoooobbobuoooobobbuoooooboood

gbboboooobobboogobbobuoooobbbooobobuooooboo
OO0bo0ooooooogbbrFSO MACOODUODOOOOODOOOLANDODOODOD
obobboobooboobooboobobbobooboobooboobob
gobboooobboboooooon

OO0O00oO0ooooobooooobbrSO0O0OOOOOLANDOODDOOO
gbobboooobbbuoooobbodo

5.2 JUUOUOOoooooobboboboooooood

0000000000000000000000000000000000000
00000000000000000000000000000000000000
ooooooon
0000000000000000000000000000000(@O00000
255.255.254.0 0 00000)000000000000000000000 FreeBSD
000000 Ethereal[7D 000 O
000001000000020100000030100000000000000
000043250 0000000000000000000000000000000

22



OOo0oOgoDsi100oon

Netbios—ns
14.06%

ARP
33.85%

Netbios—dgm
7.56%
NTP 2.64%

BOOTP(DHCP)
0.28%

Z DA, 0.23%

P(UDP)
24.76%

[PX(ZVr 2725\
41.39%

051:0000000000000000000 (N=4325)

gboboooobbbuoooobobuoooon

e MACOUOUODUODOODODODODOODUODOUOODODB8ODDOODO
goo

e MACOOODODODODO3DODODOODOOODOUKKDODOOO)ODOOOO
PCAT O OO OO OO Sun Microsystem8! 0 0 0 00O O Apple Computef] 00 O
Joodooooooooooooooooooonon

e ARPOIODCOUOODOOOOODODOODOO EtherL,eakllD ODOOOOOOODO
gbooboogoobbbooodan

e 000 NetBIOSover TCRPO O OIUOOOOOODOOOOOOOODOOOO Win-
dowsDOODOOOODOOOOOOODOOODOOO

e NetBIOSO OO DODOODOO IPOODODOOODODOODOODODODOO

e DHCPUOUDOUODOODOUDOODOODODOODHCPOODODODOODOO

goboboooobobbooooboboboooobbbooobbbuooooobobo
gbobobuooggbbbuoobobobboooobobuoooobbbooooobooo
gubuodbogbogboobuodgbuoguboobogbogoooobogoo
OooooooobooboooobooboooooobbrSOgnooooooboonboon
obobboobooboobooboobobbobooboobooboobob
gboobooooobobooooboon

23



el OO

6.1 00O

ODOodbOdbOLANDODOODbObOOooboboboboobooobobobobo
gbbobooogbbbuoooobbboooon

gbbbuoodgbobbboooobbbuooobobbbooobbbuooooboo
OOOo0bOOo0OO0OO0OLLANODOOO0ODbOoOoboobobDbobDbooboon

LANOOOOODODODObOOoooOoooboboooooooobbrsOoogoogono
OOooooooboooDbbrFrSObDO0bOoooobboooobonono bbrFSOnDgn
OO00OLANODOODODOOoOoOoooooobobooooonog

6.2 JO00O0O0O

gbbobuooobbbuoobbbooogbobbooon

6.21 OJO0OOOO

OO0 DDFSODOUOO0ODDFSODOD0DODOO0OOO0OOO0OoOooooOnUDDES
O00ooobobo0LANOOODODODOOoooooooooobog bbrSObOoooon
OO000000O00O0O0bO0O0bOoO0b0obO0o0obO0ooboDoobDoOobOoOoooDDRS
OO00OO0DbOobOoooooogbbrSOO0O0ODOODOOOOODOODODODO

6.22 OJO0OOO0OO

DODFSOO00000000O0oOobOOOObOO0000oooooooooooooDoo

24



L] [

oboobobboobbboobooboobobobobbobbobbobbob
gooboogooobodn

ouuugg obobobobo obbbobbb oooooo ooooooooo
OOobooboobOoObDECNODOO0ODOOOODOOObLbObOObObOOOOoDOD
gbbboogobbbodoodobbbbooodobbbuoooobbbooaobobo
god

gbbboodgobobboogobbobuoogobbbooobobuooooboo
gbobbooogobooodago

20030 120 290
OO0 00

25



[]

[1]
[2]
[3]
[4]
[5]

[6]
[7]

[8]
[9]

[10]

[11]

HRERE

Ofir Arkin and Josh Anderson. @Snake, Inc. Security Advisory, EtherLeak: Ethernet
frame padding information leakage, January 2003.

Steven M. Bellovin. Distributed firewallslogin:, Vol. 24, No. Security, November
1999.

CERT Advisory CA-2001-26 Nimda Worm, September 2001.
httpy//www.cert.orgadvisoriegCA-2001-26.html.

CERT Advisory CA-2003-04 MS-SQL Server Worm, January 2003.
http;//www.cert.orgadvisoriegCA-2003-04.html.

CERT Advisory CA-2003-20 W3Blaster worm, August 2003.
httpy//www.cert.orgadvisoriegCA-2003-20.html.

Ralph Droms.Dynamic Host Configuration ProtocaWlarch 1997. RFC 2131.

Ethereal free network protocol analyzer for Unix and Windows.
httpy//www.ethereal.com.

Stephen Kent and Randall Atkinso8ecurity Architecture for the Internet Protocol
November 1998. RFC 2401.

Norton Personal Firewall 2004, October 2003.
httpy//www.symantec.coynegion|jp/productgnpf/.

David C. PlummerEthernet Address Resolution Protocol: Or converting network
protocol addresses to 48.bit Etherne t address for transmission on Ethernet haydware
November 1982. RFC 826.

A. C. Snoren, C. Partridge, L. A. Sanches, C. E. Jones, F. Tchakountio, S. T. Kent,
and W. T. Stayer. Hash-based ip tracebackSIGCOMM 01 2001.

26



[12] Sean Whalen. An Introduction to ARP Spoofing.
httpy//www.node99.orfprojectgarpspoof, April 2001.

[13] Zone Alarm 4.5, November 2003. httfwwww.zonelabs.coystorgcontenthome.jsp.

[14] OO0O0,0000,0000.00000000000hash-basedipO00Odn
O000O0o00D.000000o0o00oo0oooog, vol. 004, , August 2002.

27



