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Abstract of Bachelor’s Thesis

Academic Year 2003

A Policy-based Automated Handling Mechanism

for Network Security Events

In this thesis, I propose the framework that response to the security incident at a
moment’s notice without operation cost.

Computer security incidents are increasing by expansion of the Internet. The infec-
tion of the CodeRed worm was expanded internal network that Protected by tQCAEH]|
in 2001. The new security holes are also discovered everyday.

These cases are indicates that security incidents are often occurred at an unexpected
point. Building an assumption framework for these incidents is needed in advance.

Existing action to these incidents is not systematized. Thus, operators are needed
individual correspondence. Therefore the correspondence of these incidents requires
high operational cost. Real-time correspondence requires 24/7 operation by human.
This is inferior to by computer in instantaneously.

Synthesizing model of correspondence the security incidents is being proposed for
resolution of this problem. This research proposes the design and implementation
based on this model.

This system describes an operator’s correspondence procedure as an incident corre-
spondence rule. Security events are widely collected from various devices. These event
data is evaluated based on a rule. In the evaluation, this system worked correspondence
to the security incident if necessary, notified the security event to the operator.

Therefore, this system has achieved to security event processing based on the rule.
This system reduces the cost of correspondence by incident response operator, achieves
more quick correspondence than by human.

Keywords :
1. Internet, 2. Security, 3. Incident Responce, 4. IDS

Keio University , Faculty of Environmental Information

Shin SHIRAHATA
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gboogboogo

$ADDITIONALDATA_TCP_OFFSET

googo $ADDITIONALDATA_TCP_RESERVED
TcCpO OO $ADDITIONALDATA TCP_FLAGS
gooooooo $ADDITIONALDATA _TCP_WINDOW
Oooogo $ADDITIONALDATA TCP_CSUM
googog $ADDITIONALDATA TCP_URP

TCPODOODOOODOO

$ADDITIONALDATA _TCP_OPT-CODE

TCcpoooooo

$ADDITIONALDATA _TCP_OPT-LEN

TcCeOoOooooooO

$ADDITIONALDATA _TCP_OPT-DATA

ubPOOO0ODOO

goboooogd

$SOURCE_SERVICE_PORT

gbobogboooo

$TARGET_SERVICE_PORT

gobo

$ADDITIONALDATA _UDP_LEN

gboodgn

$ADDITIONALDATA _UDP_CSUM
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000 | 0oooo
ICMPOOOODO
ICMP OO0 SADDITIONALDATA ICMP_TYPE
ICMPO OO $ADDITIONALDATA _ICMP_CODE
0Oo000o $ADDITIONALDATA ICMP_CSUM
000 $ADDITIONALDATA ICMP_ID
ICMPOOO00O0 SADDITIONALDATA ICMP_SEQ
000000000
0Oo00000 SCLASSIFICATION_NAME
00000000 $CLASSIFICATION_ORIGIN
00000000 SASSESSMENT_IMPACT SEVERITY
0000000 $ASSESSMENT_IMPACT_COMPLETION
0000000 SASSESSMENT_IMPACT_IMPACTTYPE
00000000 SASSESSMENT_ACTION
IEEEEEE
00000000 SADDITIONALDATA DATA_PAYLOAD
DO0000ID $ADDITIONALDATA SRC_SIG_SID
000000000000 SADDITIONALDATA SRC_SIG_REV
000000000 | SADDITIONALDATA SRC_SIG_CLASSNAME
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e JUUOOONO
e O UOOODLDLODOOUOOO

e JUUUOUOOLDODODODO

gobboobboogooobbbdooooooboboobbbboooooooon
gbbbuoooobbbooogbbbuoooobbbooobbbooooboo

7.1 0OO0O0O

gobbobobboogoooobbbboodooooobboboobboooooan
Oo0O000oDOoO00ooOoO00ooDbo0oo0DbOACERTODOOOOODOOOODO
gbobobooggobbbuoooobbboooooobooo

ArTRONOOO0O0OO0OO0OO0O0O0O0O000O0O000OApache 1304000000000
modair 00000000000 IDOO0OOO0ODOOO0ODOOOOOOODOO

Ur7l:0000000000

OS Debian/GNU Linux testing (Kernel 2.4.23)
gooooo Apache 1.3.29
mod ssl 2.8.14
mod_air 0.9.8
libair 0.3.37
RDBMS PostgreSQL 7.4
OO0D00DbOooog cono
ogogooo gee 3.3
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7.2 0OO0OO

OfI0o000CocOoooon
gobbbooooobbbbbbbdodoooobbbbbobobodoooooaon
gbobuoooobbbooogbboboooobbbouooobboboo
O000OApache HTTP Server DO 00000000000 DOOOOOOODODOOO
OOoDOoOoDOoSNMLO IDMEFOOOO XMLOOOOOODODOOOOXMLOODO
obogboobboobooboobboobuoobboobooboobboo
gbooboogooboood
OrIboo0fdfoooooooo0ooooooooooooogo

721 OJU0OOOOOOOOO

O00000000000HTTP/1.00 POSTOOOOOOOO Apache HTTP Server
O0000000000000 “air000 URIODOOOO0D0OODDOUOOmod-air O
gobobodgg

Apache HTTP Server 00 OO 0OOOO0Omodule 0000 800O000O0OOOO
OO0D0000Db0000Db000OApacheD0 modaairDO0O0OOD0OOO0OOODOOODO
OO000000000 cltthandlersO OO O0O0OOO0OO

clt_handlers OO OO O Ocltread content D 0 OO0 OO0 ODOOOOOOOOOO
OO00O0000bo0o0bo0oboobogbUdbOclteventlogO0OODOOOIDMEF O
SNMLOODODODOOOOOOOooOooobobobooooooooobobooo

SNMLOOOODOOOOOODOOOOODOOOOO0DODO clteventlogsnml O
oogboooXMLOOobooooboooboboooooobobooooobooo
OO000000oDoOoo00E3oo0ooooXMLOOooooooooooooo
gobobooooon

722 JUUOOOOOOoOoOooOooOboO

Jooddooooooooooooodooooobooooooboooooo
O0ddoooooooboboooooooooooooooooon

000000000000 0000000 “IronSeript” DO ODO0OO0DDOOOOOO
dodooooooooobooooooooooooooooooo

00 Omod_air_iron.c Apache 1.3270 00000000000 0 mod_include.c
Lo 000000000000 0000Apache000D0O0OOOSSIF6IOO0O0O0OOO
goooooooooood

OO00000D0000D0O0Apache0O0OOOOO httpd.confd IronConfigFile
goodooooobbbboooobobobboooo
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— clt_handlers()

v

clt_read content()—p clt _event log()+pclt_event_ log snml ()

clt_event log snml_sig()

clt xml env_assign uint32 ()<
clt xml env_assign_string ()<
clt xml env_assign ip ()¢——

clt xml env_assign()

mod_air_xml.c mod_air_xml_snml.c

» parse config() » handle if()

ap_add common_vars () [— handle_else()
add iron vars() —» handle_elif()
find string() :

mod_air.c mod_air_iron.c

Apache API

U700 0000000000000O00DOO0

CIronConfigFile /etc/httpd/conf/iron.rules )

0000000 /ete/httpd/conf/iron.rules 00000000 O0OOCOOOOODO
ogoooo

ronparse U0 0OUOO0O0O0O0ODOOO0O0OODOOO0O0OOOOOO0O0OOD

gooo

gbobboboduooooobbbbbboduooooobobbobbbuooooon
O000r2Z2000000000000000000
gbooboogogn:
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<rule if expr="0007 / >
<rule elif expr="000" / >
<rule else / >
<rule endif / >

<?xml version="1.0" encoding="utf-8"7>

<config>

<rule if expr="$Alert.Classification.name = MS03-039_Unpatched" />
<rule exec cmd="/usr/local/bin/interfacedown $Alert.Source.Node.Addr
ess.mac" />

<rule else />

do nothing

<rule endif />

</config>

00000000 $Alert.Classification.name 0 MS03-039_Unpatched D OO0 00O
O0000000S$Alert.Sourcemac 0 0000 OODO /usr/local/bin/interfacedown
Ooo0ooooooog

gobooo

gbobobuoooobbboooboboboooobbobuoooobboao

730000000000

gobooo ERN
== goo
= goooo
> goooo
>= gbogobgoobg
< gobooo
<= gobooogg

oooboboboobobobooobbuobooobobobooob/oobonbo
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00/000000000000000000C00C0D00000DO00O000OOOO
g

4 N

<?xml version="1.0" encoding="utf-8"7>

<config>

<rule if expr="($Alert.Source.ipv4-addr = /\"203.178.143/) &&
($Alert.Classification.name = Blaster)" />

Blaster has been detected from RGNET!

<rule exec cmd="/usr/local/bin/change_acl $Alert.Source.ipv4-addr" />
<rule endif />

</config>

N /

0000000000 IPODOO0OOODOOO $Alert.Source.ipvd-addr 0 0 O 203.178.143
00000000000 0000D00000IDSO000000000D0O $Alert.Classifica
tion.name 0 O O Blaster 0 0 0 0 O O O O $Alert.Source.ipvd-addr D OO0 OO0 0 OO

/usr/local/bin/change_acl 00000 OOOOO

gobooo

gbboobuogbobuogbuoobbooobboobbuoooboooobboan

0740000000000

| Doooo | 0O |
conditionl && condition2 | O O O
conditionl || condition2 | OO0
(conditionl) oo
'conditionl 00

73 Uoouoouoooon

gobobobbbodgoooobboobboodoooooboboboooooon
gobooo
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73.1 JUUooouogooooood

gobbbobbobouogooobobbbbbbouoooooooobboon
gbbobuogoobbbugoobobboooobboooobboboooon

Oobbloo023000IPOO0ODO00OO0ODOOODOOOOOOODDeSOODOOO
gobbobbbuodgoooobbbbuoooooooobouooooobbooon
000000 RI00O0OD0O0OCOOO00000OODOOOOOOOn

gobbobbbouooobbbbuouooooobobbobboouooooon
gobbobbbuoogoooboboobobbooooooobobboooooobboooon
gbbobuooogbbbuoooobbboooon

7.3.2 802.1100000O0OOOO

802110 00000000 *“voidl1” OUOIEEE 802.11b 0 0O 0O IEEE 802.11g0 0 O
O000 LANODOOOOOOOoDOOoooo MACOOOODOOoOooDooooo
000 disassociation D 00D O0OO00OO00 LANODODODODOOODODOOODOODO

[voidll {mac_addr|ipaddr} )

00000000000 00O0 LANOODOODDOODOOoODOoOOoooDooooo
0000000000000 0000000000000000 LANODDOGODO
oooood

0000 MACOOODOODOOOOIPOOOOOOOOOOOIPOOOOOOOO
000000000000 00 ARPOODOOOODODOOIPODOOOOODOO
MACOODODODOOOO disassociation D0 O0O0O0O0O0OOO

7.3.3 DHCPUOOUOUOODOOOOO

DHCPOUOODOODOOOODO “hoihoicfg” OODO OO MACOOODOOOODODOO
OO000IpPOO00O0ODO0ODOODOODOODOODOODOOOOODODOD DHCPODO
gbbobooogbbboooobob

[ho ihoicfg {mac_addr|ipaddr} ]

OO00O0b0obo0ooboOobHCPODOOOODODOODODOODOOO MACOODOD
OobOoobo “coboo”boboboob0oobooooobooboooobooooon
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gbooboobooboob“cooboboorbooboobuooboobooobg
gboboboooobood

o000 MACOODODOOOOOIPODODOODOODOODIPODOODODOO
Oo0O00OO0O000O00DOOoO0b0 ARPOOODOOOOOOOOIPODOOOOOODO
MACOODOODODOOOOOOODOOO

734 UUU0OobOOoooooboboooao

OO00O0ooDoooonoooonDoD “weonfig” 0 O00O0OOO0OOOODOODOO
O00000ipchainsO 00000 0OOODOO0DOO0ODOO0OOO0OOOODODOOO
gbbboooobbbuooobbbuooobobboooobo

[fwconfig proto src_ipaddr src_port dest_ipaddr dest_port ]

gbboboooobbboooobbobuooobobboood

U 75 0000000000000 0O0O0O0

oo | o000
proto $Alert. Target.Service.proto
src_ipaddr | $Alert.Source.Node.Address.ipv4-addr
src_port $Alert.Source.Service.port
dest_ipaddr | $Alert. Target.Node.Address.ipv4-addr
dest_port $Alert. Target.Service.port

O0000D000 IDMEF O Actiond O OO category O O O O O O Oblock-installed
OO000DOO0000D0000oDbOo0Oo

7.3.5 UJUUOUOOOOUOOQOg

OO000000000 “lertmail” 0000000 RFC28220 000000000
gbbboooobbbuoooobbbuoooobbboooobboan

[alertmail mail_addr body ]

0000000000000 D00D000$Env.Admin.Address.eemail 000000
Ooooooooooon
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O0000000 IDMEFO ActionO OO0 category O O O O O O Onotification-sent
O0O00o0Oooooboooogoooog

7.3.6 SMB Alert0 000000

SMB Alert 0000000 “smbalert” OO0 00000 PODOODOODOO SMBO
O000000000000000OOMessenger Service 1 0000 Windows O O OO
O0O000O0SMBOOOODOOODODOODODOODDODOODDODODODODOOOOODOOO

(smbalert ip_addr message ]

00000000 IDMEF O Action O 00O O category 0 O O O O O O notification-sent
O0O0000oooOooooooooog
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OO00OO000O0ooooooOoooOo0oU0UoooooDoOCoObooOOoOoOOgO Aire-
IRONODOOODOOODOOO

81.1 0OODOOONO

gooogobobobbobboboboboboobooboobobooboboobobon
gobbbbboodoooobobbbbbbbodoooooobbbbobbobbo
gboboboooobbooooaoon

or22000000000000goooooooooo0ooooooooooo
gobobbobobboogooobobbobbbbodoooooobboboobbbbobn
gbboboodgbobbooad

gobbobobboouoogbobbbodgooogoboobbbuoooooon
gbbboooobbbuoooobbbuoooobbbuoooobbobodao

8.1.2 00000

gobbobobbougoooobbobbboooooobobbouooooon
gbbbuoougoobbboodgbbbboooobbbuoooobobod

OD0000D0Odredge0 000 XMLOOODOOOOOODODOOODODOOODOO
O0O0syslogODODOO0OO00O0000O00O0O0O0O0O0ODO0ODO0ODOOrex0 000 XML
gbooboooobbobooooboboooon

0000000000000 00000006B32000000000000000
gobobobobobouoggogobobobbbuoooogoboobboooooobon
gbbboogobbboooobbbdao

ODe230000000000000000000O0O00O0O00OOOoO0DOoOg
OooooooooIbsbobobooboboboobooooooooooooobooon
gobobobbbouoggogobobbobobbooooooobooboooogooon
gbbbuoooobbbuooogbbbuoooobbbuoooobbobodao
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8.1.3 UUIO

gbogbooboobooboobuoobuooboobogoboobooboon
gbbobuogoobbbugoobobboooobboooobboboooon

OO0D00O00000OApacheD0DOO0OO0OOOOOODOOOOOOODOODOO
HTTPSOODOOODOOOOOODODOODOODOOODDO Apache SSLOOODOOO
O0000D00OO00OOApacheCon 20000000000 Apached SSLOOOOODODO
0000 [(b7 00000 Athlon 600MHzO Linux 0000000000000 1000
ORSAODOOODOOOOOOODOOODOOOOOOODOOODO

g 8l1:000d

gooo gobbooogn

gbooogaog o
goooo o
ooo o

gobbobbbuoggogoboboobobbtbdooogoboboobbouooooon
gbobobboooogobbbobbbuoooooobboboooooobbobon
gbooooogn

O00000000000RIDOO0ODODODO0O0O0OCOCOCODOOOOOOOOODOO
gbobobooogbbbuogoobobuoooobobooooboooan

82 [HOOOO

opooooOoOoOooOoOoDoOOOOCOCOCCOODODOODOOODR2Z2ODODDODDODOO
gbboboooobogbbobuoooobbobtsuuuboboooobon

8.2.1 UUOO

ODRZIDO00000000000
DR2000000000000000000R3000000000000000
0oo0

000Apache 0000000000000 00000000RE, 0R4 0RO
D000000000000000000 Apache 1.3.29 0 Debian 0000000
00000000000

Apache 000 0000000000000000 “X' 0000000000000
00000000000 TLSvlIOOO 00000 DHE-RSA-AES256-SHA (256 0 O
0)ooooo
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Input Plugin Output Plugin
Ports being
IDS shutdown
on Switches
Firewall Update ACL
on Firewall
0os / Send alerts
Fingerprintin to Operators

t, *hLt t, +t+

U&l:0bobugggoon

External ’ S\)vitch % Internal network
Port mirroring
Snort IDS dredge OS Fingerprinting
/ HTTPS
\ 4 \ 4 A\ 4
V4 Network
syslog // SNML SNML Include £nvironmenta
/[ SN/ SNML. /e et i
\ 4 / v
rex Apache
mod_air +
IRON Extension
A4 v Database
/ Alerts / Commands
tux.sfc.wide.ad.jp

U822 000uggn

Ug200004aoon

CPU Intel Pentium IIT SOOMHz
oodo 512MB
oooooon Ultral60 SCSI
18GB

gboobboogooooobbobobbddooogooboobbouoooooon

gbobbooggbbbuooobbbdao
gobbobbbooogogoboobobbodooooooboobobouoooooon
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Ugs3: bobugaoon

OS Debian/GNU Linux testing (Kernel 2.4.23)
gboboboodgobood dredge 0.2.5
gbooooogon Apache 1.3.29

mod_ssl 2.8.14
mod_air 0.9.8 + Iron Extension 20031217
libair 0.3.37
RDBMS PostgreSQL 7.4

Timeout 300
HostnameLookups Off
MaxRequestsPerChild 10000

0 8.3: Apache 0O OO

obogboobbobboobooboobbooboobboobooboboo
ooboobuoobobooboobooboboobuooboobbooboobbon
obobboobooboobd

gooo

gobbobobboooooooobobboooooooboboobobboouooooon
gbobobuoooobbboooobboban

e OO ODOOODLDOODO

obogoboosobbooboood

obooobiwoootooboobon

obogoobi1mooooboobon

obogobz200000000000

O0000000000Omodair 098000000000 Omodair 00O OOMO
gobbobbbuoogogobbbbbouooooobboobouoooooboon
gobbobbbouogoogobobboodooooboobooooooobooon
gbobobooogon

gbobobuoggoboboogooo
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goooo

SSLEngine on

SSLPassPhraseDialog builtin

SSLCipherSuite ALL:!ADH: !EXP56:RC4+RSA:+HIGH:+MEDIUM:+LOW:
+SSLv2:+EXP:+eNULL

SSLSessionCache dbm: /var/log/apache/ssl_scache

SSLSessionCacheTimeout 300

SSLMutex file:/var/log/apache/ssl_mutex

SSLRandomSeed startup builtin

SSLRandomSeed connect builtin

SSLCertificateFile /usr/local/aircert/collector.crt

SSLCertificateKeyFile /usr/local/aircert/collector.key

SSLCACertificateFile /usr/local/aircert/ca.crt

SSLVerifyClient require

SSLVerifyDepth 1

0 84: modsslOO OO

N

<?xml version="1.0" encoding="utf-8"7>

<config>

<rule if expr="$SOURCE_NODE_ADDRESS_IPV4_ADDR = 1" />
<rule set var="SEQ" value="1" />

<rule elif expr="$SOURCE_NODE_ADDRESS_IPV4_ADDR
<rule set var="SEQ" value="2" />

0o

<rule elif expr="$SOURCE_NODE_ADDRESS_IPV4_ADDR
<rule set var="SEQ" value="1000" />

<rule endif />

</config>

2u />

2000" />

%

00 0$SOURCE.NODE_ADDRESS IPV4 ADDR OO0 100 2000000000
gboboboooobbbooooboboooobboboooobobobood

8.2.2 [HODOO

OOo00O00OoOOooboooooo SNMLOOODDOODO 1woo0ODbOOoOobDOoOO
gboboboboboboobobooobooboboboobobuobbobo

gbooboooooboboooobboooonoobogd:
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# Sets file extension on which to invoke mod_air
AddHandler air .air

# Should mod_air process events: (on | off)

AirEngine on

# Maximum size (in bytes) for each event
AirMaxEventSize 100000

# Shared-State file
AirSharedStateFile /tmp/collector/mod_air.state

# Logging Configuration

#AirTraceFile : full path to the trace log file
AirBufferLogging off

AirTraceFile /tmp/collector/mod_air_log
AirErrorFile /tmp/collector/mod_air_error
AirLogLevel 7

# Client Throttling Configuration

#AirThrottle: should client throttling be enabled (on | off)
#AirThrottleInterval : throttle interval over which to track clients
#(in seconds)

#AirThrottleThreshold: maximum allowable connections per Interval
AirThrottle off

AirThrottlelnterval 1

AirThrottleThreshold 150

# Database configuration

#AirEventDBUri : URI of the event database
#AirCADBUri : URI of the CA database
AirEventDBUri postgresql://localhost/air
AirCADBUri  postgresql://localhost/air_ca

# Rulefile configuration
# IronConfigFile : Path to rulefile

IronConfigFile /usr/local/aircert/iron.conf

O 85: modaird Q000
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<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE SNML-Message>

<SNML-Message version="0.3">
<sensor encoding="hex" detail="full">
<file>rex</file>
<hostname>localhost</hostname>
</sensor>
<event>
<signature id="2003" revision="2">
MS-SQL Worm propagation attempt
</signature>
<reference system="bugtraq">5311</reference>
<timestamp>2003-12-08 19:38:48+0900</timestamp>
<packet>
<iphdr saddr="10.97.53.24" daddr="203.178.143.183"
ver="4" hlen="20" tos="0" len="404" id="33166" flags="0"
tt1="109" proto="17">
<udphdr sport="3034" dport="1434" len="376">
</udphdr>
</iphdr>
</packet>
</event>
</SNML-Message>

-

gboboboooobbbooooboboboooob sbboooon

8.2.3 0UOO0ODOO

gooo

OO00OO0Omodair OO0OO0O0ODOOO0OOOOODOODOODOOOOOOOODO
O0O0000O00b0bo0boboobobodD modair0 0000 1000000

OoO0o0oO00o0obOo0o0oDboOo0ooOooooooREeDODOOODOD

D000 modair 000000000 DOOOO0OOODOOOtO0ODODODOOO

BAOoOOO
gboobuogoobobboogobboboogobbbouoooboboobod
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— RS
mod_air iron—0
280 280~
a . E .
2403 % 240~ f
2002 L™ 200 i
1 60—; 160
1203 120~
—:F—' ‘ = | |
40—; ~ 40§ |
AR E—AR
E 785561 E 78.4562
BEERE 18.749571 EERE 17.084434
FEHDIFERE 0.1874957 EHOIEERE 0.1708443

FEHO ERISHEFERESR  78.923629 FEHOLRAISHEFERA  78.791089
E¥OTHISHEFARSA  78.188571 EHOTRISHSTERR  78.121311
N 10000 N 10000

086 00000pooboooooon

0 8.4: ironparse 0000000 (N=10000, 0 O :ms)

goggd -0.585
pO (Prob;,—t—) | 0.559
p O (Probit) 0.721
p O (Probjt) 0.279

iron_parse 0 0000

OO0DORAIDODORBAMOIDODOOOODOOOODOODODODOODOO iron_parse
goboboogooboooago
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line&iron_parse®) — X1 ) EAth

140
120 -
o 100 ]
b n |
R 80 i
cl u
g 8o .
40 .
]
20 B
0 \ \ \ \
0 500 1000 1500 2000
# of rules
EROHTIEH
E&ROHTIEDH
iron_parse = -0.35448 + 0.0436516 line
HTEHDEY
R2E 0.998166
B HERER2E 0.998166
IREDEERERMSE) 1.323266
YDEL 43.29714
AT FR—L 3 AFE-FEHDEED 50000
T —SHEEE
15 HEE EERE tiE  plE(Prob{t)
5 -0.35448  0.01025 -34.58 <.0001
line 0.0436516  0.000008 5215.8 0.0000

O8r0b0boobooboobd

DoO0booooboboobobiodl z0ironparsed 000000000 yUO
oboobooobooobood

y = —0.35448 + 0.0436516x

00000000000 RFODO 099816600 00000000000000O00OO0
woooobd44ms0000000OOOOOOO0OOOO0
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godd 0d 0000 |0000 |009%%0000 |00 9%% 0000
0 0.003 0.29 0.003 0.009 -0.002

200 21.069 0.761 0.008 21.084 21.054
1000 43.150 2.428 0.024 43.198 43.103
1500 65.193 1.293 0.013 65.218 65.167
2000 87.071 0.443 0.004 87.079 87.062
0 8.5: ironparse 01000000 (N=10000, 0 O :ms)
8.2.4 UUO

gobobobboooooobobobobbboooogobobbouoooooon
000000000000000000000000000 49.52%00000

gbobobooooobbbooooobbboloobddd 44mstd 20000
0000000000000000000000000 5209%00000

gbobobobouooooooobboobbbodooooobboobobooooooaon
gbobbbobotoooooobbbobbodoooooobboboooooobbobobo

gbooooog
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9.1 DO0OO

gboudbobbuodgboobbobbooubboooboobboouboon
gboudgbooobboogboobbooboboobobuodgboobbobboonoon
0000000000000 000O00DO00DDbApached 000000 mod-air
gbooboogoobobooooobon
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gbbbuooobbbuodobobboooobbbuoooobboboao

gboobobobogoobobuoooobbboooobbbooooboood

9.2 0OOOO

Dboggboobbooboobboobbooboobbooboobbobbo
gobbobbooogooobbobobbooooooobboobooooooboboon
O0000000000000000 PostgreSQLODOODOODODOOOODOODO
gbobbuoooobbbuoobbboooobbbuoooobbbooaooboo

gobbobbougooooobbobobboooooobboobbboouoogn
goobbobooogooooobbboooooooobboooooobobooboobon
gobbobbbooooooobobbobbuoooooobbooboooooobon
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