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abstract

With the popularization of RFIDs, various researches using the automatic individual recog-
nition technology are being accelerated for its infinite possibility. One of these is the Auto-ID
system lead by EPC Global and Auto-ID Laboratory. The Auto-ID system propose a use case
model where products are maintained by attaching RFID tags which have an ID called EPC,
and detecting the tags over radio transmission allowing identification of individual products.
The meta information of each product, such as the shipping status and their location, are
maintained over a network for use with various applications.

When maintaining product information over a network, it is necessary to have a name
resolution feature which resolves the specific server holding the product’s information. The
proposed method for this in the current Auto-ID system uses the same resolution method
used in the Internet called Domain Name Server (DNS). EPC allocated in each product is
used as keys when searching for the destination server.

The EPC used in the Auto-ID retain its uniqueness by structuring the ID from the vendor
ID, the product number, and the serial number. This structure involves a concern for privacy,
since anyone capable of reading the ID can easily guess the product itself. Thus, a mechanism
to encrypt the ID is needed and is currently being proposed to insure privacy. However, the
proposed method uses plain text when handling the ID by decrypting the encrypted ID. In
a case with package delivery service using Auto-ID, the sender may use the encrypted ID for
the product before handing the package to the postman. If plain text is used when handling
the product, any third party can obtain the original ID. Therefore, it is necessary to utilize
the encrypted ID without any decryption. When applying this in the Auto-ID system, name
resolution system which can handle ID that are not in a structured format, same as those
encrypted ID, is necessary.

In this research, we design and implement a name resolution system capable of handling
the mapping of unstructured ID with its server holding the meta information, as an extension
to the proposed Auto-ID system. This name resolution independent ID format was realized
by using Distributed Hash Table (DHT'), mapping search keys with the hash space.

From this research, name resolution system capable of handling any sophisticated ID format
is realized. By covering the meta information which were visible in the original system to
provide privacy, and still retaining the uniqueness of the ID, the effectiveness of the system

was shown.

Keywords

1, Name Resolve 2, Distributed Hash Table 3, Object Name Service 4, Auto-ID

Faculty of Environmental Information, Keio University
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struct mynode_info{

uint8_t hid[20];
char *ipaddr;

struct routeTable successor;
struct routeTable predecessor;

}s;
N J
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19



5.24 0UU0O0OO0OODOOOOOO

ubooboboboooooooobooooboboooboobobobobobobooboooo
gboboooooooobooboboooooboboboboboooboooboboboboon
gboboobodgbooo

gbobooboooboobooobooboobooboobooooobooobooobobon
gboboobooboooooooooogooboboboboboboboboooooooon
oo0op4ooo0o0oooood

~
struct message{
char message[5]; //000000000000000g
uint8_t hid[20]; /00000000000
char *ipaddr; //IPO000O0
struct routeTable predecessor; //predecessorJUDOOOONO
struct routeTable successor; //successor 0000000
3
N J

Us4 00000000000

gobdboboboboboobooooooooooobobooooooooooooooDn
goboobooboobobobobooobbooboboooobobobobUoboboobnboooo
gooooooon

message 0000000000 message 100000000 BE3A0 00000000000
0000000000000 dooOnl messaged OO OOOONONO successor U O
oooooooooboooooog

0 5.3: message 0 00

message 1 0 O message [ [
successor [1 [0 0 0x01
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~

struct list {
struct list *next;
char message[5];

struct data_key data;
s

struct data_key{
char *ipaddr;
uint8_t hid[20];

};
N J

Os56:000000000000000

ORI 0 000000000000000000000O0
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if ((mp = lookup_entry(data)) != NULL) {
return(-1);

}
if ((new = (struct list *)malloc(sizeof(struct list))) == NULL) {
perror("malloc(O");

return(-1);

new—->data = data->data;

if (head == NULL) {
head = new;
}
else {
for(mp = head; mp->next != NULL; mp=mp->next) {
}
mp->next = new;
}
new—->next = NULL;

gs70000000o0ooooo

if (mp == head) A{
head = mp->next;
}
else {
for(p = head; p->next != NULL; p = p->next) {
if (p->next == mp) {
p—>next = mp->next;

break;

gs8 0b0oooooooonoog

23




for(mp = head; mp != NULL; mp = mp->next) {

for(i = 0; 1 < 20; i++H){
if (data->data.hid[i] == mp->data.hid[i]){
if (i == 19){
return(mp) ;
}
continue;
Yelsed{

break;

g s9 0000o000booaoog
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OeID0000000000000B4000000000BAD0O00

4 )

[Server1]> ./dht

returned HID is 3F7CA9507F266407EC94DESF33D11CD2D28BF56B
IPaddress for HID : ’203.178.141.41°

(I

your_successor is 133.27.25.11
connected to 133.27.25.11
regist forwarded.

(I

your_successor is 133.27.25.11
connected to 133.27.25.11
search forwarded.

(I

062 000000000000

6.3 UQOOO

gbboobuogboobboobuooboboobobodgboo

e NUOODOOOODODOUOOODLDODUODLDDOUODLDDOOODLDUOODLDbOOODbLDOn
gbooooo

e IO IDOOOOOOOODOODODOOODOO

OO0O0OoOOO00OOoObDO DNSOOOOoOOoOoOoOooobDoOoooOooDbDoobobooooDo
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s
[Server2]> ./dht 203.178.141.41 30303

returned HID is A035003DCCC2AD6F1F56475FE1C1BOBOEB2ABE7C
IPaddress for HID : ’133.27.25.11°

connected to 203.178.141.41
(I
Data HID : 98291D0738C84A207B06A4536BDF074FFB7DB407
lookup_entry: No entries in the list.
register done.

(I

Search HID : 98291D0738C84A207B06A4536BDFO74FFB7DB407
Exist Data HID : 25C50D569FCFA4A1EA6F0384113E753EBS8CD296C

Search HID : 98291D0738C84A207B06A4536BDFO74FFB7DB407
Exist Data HID : 98291D0738C84A207B06A4536BDFO74FFB7DB407

EPCIS IPaddr has be found!!

(T

063 000000000000

s
[Client]> ./regist 203.178.141.41 30303

Data 1: 1, ’57F4953DA’
98291D0738C84A207B06A4536BDFO074FFB7DB407

\_

06400000000
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s
[Client]> ./search 203.178.141.41 57F4953DA

Data 1: 1, ’57F4953DA’
98291D0738C84A207B06A4536BDFO74FFB7DB407

EPCIS IPaddr has be found!!
IPaddress for requested HID is 133.27.4.9

[Client]> ./search 133.27.25.11 57F4953DA

Data 1: 1, ’57F4953DA’
98291D0738C84A207B06A4536BDFO74FFB7DB407

EPCIS IPaddr has be found!!
IPaddress for requested HID is 133.27.4.9

\_

U e6s5 00000000
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Index O :

Index 1 :

Index 2

3F7CA9507F266407EC94DESF33D11CD2D28BF56C,

nodehid : A035003DCCC2AD6F1F56475FE1C1BOBOEB2ABETC,
<133.27.25.11>
3F7CA9507F266407EC94DESF33D11CD2D28BF56D,

nodehid : A035003DCCC2AD6F1F56475FE1C1BOBOEB2ABE7C,
<133.27.25.11>

: 3F7CA9507F266407EC94DESF33D11CD2D28BF56F ,

nodehid : A035003DCCC2AD6F1F56475FE1C1BOBOEB2ABE7C,
<133.27.25.11>

(I D

Index 157 :

Index 158 :

Index 159 :

BF7CA9507F266407EC94DESF33D11CD2D28BF56B,

nodehid : A035003DCCC2AD6F1F56475FE1C1BOBOEB2ABE7C,
<133.27.25.11>
TF7CA9507F266407EC94DESF33D11CD2D28BF56B,

nodehid : A035003DCCC2AD6F1F56475FE1C1BOBOEB2ABE7C,
<133.27.25.11>
BF7CA9507F266407EC94DESF33D11CD2D28BF56B,

nodehid : 3F7CA9507F266407EC94DESF33D11CD2D28BF56B,
<203.178.141.41>

0 6.6: Server UOODOOODOOOOOOO
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[0 OB Naming Authority Pointer

B.1 NAPTR RR
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0O B.1: NAPTROOODOOOODO

gooooooo gooooooooon RR O

ORDER gooooooooon 0

PREFERENCE oooooooon 0

FLAGS goo w’

SERVICES oood IA$!http: //company.com/ghi-bin/pmlservice!
REGEXP URIOODOODOOOOOOOO ‘e

REPLACEMENT | 00000000 OO _http._tcp.company.com
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