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Abstract of Master's Thesis Academic Year 2005

Research on Building a User-Centered

Biological Information Sharing System on the Internet

- Summary -

This research proposes a new model to share biological information, which is obtained
at training gyms and home for health management purposes, with health-care specialists
and other individuals through the Internet. This model allows the information sharing to
be user-oriented and in a consistent manner. A prototype system based on this model was
developed through this research as well.

Today, there is increasing interest in health-care in the society for different purposes
such as prevention of life-style related diseases and improvement in quality-of-life. Pro-
grams for health management and physical training are conducted in various locations
including medical and training facilities. Such programs are based on biological informa-
tion of the participants obtained by vital sensors, such as blood pressure monitor, weighing
scale, and so on. Within the services provided today, however, such information belongs
to each organization managing the program. Therefore, a participant cannot make use
of the information consistently if he/she joins multiple programs conducted by different
organizations. The purpose of this research is to propose an information sharing model to
manage biological information in a unified manner, and to enable the users to share the
information with other individuals, such as health-care specialists and friends.

The biological information must be owned by each individual instead of organizations in
order to accomplish such a model. In addition, two issues must be taken into consideration
to achieve biological information sharing on the Internet. The first issue is to insure a
transparent access to the information, while the other issue is to enable users to control
the access to such information according to their preference. The latter is considered to
be particularly important in this research. It is essential to be able to control whom the
information is shared with when making it available on the Internet as biological informa-
tion needs to be protected from unexpected access. This research proposes such a model
with a design and implementation of prototype system called the Biological Information
Sharing System (BISS).

Finally, operation and the quality of the prototype implementation were evaluated and
the system was verified to operate as expected. This proved the contribution of this
research for consistent health management. In this research, a new model for consistent
sharing of biological information was established, with a prototype implementation which
demonstrates the validity of the model.

Keywords

1 Healthcare 2 Biological Information 3 Time Series Data

4 Biological Information Sharing System 5 Access Control

Keio University Graduate University of Media and Governance
Kazuki Hashimoto
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-

UserInfo uinfo = new UserInfo();
AccessInfo ainfo = new AccessInfo();

try{

/ 00000000000 =/
ainfo.uid = xXXXXX;

ainfo.object_name = "xxxxxXx";
ainfo.b_time = "XXXX-XX-XX XX:XX:xxX";
ainfo.method = "xXXX-XX-XX XX:XX:xx";

UmsClient uclient = new UmsClient (uinfo);
/AUMS 00000000000/

/+ 0000000%/
uinfo = getUserInfo();

/00 */
ainfo.auth_flag = auth_user(uinfo);
ainfo.bserver_addr = uclient.get_bs_server(ainfo);
BissClient bclient = new BissClient (uinfo);

/ 00000000000000 */
bclient.request_access(ainfo);

/* 00 00000 =/

}catch(BissAccessControlException bac){
/ 00000000000000000 */
System.out.println(bac.message) ;

0 6.3: BissODODODOOODOO
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Server 100000000000 DDOOODODOOOOODOOOODDOOODODOOOODOOO
ugbooboobooboobooboobuooboboboboobbobbobobooboo
000 0000000000000 ReleDOOOOOODOOORole0ODOOOOOO
goooobooboooobooboobobobbooboboobbobbobboobo
ugbbogobodgboobobod

4 N
CREATE table user_role(
owner_id int NOT NULL,
user_id int NOT NULL,
role_id int NOT NULL,
);

CREATE table role_info(

owner_id int NOT NULL,
role_name text NOT NULL,
role_id int NOT NULL,
policy_file text NOT NULL,
);
_ J

065 00000000000

6.5.3 0OO0OO0OO0OO0

0000000000000 0O000000000 AccessinfoODOODODOODODOODODO
OO0O00DOO0O000D00O wserroled00OD0O0O rolelinfo00000O0O0ODOOODOO
0000000000 SQLO0000OEe D00 000oooooooooooooo
oooooobooooooooobboooooo Iboooo IDODOoOobLOoOOOOO
RDBMSOOOOOOJDBCOOOOOOODOOODOOOOODOOOODOOOOOO
goboobbobooobooboboooboobboooog

SELECT policy_file FROM user_role AS ur LEFT JOIN role_info AS ri \
ON ur.role_id = ri.role_id WHERE ur.user_id = [USERID] \
AND ur.owner_id= [OWNERID];

0 6.6: 000000000 SQLO
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6.5.4 0O0O0OO0OO

000000DO000DO000D0O0D00O00DODOO000DOO0o00ODOOoOoo0oOoonoGg
00000000 DoD00o0oDOO00DO000oDOO00oDoOooDooooOOoooogooogon
00000000 b0o0O0000Db0bO0ob000obOobDO0b00O000On Extensive Markup
Language(XML) OO OOOOOOOPolicyDOOODO load policy D0 0OO0OOOOOOO
000000000 EEMOD0000O0000000D0000DEA 000000000
Oo0Odo XML Schema 00000000 0ODOO0O0O0O0ODOODOOOOO0OODOODOOOOO
000000O0o0O0obOOobOOobOOooOobOoooboooon

~

<?7xml version="1.0" encoding="Shift_JIS"7>
<policy>
<name>my doctor</name>
<pb_time>2005/12/24</pb_time>
<pe_time>2006/12/24</pe_time>
<Subject>
<role>my_doctor</role>
</Subject>
<0Object>
<item>
<oname>l [J </oname>
<optional>place</optional>
<duration>
<b_time>2005/01/01</b_time>
<e_time>2005/12/25</e_time>
</duration>
<Method>detail_view</Method>
<Method>delta_view</Method>
</item>
<item>
-ooog-
</0bject>
</policy>

U6 0o0o0oooooon

6.5.5 UU00O0OO0OODOOOOOOO

000000000000 oo0odo0bDOo0oo0oooooDOoooooDooOooOoon
0000000000 DoDOooDooooooDoooooooXMLOOOOOoDOoooooo
0000000000000 0D00000000o0o0000DOo0oOooooooooOoonag
D000 Ed0 0000000000000 OoUOooUooUoDoUoDoOoO
0000000000 00000o0oo0oDOdDO00oo0oOoDoOoooooooong 40
000000 ReferenceMonitor 0 0 0O OO checkaccess 0 00000000 ODOODOODOO
000000000 DOd ReferenceMonitor 1O O0OOO0OOODOO
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-

<?7xml version="1.0" encoding="Shift_JIS"7>
<xsd:schema xmlns:xsd="http://www.w3.o0rg/2001/XMLSchema">
<xsd:element name="policys">
<xsd:complexType>
<xsd:element name="policy">
<xsd:element name="name" type="xsd:string" />
<xsd:element name="Subject">
<xsd:complexType>
<xsd:element name="role" type="xsd:string" />
</xsd:complexType>
</xsd:element>
<xsd:element name="Object">
<xsd:complexType>
<xsd:element name="item">
<xsd:complexType>
<xsd:element name="oname" type="xsd:string" />
<xsd:element name="duration">
<xsd:complexType>
<xsd:element name="b_time" type="xsd:string" />
<xsd:element name="e_time" type="xsd:string" />
</xsd:complexType>
</xsd:element>
<xsd:element name="method" type="xsd:string" />
<!\-- 0O -->
</xsd:complexType>
</xsd:element>
</xsd:element>
</xsd:complexType>
</xsd:element>
</xsd:schema>

0 6.8: 0000000 (XML Schema)
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package jp.ad.wide.sfc.kazuki.biss.server;
class RefMonitor{

boolean check_policy_date() throws RefMonitorException;
boolean check_bio_object() throws RefMonitorException;
boolean check_object_duration() throws RefMonitorException;
boolean check_object_method() throws RefMonitorException;

boolean checkaccess(Policy policy, AccessInfo ainfo){
check_policy_date();
check_bio_object();
check_object_duration();
check_object_method() ;

O 6.9: ReferenceMonitor 0 O O

6.6 User Management System [ [ []

00000000 0D00DO0O0DOOUser Management System OO0 0000000000
0oo0ooooboobooooooobo Ipo IpP0O0000Do00oooobobOobOobon
000000000 SQLOUDO0OOODODOD0O0OODO0O0DDOO0oo0ooooooon
ooboooood

CREATE table user_bs(
user_id int NOT NULL,
bs_addr cidr,

)

0 6.10: 00000000000

6.7 UO0OU

vbobooobobobooboobobobobooouobobobooouobobabo
0000000000000 0OUUUUOO JavaOD O OOOO BISSOOOOOO Biological
Server 000000000 O0ODDOO0ODOOOODOOOODODOOODOOOOOOODOODO
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gobooboobbooboobobon
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goooo
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gbooboooboobooboobooboobooboobooboobooobooonoon
goboobogobbooboobbooboo

712 0OJO00OO0OO0OOODOOOO

goooboobooboooboobooboobooboobooboobooobon
OO0 BISSOOOOOO uUMSOOOOOOODOOODODOoOoOOoOoOOoOoOoOobOoOoDOoO
gooooIibboooboobooooooooboooooooooo IpO00b0oobDOoOoDO
gboooboooboobbooboobooboobooboboobooobooboboon
00000000010 o0O
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## 00 0000000000000 0O0O00ODOOO0OOO
ecare’, java UMSTest

Input UserId : 12345

[Send] SQL Request message. ..
[Receive] IPaddr = 133.27.181.7
Success Discovery...

ecarel,

#0000 000000000O00
love’, psql ums_db

ums_db=# SELECT * FROM pg_stat_activity;
datid | datname | procpid | usesysid | usename | current_query
——————— e Eatat e T Attt

16934 | ums_db | 28304 | 100 |  ums | *1

(*1: SELECT * FROM user_bs WHERE user_id = 12345)

U7 00000000000000000000O

mytrainerxml 000 0000000000000 OOO0ODOO0ODO0OODOOOOOODOOO
ubbooboobbooboobbooboobbooboobobooon

0000000200 000000 A0000BOOOODOODOOODO AQOOOODOO
UOmytrainer 000000000 BOOOOOOOO

0000300000000 mytrainer 00 0000000000000 OOOOOO
O00000000OweightDOOOOOO 2005/11/01 00 2005/12/200 0 O delta_viewd O
ubboobogboooo

0000000000000 0000000000O00000000M4A0000o0O
ooooooooooooooooboboooooobboooooooboobbo Iboogooo
ubboobooboobboobadd

0000000000000 000000000o00o0ooO0o0oooooooooo
DO0D00D0o00O0b00o0bOo0DOl deltaviewd ODOOO0OODOOO detail_view O
OO0O0O0OOdetailviewODOOOOOODOOOOOOOOO0ODOOOOODOOOODOOOOODO
oogd

UobOo0bbooobbOoo 20050 1101000 20050 120 20000 20050 100
100020050 1202000 0000000000000000OOOO0OCEOO0O0OO

gboogoboooboboobobooboobuooboobobobooboboobooboo
goobooboooboooboooboobooboooboboboboboboobobooobon
uobobooobooboooboboobbooobobooobboobbooobbooooboon
gboboobooooo
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### 0 0 A0 uwid= 100000 000000 my_doctor I my_trainer O OO
ecare’, psql biss
biss=# SELECT * FROM role_info WHERE owner_id = 10000;

owner_id | role_name | role_id | policy_file |
—————————— T T B
10000 |  my_doctor | 10 | mydoctor.xml |
10000 |  my_trainer | 11 | mytrainer.xml |
(2 rows)

#0000 B(uid=12345) 00 O000000O0D0O0O ADDOO
biss=# SELECT * FROM user_role WHERE user_id = 12345 AND owner_id = 10000;

owner_id | wuser_id | role_id |

__________ +___________+__________

10000 | 12345 | 11 |
(1 rows)

-

07200000

##U U0 AU0D00O00000 mytrainer.xml

ecare’, cat mytrainer.xml

<0Object>
<item>
<oname>weight</oname><!--0 000000 -->
<duration> <!--0 000 -->
<b_time>2005/11/01 0:00:00</b_time>
<e_time>2005/12/20 23:59:59</e_time>
</duration>
<method>delta_view</method><!'--0 00000000 -->
</item>

r3: 0000000
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### 00000000 (OO0 1D 12345000000 10000000 OO00OO0O0DOO COOOO O

ecarel, java BissAccessTest -u 12345 -o 10000 -i weight -m delta_view \
-bt ’2005-11-01 0:00:00° -et ’2005-12-20 23:59:59’

connecting BServer...

[Send] Request Access

[Receive] Access check OK!

[Receive] delta_view result = 6.3 kg

connection closed...

ecare,

#000000000000

07400000000

-

### 0000000 (OO0O00D00O000 delta_viewdO detail_viewO O O)

ecare’, java BissAccessTest -u 12345 -o 10000 -i weight -m detail_view \
-bt ’2005-11-01 0:00:00° -et ’2005-12-20 23:59:59’

connecting BServer...

[Send] Request Access

[Receive] Access check NG! (not permitted access method)

connection closed...

ecare/,

###0 0000000000

075 00000000 (0000OODO)

-

### OO0O000 (CO0O00DOO0O0O0O"2005/10/01 O 2005/12/20"000)

ecarel, java BissAccessTest -u 12345 -o 10000 -i weight -m detail_view \
-bt ’2005-10-01 0:00:00’ -et ’2005-12-20 23:59:59’

connecting BServer...

[Send] Request Access

[Receive] Access check NG! (not permitted access duration)

connection closed...

ecare},

#@#U oo ooaooan

07600000000 00O0O0O0O)
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