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Abstract of Master’s Thesis

Academic Year 2005

Wide Area Multicast Network Monitoring

This thesis proposes a monitoring system for supporting multicast operation in a wide
area network. The main objective of this research is to provide a multicast state visu-
alization in a certain network, such as bandwidth consumption and multicast routing
status.

Operating multicast networks is more complex than operating unicast networks, because
routers duplicate multicast packets when necessary to reach all receivers, and there is no
congestion control. Besides that, multicast traffic paths can change according to the
multicast routing state, such as from RPT (Rendezvous Point Tree) to SPT (Shortest
Path Tree) on PIM-SM routing protocol. Therefore, monitoring multicast states and
paths is essential for network operation.

This system focuses on networks using PIM-SM and OSPF as the multicast and unicast
routing protocols. This system retrieves the PIM-SM multicast routing information from
routers, and infers the multicast path from the source to the router using the network
topology information obtained from OSPF. The system then visualizes the results using
WWW. Inferring multicast paths from the available information means that we can mon-
itor the multicast states of a network by monitoring certain routers only, i.e. Rendezvous
Point of Receiver side router.

The results of this research will contribute to a better multicast network operation, en-
abling to realize network infrastructure for multicast-enabled services, which are expected

as the key issues in the rich communication in the future Internet.

Keywords :
1. Multicast, 2. Routing, 3. Monitoring,

4. Operational Support, 5. Visualization

Keio University Graduate School of Media and Governance
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> netstat -g ‘\
Virtual Interface Table
Vif Thresh Rate Local-Address Remote-Address Pkts-In Pkts-0ut
0 1 0 202.249.25.234 77233 14462
1 1 0 202.249.25.193 0 43624
2 1 0 202.249.25.234 23433 25742
Multicast Routing Table is empty
IPv6 Multicast Interface Table
Mif Rate PhyIF Pkts-In Pkts-0ut
0 0 fxp0 18606222 2302168
1 0 fxp1l 653665 17380877
2 0 reg0 2220264 48637
IPv6 Multicast Forwarding Cache
Origin Group Packets Waits In-Mif Out-Mifs
2001:d30:101:2::501:238 f£f05::1151 23242 0 0
2001:d30:101:2::501:253 ££38:0:2001:430: 660807 0 0 1
N J
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3.1. bogoobooboooggoo

é N

> mrinfo mbone.phony.dom.net
127.148.176.10 (mbone.phony.dom.net) [version 3.3]:
127.148.176.10 -> 0.0.0.0 (?) [1/1/querier]
127.148.176.10 -> 127.0.8.4 (mbone2.phony.dom.net) [1/45/tunnel]
127.148.176.10 -> 105.1.41.9 (momoney.com) [1/32/tunnel/down]

127.148.176.10 -> 143.192.152.119 (mbone.dipu.edu) [1/32/tunnel] )
-

O 3.1: mrnfoOd0 0000

Mtrace

MtraceOOOODOOOIGMPOODOOOODOOOODOOODOOODOOOOOOO
O000000000000000 [[@Poooooo0o0ooooooooooooooo
gbgobobboobooboobooboobobboboobooboobo

Mtrace OO ODOOO [[400B2O0O0O0O0OO0O0O0OOO0O0O0OO0OOO0OOOOOO
gboobobobobobobobboboboboboboooboobobobobo
gboobgooboobooo

~
% mtrace 192.168.1.1
Mtrace from 192.168.1.1 to 192.168.3.2 via group 224.2.0.1
Querying full reverse path...
0 gios4-fxp0.hakoniwa.soi.wide.ad.jp (192.168.3.2)
-1 gios2-fxp0O.hakoniwa.soi.wide.ad.jp (192.168.3.1) DVMRP thresh” 1
-2 giosl.hakoniwa.soi.wide.ad.jp (192.168.1.1)
Round trip time O ms
Waiting to accumulate statistics... Results after 10 seconds:
Source Response Dest Packet Statistics For Only For Traffic
192.168.1.1 192.168.3.2 A1l Multicast Traffic From 192.168.1.1
v -/ rtt 0 ms Lost/Sent = Pct Rate To 224.2.0.1
192.168.1.2
192.168.3.1 gios2-fxp0.hakoniwa.soi.wide.ad. jp
v \__  ttl 1 1 0 pps 0 0 pps
192.168.3.2 192.168.3.2
Receiver Query Source
N J

O 3.2: mtraceOOOOO

OO00O00OMtraceD 0000000 DOODOODOODOOOOOOOOODOOOODOO
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g3b00gooo

gbbobuooboobuoobboobbuoobbuoobobooobooobobobbo
gobbbooooboboooobobobooooboon

3.1.2 pimsdl pim6sd 0 0 0O 0O O

pimsd O pim6sd O PIM-SM O PIM-DM O OO OUODOOpim6sd D00 O0ODOOOO
pimstatd pim6stat D OO0 000000000 pim6sd0 0000000000000

pimstat DO OPIMOODOO0DODOOOO0OOOOO0O0OOOOOOO0O0LOoOoonDg
Ooooooooooogo PIMOODODODJonO0OO0O0O0OOOOOOOOOODO
O0bo0ooboobooobooboooooPIMOODOO pimsddpimésd D0 00O0OOO
000000 pimstat 000000000 Opim6stat 000000 B3COO0O

3.2 OUOOO0OOOOOOO

gbbogbogboogobouoobbuoobuoobuoobbooboooboooboboo
0000 MBoneOOODODOODOODOODODODODDOOOOOO [[Hl0000O0O0OO0O
goboboogobbbuoooboobooan

e Multimon
Mutmon O OO OOO0O0OO0OOOOOOOOOOCOOOOOOOOOOOOOOO
O00000000000000000000000000000000D0 [160

e Route Monitor
Route Monitor  ODVMRP O OO OO OO Route Update D0 OO OO OOOOO
000000000000 [I70000000000000000O000OO000OO0
0ddddddo0ooOoooooooooooboDooobD oo ooooOooOoaoa
ododdooooooooooooooo

e Sdr-monitor
Sdr-monitor 000000000000 00000O00O0OO0O0O0OOO0OO [18[190
0000000000000 00D0O000D0O00000b000DD00D0Odsdr
O0000 ROOoO0O00O0000O00000O00WEBOOODDODOOOOOODOOO

e Mantra
MantraUOUOUOUOUOOooooooobboooooooooooooobobobo
000000000000 00000000 RIOMantra000000B4A000O0
Mantra 0 0 O MBGP (Multicast BGP) [22]0 MSDP (Multicast Source Discovery
Protocol) 23|00 0000000000000 O00O0O0O0OOOO0OOODOOODOO
guoodoobobobbbbtbbooooooouoobobbbbbboooooo
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3.2, 00000b0bObOdgo

é N
Multicast Routing Table
Source Group RP-addr Flags
——————————————————————————— (%,G)——————————
IN6ADDR_ANY ffle::4321 3ffe:501:2400:0:2c0:4fff:fe68:4188 WC RP

Joined oifs: ..........
Pruned oifs: ..........
Leaves oifs: 1.........
Asserted oifs: ..........
Outgoing oifs: o.........
Incoming e I.
Upstream nbr: fe80::220:eaff:fe00:1432

TIMERS: Entry JP RS Assert MIFS: 0 1 2 3 4 5 6 7 8 9

0 60 0 0 0O 0 0o 000 0 0 0 O
——————————————————————————— I B
3ffe:501:2c24:2100:200:e2ff:fel12:3cb7 ffle::4321 3ffe:501:2400:0:2c0:4fff
:£e68:4188 SPT CACHE SG
Joined oifs: ......... J

Pruned oifs: ..........
Leaves oifs: ..........
Asserted oifs: ..........
Outgoing oifs: ......... o
Incoming E
Upstream nbr: NONE

TIMERS: Entry JP RS Assert MIFS: 0 1 2 3 4 5 6 7 8 9
210 60 0 0 00000000O0O

Number of Groups: 1
Number of Cache MIRRORs: 1

——————————————————————————— RP-Set----—--------———-——mm
Current BSR address: 3ffe:501:2409:180:2c0:4fff:fe68:418f
RP-address Incoming Group prefix Priority  Holdtime
3ffe:501:2400:0:2c0:4fff:fe68:4188 8 ffle::4321/128 0 135
pc3.nezu.wide.ad. jp 8 ££00::/8 10 135

- J

0 3.3: pim6stat 0 00O 0O O

e MantaRay
MantaRay 0O O CAIDA (Cooperative Association for Internet Data Analysis)[24] O
0000 MBoneOOOOOOOOOOODOOODOOODOOODORIODOOOOO
gbobbuooobbbuooobbbuoobbbooobobbooobobbooon
OoooobooooobooodOMbene0 O OOOO0OO0OOCOOOOOO0ODOOOO
gobobooogboo

e MRM
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g3b00gooo

Session and Member Statistics (A11 Monmitored Routers) in Last 1 Week

it

A i’

HIATLI0 T400 ¢ TiLddy

0.0 T - ———— S b
Fri sat Sun Mon Tue Wed

M #unique Participants O #Sroups O #active senders
O #keceivers per Group(x100) [0 #Active Senders per Group (xX100)

Averages——> {IGroups: 934 Group-size:d

Counts (not stacked)

(updated: 01/10/2002,12: 30000 PST)

O 3.4: MantraO O OO

MRM (Multicast Reachability Monitor protocol) DD 0000000000000
O000000000000000000000000000 20 27 280000
ooooo0oooooooooobooOoOooooooooooooboooooooo

Mview
MviewOOMBoneOOOQOQOQOQOOoOOOOOOOOoOoOooooOOoOoogoogoono
290Mstat[30] 000 000000000000 0O0O0O0OO0OOOOOOOOOO

0000000000000 000O0O0OOSNMPBIJCOOoOOOOOOOOOO
gobobog

Mmon

Mmon O O Hewlett-Packard 0 D0 0 0 0000000000000 [32]0 SNMP O
o0 oo ooooogno
Jdodoodoogoogoogoogogog

Mlisten (Mbone Collection Tool)

RTCP (Real Time Transport Control Protocol) 33|00 0000000000000
gdddoodooooooooobbobbobbbobbbboooooooooo
00000000 3Bsoooo0doo000oo0o0o0ooooooooooo
ggdtboooobtbodobooogboboboobbbodoooooobobooobooo

3.3 Uooooonon

O0ooo0OooooooocoBIoooooOoo

gbbogboobobboobbooboboboobobuoobbogboboooboo
goboboooobobbooooooboooobbbuoooobboooobboooon
gbbodgbbuooboobboobbouoboobboboooboooboboobb
oo

gboboboooobbbuoodobbobobboooobo
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3.3. Duoooooo
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FreeBSD 4.11-RELEASE-p13

CPU Pentium IIT 1.0GHz
Memory 1024MByte
Hard Disk 40GByte
gce version 2.954
Routing Daemon | zebra 0.95[37]
xorp 1.1[3§]

Visualization

Graphviz 2.2[39]
Netpicture 0.0.1
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6.3. DUoogooboga

OSPF-MIB: :ospfLsdbAreald.0.0.0.0.routerLink.202.249.24.2.202.249.2 h
4.2 = IpAddress: 0.0.0.0
OSPF-MIB: :ospfLsdbAreald.0.0.0.0.routerLink.202.249.24.5.202.249.2
4.5 = IpAddress: 0.0.0.0
OSPF-MIB: :ospfLsdbAreald.0.0.0.0.routerLink.202.249.24.39.202.249.
24.39 = IpAddress: 0.0.0.0
OSPF-MIB: :ospfLsdbAreald.0.0.0.0.routerLink.202.249.24.42.202.249.
24.42 = IpAddress: 0.0.0.0
OSPF-MIB: :ospfLsdbAreald.0.0.0.0.routerLink.202.249.24.43.202.249.
24.43 = IpAddress: 0.0.0.0
OSPF-MIB: :ospfLsdbAreald.0.0.0.0.routerLink.202.249.24.50.202.249.
24.50 = IpAddress: 0.0.0.0
OSPF-MIB: :ospfLsdbAreald.0.0.0.0.routerLink.202.249.24.226.202.249
.24.226 = IpAddress: 0.0.0.0
OSPF-MIB: :ospfLsdbAreald.0.0.0.0.routerLink.202.249.24.253.202.249
.24.253 = IpAddress: 0.0.0.0
- )
0 6.3: OSPF-MIB::ospfLisdbAreald O O [
OSPF-MIB: :ospfLsdbAdvertisement.0.0.0.0.routerLink.202.249.24.2.20 h
2.249.24.2 = Hex-STRING: 00 04 02 01 CA F9 18 02 CA F9 18 02 80 00
0D E9
59 BC 00 30 00 00 00 02 CA F9 18 CO FF FF FF FO
03 00 00 OA CA F9 18 1C CA F9 18 02 02 00 00 OA
OSPF-MIB: : ospfLsdbAdvertisement.0.0.0.0.routerLink.202.249.24.5.20
2.249.24.5 = Hex-STRING: 00 03 02 01 CA F9 18 05 CA F9 18 05 80 00
02 AA
7C 56 00 3C 00 00 00 03 CA F9 18 1C CA F9 18 05
02 00 03 E8 CA F9 18 FC CA F9 18 FB 02 00 00 64
CA F9 18 2E FF FF FF FF 03 00 00 OA
OSPF-MIB: : ospfLsdbAdvertisement.0.0.0.0.routerLink.202.249.24.39.2
02.249.24.39 = Hex-STRING: 00 02 02 01 CA F9 18 27 CA F9 18 27 80
00 0B 31
N J

0 6.4: OSPF-MIB::ospfLsdbAdvertisement O 00 [

6.3.2 Graphviz O[O

GraphvizOOOUODOOODODOODOOOOOODOOdotOODOOODOODOODOOODO
OO0GIFO PNGOJPGUOUOOODOODODODODOOODODODOODOODODOOO
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000000000000 00000DO0DbO000dot00D0O0O0OO0RBADODDO

g N
digraph "ospf-net" {

graph [clusterrank=none, label="2006/01/06 00:00:09 ai3.net"];
node [color=black, shape=box];

edge [arrowhead=none];

"202.249.24.252/29 " -> "n6-gate.ail3.net" [style=invis];
"202.249.25.3/27 " -> "sfc-gate.ai3.net" [style=invis];
"202.249.25.244/27 " -> "pim-rp.ai3.net" [style=invis];

0 6.5: OSPF-MIB::ospfLsdbAreald 00 O [
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6.6. DOUOgoooo

4 B
<router id="202.249.26.1">

<mfc groupAddr="234.1.1.1" sourceAddr="202.249.24.241">
<rp addr="202.249.25.225" pimState="StarG"/>
<!-- pimState: StarG|SG|SGrpt -->
<traffic>
<o0ld byte="1062" second="1136783916"/>
<cur byte="3062" second="1136783976"/>
</traffic>
<incoming net="202.249.25.192/27" addr="202.249.25.194"/>
<outgoing>
<out net="202.249.26.0/29" addr="202.249.26.1"/>
</outgoing>
</mfc>
</router>

_ )

O66: 00000000000 XMLOODOOO

6.6 UOODOOOO
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s ™

<?xml version="1.0" encoding="UTF-8" standalone="no"7>
<!DOCTYPE svg PUBLIC "-//W3C//DTD SVG 1.0//EN"
"http://www.w3.org/TR/2001/REC-SVG-20010904/DTD/svgl0.dtd">
<svg width="852pt" height="720pt"

viewBox = "-1 -1 851 719"
xmlns="http://www.w3.0rg/2000/svg">

<g id="graphO" class="graph" style="font-family:Times-Roman;fon
t-size:14.00;">

<title>ospf&#45;net</title>

<text text-anchor="middle" x="425" y="705">2006/01/07 11:26:05
wide.ad. jp</text>

<g id="nodel" class="node"><title>202.249.24.28/27</title>

<ellipse onclick="this_click(evt);" cx="213" cy="22" rx="62" ry
="18" style="fill:none;stroke:blue;"/>

<text text-anchor="middle" x="213" y="27">202.249.24.28/27</text>
</g>

</g>

</svg>

O 6.7 S5vGOOODO
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Operating System | FreeBSD 4.11-RELEASE-p13

CPU Pentium IIT 1.0GHz
Memory 1024MByte
Hard Disk 40GByte
gce version 2.95.4
Routing Daemon | zebra 0.95[37]
xorp 1.1[3§]

Visualization Graphviz 2.2[39]
Netpicture 0.0.1

User Interface SVG

— 0Doogodgbooboboogoboo
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