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Abstract of Master’s Thesis

Academic Year 2005

Research of Malicious Packet Scoring Method

based on Bayesian Analysis

IDS is a well known method for identifying malicious traffic such as Worms and DoS
attacks. However, IDS is difficult to be deployed in high speed networks, and still
cannot detect unknown attack methods.

In the research, we proposed a new method to solve the issues mentioned above
based on the values of IP packets’ header fields only.

From deep analysis between the traffic collected with Honeypot and the traffic from
real research & education network, we discovered malicious packets have distinctive
patterns in the header field. Using this pattern with Bayesian theory, we proposed a
scoring method for IP packets.

For evaluation, we scored the packet of the research network using our proposed
method and evaluated in both qualitative and quantitative way. Based on these eval-
uations, we found that this method has a advantage in computational resources, com-
pared to existing IDS methods.
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1. Internet, 2. Security, 3. Packet Classification, 4. Intrusion Detection

Keio University, Graduate School of Media and Governance
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O 5.1: Dumnet 00000
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HDD 73GB (10,000rpm)
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(O] Debian GNU /Linux 3.1 (kernel 2.4.27)
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5.1. 0obooon

gsbobooboobuoobooboobon

[ 5.2: Main Scenario0 0000000 (D00 TCPOOOD)

goodg |joodgd ud

21 /tcp FTP 00000000 (GuldFTPd)

25/tcp SMTP 00000000 (Microsoft ESMTP MAIL Service)

42 /tcp WINS ooooo

53/tep DNS ooooo

68/tcp DHCP ooooo

80/tcp HTTP 00000000 (Microsoft-11S/6.0)

81/tcp HTTP 00000000 (Microsoft-I1S/6.0)

82/tcp HTTP D0000000 (Microsoft-11S/6.0)

83/tcp HTTP 00000000 (Microsoft-I11S/6.0)

88/tcp Kerberos ooooo

110/tcp POP3 00000000 (Microsoft Windows POP3
Service Version 2.0)

119/tcp NNTP goood

135/tcp MS RPC gobooood

139/tcp NBT Session Service 00000oooo

389/tcp LDAP goodn

A43/tcp | HTTPS 0oooo

445 /tep NBT SMB goooooon

464 /tcp kpasswd ooood

522 /tcp NetMeeting User Location ooooo

563 /tcp NNTP SSL goood

593 /tcp RPC over HTTP oooooooo

636/tcp LDAP SSL goognd

1025/tep MS RPC 1025 goodn

1026/tcp MS RPC 1026 goodn

1027 /tep MS RPC 1027 goodn

1028/tcp MS COM+ Internet Services | 00000000

1080/tcp WinGate ooooo

1214 /tcp Grokster, P2P file sharing oooog

1433 /tcp SQL Server ooopDooooo

1494 /tcp Citrix goognd

2234 /tcp Directplay ooood

3128/tcp IIS Proxy 00000000 (Microsoft-11S/6.0)

3268 /tcp Global Catalog Service ooood

3389 /tcp Windows Terminal Server o000ooooo

4662 /tcp eDonkey2000, P2P file sharing | 00000

5000/tcp MS Universal Plug and Play ooooo

5631 /tcp PC Anywhere 1 ooooo

5632/tcp PC Anywhere 2 ooooo

5900/tcp VNC gobooood

6112/tcp CDE goodn

6346 /tcp BearShare ooooo

6881 /tcp BitTorrent ooooo

8080/tcp IIS Proxy 00000000 (Microsoft-11S/6.0)
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[0 5.3: Main Scenario 00000000 (DOD UDPODOODO)

gooodg (oooad oo

42 /udp WINS oo

88 /udp Kerberos ooooo
137/udp NBT Name Service 0000ooooo
138 /udp NBT Datagram Service 00000oooo
161/udp SNMP oooon
389/udp LDAP gooon

1434 /udp SQL UDP Server dooooooo
1900/udp | MS Universal Plug and Play | 00000

3268 /udp | Global Catalog Service ooood
4672/udp | eMule ooooo
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0 5.4: Main Scenario 0 00O 0000 (TCPOODOODOOOOOOOODOOOOODOO)

uoodno |gogo gd

999/tcp WinSatan ooooo

1024 /tcp NetSpy, Trojan ooood

2023 /tcp Hack City Ripper Pro, Trojan | OO OO0

2774 /tcp SubSeven Chat 00000000 (kfSubSeven Chat)
3127 /tep MyDoom Backdoor 00000000 (MyDoom)
3355/tcp Hogle SMTP, Trojan O00ooOoooo (SMTP)

3410/tcp OptixPro, Trojan ooood

4444 /tcp Blaster, Trojan 00000000 (Command console)
5554 /tep Sasser 00000000 (Command console)
6129/tcp Dameware 00000000 (Dameware)
6912/tcp Shit Heep, Trojan 0o

6969/tcp GateCrasher, Trojan oooog

6970/tcp GateCrasher, Trojan ooooad

7394 /tcp Unknown ooooo

7215/tcp SubSeven Matrix 00000000 (kfSubSeven Matrix)
8879 /tcp Hack Office Armageddon ooood

8967 /tcp Command console 00000000 (Command console)
9898/tcp Command console 00000000 (Command console)
9996 /tcp Sasser worm conole gooond

10085/tcp | Syphillis, Trojan OoQd

11768/tcp | dipnet, trojan ooood

17300/tcp | Kuang 2, Trojan googond

20000/tcp | Millennium, Trojan oo

20034/tcp | NetBus gooon

20168/tcp | Lovegate worm 00000000 (Command console)
20525/tcp | Unknown ooooo

21544 /tcp | GirlFriend, Trojan ooood

23476 /tcp | Donald Dick oo

27015/tcp | Half Life googod

27374/tcp | SubSeven Server 00000000 (kfSubSeven Server)
29891 /tcp | The Unexplained, Trojan ooood

31337/tcp | Eleet, Trojans ooood

36794/tcp | Bugbear ooood

41170/tcp | Unknown ooooo

54283 /tcp | SubSeven2.1 Trojan 00000000 (SubSeven2.1 Trojan)
54320/tcp | Back Orifice 2000, Trojan ooooo

57341 /tcp | NetRaider, Trojan ooood

60609/tcp | mIRC Trojan ooooo

65432/tcp | The Traitor, Trojan oooga

65535/tcp | RC1 Trojan, Trojan ooood
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(1 5.5: Main Scenario 00000000 (UDPOODOOOODOOOOOOOOOOOO)

gooog |boogd gd

69/udp Blaster, Trojan ooooo
10000/udp | Unknown ooo0o0
20000/udp | Millennium, Trojan oooog
29891 /udp | The Unexplained, Trojan | 00 O 00O
31337/udp | Back Orifice, Trojan 00

65432 /udp | The Traitor, Trojan ooooo

00 5.6: KFSensor DO OOQOQOOO

ooooooo O
MaxClients 256
MaxConcurrentConnectionsPerIP | 20
MaxConnectionsPerIP 100
MaxPortsPerIP 100
MaxReceiveSize 1024000
MaxTCPConnections 1000000
MaxUDP Connections 1000000

O 5.7: KFSensor 00O OO

oooooo SuperMicro 6022C

CPU Intel Xeon 2GHz * 2

HDD 73GB * 3

ood 2GB

osooooooood VMware GSX Server 3.1.0

0000 HDD 10GB

ooooood 384MB

gooo oS Windows Server 2003 Enterprise Edition
000000000000 | KFSensor Enterprise Edition Version 3.0.4
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TCP 59.44% 98.95% 80.64% 100.0%
UDP 27.84% 0.85% 13.35% 0.0%
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