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Abstract of Bachelor’s Thesis

Academic Year 2006

The Proposal and Validation of
Bot Detection Method based on Flow Sequences

Abstract

Bot is a host infected by malicious software, botware. A plenty of Bots construct a
Botnet, and cause various threats, such as Distributed Denial-of-Service Attacks (DDoS
attacks) and sending of spam mails, by the instruction of malicious attackers. The
majority of countermeasures against these threats utilizes existing security techniques
since botware infects hosts exploiting existing vulnerabilities like a computer virus does.

However, there are two reasons why the existing security measures are not effective
against botnets. Firstly, due to the frequent appearance of subspecies and easiness
of updating bots, existing detection methods which focus on the packet header or
payload are insufficient against botnets. Secondly, because bots are distributed over
the networks it is difficult to cope with the detected bots.

A method to detect bots which solves these problems is proposed in this paper.
Subspecies are detected through focusing on the order of traffic flows and extracting
the distinctive flow context. Furthermore, the method for network administrators
to identify bots is proposed through the detection at the border between internal and
external network. Finally, a system is designed and implemented based on the proposal.

Our research enables the detection of unknown botwares, and the effective treatment
against bots become possible.

Keywords :
1. Internet, 2. Security, 3. Botnet, 4. Flow

Keio University , Faculty of Environmental Information

Akira KANAI
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o

.'
192.168.0254 | > packet
mirror dump
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RAR

192.168.0.100
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2,63 UUOOooUobDoboOoO

gbogbobuodgbbdooobooobuoobobuobbodgbbooooboon
Ooooobooobodttepdumpd 00000 oobooobooboobon
gobobbobobbbouooooobbbobboobbboooooobobboobn
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2.6.

gooboogod 020 00000d

O

gbooodgg

O000000000000000000 tepdumpO0 0000000 0ORIOOODO

a N
1 /¥00 */
2: 422.685616 218.x.x.x 192.168.1.100 TCP 2035 > epmap [SYN]
3: 422.685991 192.168.1.100 218.x.x.x TCP epmap > 2035 [SYN, ACK]
4: 422.800352 218.x.x.x 192.168.1.100 DCERPC
5: 422.800675 192.168.1.100 218.x.x.x DCERPC
6: 422.852140 218.x.x.x 192.168.1.100 MGMT
7: 422.853104 192.168.1.100 218.x.x.x MGMT
g /¥O00ooooog */
9: 423.781109 192.168.1.100 218.x.x.x TFTP Read Request, File: WindowsLogon.exe
10: ---TFTPODOOOO ---
11: 455.381920 192.168.1.100 218.x.x.x TFTP Acknowledgement, Block: 455
12: 455.577860 192.168.1.100 218.x.x.x TCP epmap > 2144 [FIN, ACK]
13: /*000 IRCOODOOOOOOOO */
14: 474.218393 192.168.1.100 192.168.1.254 DNS Standard query A vrOOm.example.be
15: 474.255759 192.168.1.254 192.168.1.100 DNS Standard query response A 72.x.x.x
16: /¥ cgcoooooono */
17: 474.257812 192.168.1.100 72.x.x.xx TCP 1033 > 6667 [SYN]
18: 474.408865 72.x.x.x 192.168.1.100 TCP 6667 > 1033 [SYN, ACK]
N J

25 000000000000000

gbbooodgbog1bbo
line 1-7: Windows NT O OO RPCDCOM OOOODOODOODOO
line 9-11: TFTPOOOO0OODOODOOOOOOOOO
line 12: DOUODOO0ODOOODOODOOOOO
line 14-15: C&COOOOOODOOOODO
line 17-18: IRCODODOO C&LCOOODODOOO

C&C

O0000o00DoooReEDODO0

OOoboobobooob10IRCO0O0OODbOODOOn
line 1-10 : C&COOOO0ODOOOODOOOOOOODOOODOO
line 11-13 : OOO0DOOO00O0OO0DOOOOO0O ClassBOOOOODOOOOOODO
gbobobooooon

line 14 : OOOD0OO0OOO000OODOO kne 15-19: 000000 C&COODODOOO

gbobobodd
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26 JO00ooOoOOoOoO

020 00000d

2:

5:

10:
11:

1: >>NICK [|—081832
>>USER vrwiphvp 0 0 :[]—081832 3 >>JOIN ##damn## fucked 4
>>USERHOST [|—081832

>>MODE []—081832 -xt

>>JOIN ##damn## fucked

<<2 MODE []—081832 :+iwz

<<:Nasty.example.net 302 [|—081832 :[{[—081832=+ host@mydomain.jp
<<:[]—081832 MODE []—081832 :-x

<<: [ ]—081832!host@mydomain.jp JOIN :##damn##

>>PRIVMSG ##damn## :.n.z.m. (root.p.l.g) .... Random Port Scan started

on 192.168.x.x:445 with a delay of 5 seconds for 0 minutes using 250 threads.
12:
on 192.168.x.x:1433 with a delay of 5 seconds for 0 minutes using 250 threads.
13:

>>PRIVMSG ##damn## :.n.z.m. (root.p.l.g) .... Random Port Scan started

>>PRIVMSG ##damn## :.n.z.m. (root.p.l.g) .... Random Port Scan started

on 192.168.x.x:135 with a delay of 5 seconds for 0 minutes using 250 threads.
14:
15:
16:
17:
18:
19:

<<:Nasty.example.net 404 [[[—081832 ##damn## :You need voice (+v) (##damn##)
<<: [ ]—791597brhvcjdq@58.x.x.x JOIN :##damn##

<<:[]—217134 uijummjg@221.x.x.x QUIT :Connection reset by peer
<<:[]—738136!pmlaizd@otherdomain.jp JOIN :##damn##
<<:[]—3849563!dcjydfo@221.x.2.12 QUIT :Ping timeout

<<: [ ]—08644Timmcino@221.x.x.16 JOIN :##damn##

~

O 26:C&COOO0DOOODOOO

OO000DO0b00bO0b0ooooogn tepdomp 00000000 RADODDO

gbooboboogobog 2000

line 1-4:LSASSOO0DO0OOO00OOODOO
Line 6-9:FTPOO0O0O0OO0OO0OOOOODOODOONO Well-knownODOOOOOOOOd
0 152280000000

line 11-12: TFTPODOO0ODOO0ODOUODODOODOOOOOODOOODOOOO
line 14-15: C&COOOOOODODOOODO

line 17-20: IRCODO0O0O C&LCOOOOOODOODOOOOONO Well-knownO DO OODO
gboooga3eoobbbooodn

ooogboooboobo 2000rFTPO0O0OODODOODbDOODDOODOODOO

g od

OooO0oO0oRS0O0OO

OoOoooobooboorFTPO0DOO0OODOOODOODbDOODOODOODDO
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87.622934 59.x.x.x 192.168.1.100 TCP 1209 > microsoft-ds
87.623752 192.168.1.100 59.x.x.x TCP microsoft-ds > 1209
87.659608 59.x.x.x 192.168.1.100 TCP 1209 > microsoft-ds
87.869841 59.x.x.x 192.168.1.100 TCP 1209 > microsoft-ds
/¥ FTPOOOOOOOOOOO */

88.508550 192.168.1.100 59.x.x.x TCP 1035 > 15228 [SYN]
88.543588 59.x.x.x 192.168.1.100 TCP 15228 > 1035 [SYN, ACK]

88.543913 192.168.1.100 59.x.x.x TCP 1035 > 15228 [ACK]

89.569675 59.x.x.x 192.168.1.100 TCP 15228 > 1035 [PSH, ACK]

- /* TFTPOOODOOOOOOO */

: 287.995906 192.168.1.100 59.x.x.x TFTP Read Request, File: Windows-spyware.exe
: 312.307350 192.168.1.100 59.y.y.y TFTP Acknowledgement, Block: 454
c/¥000000000000oO */

:330.010369 192.168.1.100 192.168.1.254 DNS Standard query A ircserver.example.biz
: 330.047128 192.168.1.254 192.168.1.100 DNS Standard query response A 24.x.x.x
»/¥0000000o0o0oooo */

: 330.048926 192.168.1.100 24.x.x.x TCP 1039 > 3000 [SYN]

: 330.229591 24.x.x.x 192.168.1.100 TCP 3000 > 1039 [SYN, ACK]

: 330.229872 192.168.1.100 24.x.x.x TCP 1039 > 3000 [ACK]

- 330.229990 192.168.1.100 24.x.x.x TCP 1039 > 3000 [PSH, ACK]

SYN]
SYN, ACK]
ACK]
FIN, ACK]

O N N N N N N N N NN
S © % 2 D LA N~ D

U2rn0b00b0o0obooobooboon

1: <<220 Reptile welcomes you..

2: >>USER 1

3: << 831 Password required

4: >>PASS 1

5: <<230 User logged in.

6: >>PORT 192,168,1,100,4,12

7: <<200 PORT command successful.

8: >>RETR eraseme_64865.exe

9: <<150 Opening BINARY mode data connection
10: >>425 Can’t open data connection.

028 FTPOO0DOODOOOOOODOOO
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26 JO00ooOoOOoOoO 020 00000d

gboobooogoood

OOobooboboboob10IRCO0DObOODOOoDOonon
c&«CODOO00ODODOO0OO0DDOORIODODO

a N
>>NICK XP-3517925

>>USER nowiitojd 0 0 :
>>PONG :A1D1B3E6
>>JOIN #B.t[r1]N.t Dragon
>>USERHOST XP-3517925
>>MODE {XP}-3517925 +i
>>JOIN #B.t[r1]N.t Dragon
>>JOIN #olel,#ole2
>>PONG :irc.example.com

10: >>PONG :irc.example.com
11: >>PONG :irc.example.com
12: -..-00oOPONGODOOOO ---

029 Cc&COU00DOOODOOOOO

OO000O0o0obDDbbD 10IRCO0D0O00OD0O0O0DO0ODOODO IRCOUDUUOoooDooo
OO0ooooooooogoD IRCOO0OOO00O0OOlne 30 line 9-11 0 PONGODO
OO0 IRCOODODOODO PINGODODOODODODODODOODODOODOODOOODOO IRC
Oobooooooooobogooobo pONGOODOODOODOODOOOOOODOODO
OOob00oooob2000000000IRCODOD0ODOOODOObOOODOODbDOOD
gbboboogobboodad

2,65 UUoboooobooooo

gobobobobbooogoooboboboobobbooddooooooooobboboobooon
gbbogdbbuoggbobbbuoobboobbuooobooobbuooobo
goboboooobobbooooobon

e OUUOOODLDLDDOOUOUODLDDOO
00000000000 00C0OC0OC0OO0OOoooooooooooOO (Well-Known
O000)[3 0000000000000 000000000o0ooooooo
D000 WellFKnown OO OOQOOQOOOODOOOOOOOOODO
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e DU UOODLDDLDOUOOODLDDOODO
gboogdbbogbboooboogoboogbboobbuoooboooga
OOoobooooboooboobooboobooboboboooooDIrRCO
OO00O0Db0obO0obo0oIRCOODDO0ODbDODbObDOobOOOobOORFCOODOODO
OO0 IRCOODO0ODOOO0ODOOOO0O0OOO0OOOODOOODOOODOOoOoDOoOoDO
gboobogogooobod

e JUUOOONO
ODobooobooooboobboobobooR3aDooboooooboooobogn
OOoO0Oo00oDoOo0oooRI@oOoDOoOO0OooooooDoooooooDooDoo
gbbogboboogdboboobbuoobooobbuogobouoonoboo
gboogdbbodgbboobobobbodobbuogobboooboboodboba

ogno
Phase.1 MESstEDIE
' (NetBIOSD ifz551%, RPCDffz551%...)
Phase.2 2|K17l.<0)’5!°"7:/|3—|~“
(HEEDFE-SE>T=WebH 1 M OR YRRy k/—REh S iftpAdhttp)
Phase.3 C&CH—/ {&1% ‘jll=.
(IRC, P2P)

Phase.4 AX4 or i

0 210 0000DooOogooogo

2.7 00O

gobbobbooogbboobbodooooobooobobooooooobobooboo
OoOoooOo0oO0boo0o0obobo0ooooOobobo0oobboooooooooc&gCcoon
gobobboboooooobbbodoooooobobboooooooooboo
gbobbogbbuogoboobobbuobboooobuoobboobooobon
gboboboooooboooobboooon
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gobbobbooogbbobobbodoogoobobboogooooobobon
gobbbbbougoogbobbbbuodooooobobobbbooooooobobo
gbooboogoooboood

3.1 U0oooooonon
00000000000000000000000

3.1.1 DNSOOOOO

DNSOOOOOOoOOoooooobobobooouobobobobooouoboboooo
Oo0o0o0o0oOooOo0o0obooOoOoboo0oobo0ooboo0oobboOooDboOooDce&C
gboodgbgogbobogbouoboobooboobbobbobobooboon
000000000000 DNSOOOOOOOOOODOOODOUOOOODOOO DNS[14]
gbobobuoooobbbooogbbobooooboobbbooobobobooon

gbobbobbbooooooobbbbbbooooooobbbbbooooon
gobbobobobuoooooobboobobbuooooobboboooooobboon
00 SURFnet[I5) DO ODNSOOOOOOOOOODOOODOODOOOOOOOOOO
0000000 [eo000000000000ooDbNSOOOOoooooooooo
obobobooboobooboobobboboobod

e OUUOOODLDDLDUOOODLDOOOODO
e U UOOODODDOOUOODLDDOODO
e OUOOODLDODDOUOODDLDOUOOODLDOO

e U UOOOLODLDDOUOOODLDDOOUOOODLDDOO

ooboobobbbooboboooooooooooooboobobobobgobbn
OOOOoODNSOOOOoOooooooboboboooooooobobooo
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3.1.2 000000 NIDS

OO000000000000000O0000000000O00o00ooogoooooon
O000000000000DO0O0D00DO0O0OOONetwork Intrusion Detection System
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OOo00o0ooboooobooooooNIDSOboooooooooooooooooo
gboboboogaooboood
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goobooogobbbooooobbbooooboboboboooobbobog
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->StartTime: Thu Nov 9 21:54:47 JST 2006

->udp 192.168.1.100:1034->10.1.1.1:69 (17sec)

->Incoming Traffic: 153606bytes [9036byte/s| 278pkts [17pkt/s]
->Outgoing Traffic: 12766bytes [751byte/s|] 277pkts [17pkt/s]

~
S

Detected Scenario [connection] by Flow[port6667]
->StartTime: Thu Nov 9 21:57:00 JST 2006

->tep 192.168.1.100:1037->10.100.100.100:6667 (Osec)
->Incoming Traffic: 255bytes [Obyte/s] 4pkts [Opkt/s]
->Outgoing Traffic: 217bytes [Obyte/s] 3pkts [Opkt/s]

I U U U
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line 4-8: 10 0000O0OdownloadD O ODODOO TFTPOODOODO

line 10-14: 20000 00 0O connection J 0 O 0O OO port6667 0 00 00O

0000000000 00R3a0 000000000 000E20000000000
gboboogobood

31



5.5. 0000 g s0 0o

a N
Detected Scenario [J 0 OO0O0OO] by FlowO OOOOOO]

->StartTime: 0000000

->tecpUO00O0O0O0OIPODOOO:0DO0D000 <-ODOD0O0OOIPODODOO:000O
O(@ooooooo)

->Incoming Traffic: OO0 000000000 DO00O0O0OO0OOOOOO
\—>OutgoingTrafﬁc:DDDDDDDDDD gobobooogboo

U s53: 0000uboobougaoon

32




el UU

obobooboobooboobobboboobooboobo

6.1 U0OOO

6.1.1 0OO0OOO

O00000000oooooooeRIDOOO

061 00000000000

ooooo Intel(R) Xeon(TM) CPU 3.06GHz
000 AGhyte

(O FreeBSD 5.5

000000 | Broadcom BCM5703 Gigabit Ethernet

6.1.2 0O0U0OO0OOUOOOOOO

OO00000000D000D00000000000RTIOODODO

goooogo
gboddotdootboobouoooodootuooooobooooooogoouoo
O0 botdetect 000D O0OO00OO00DOO0ODOOOODOOO0ODODOOOOOOdownload O
UOooddd conneccon0 00 OOODOOOOOOOOOOOO0OOOO0ON snactive-
botdetect 1 DNSO DO OO0 C&LCOODODOODDODOODOODODODOODOOODOOOO
download D0 00000 connection_fal D 0000000000 OO0OOOOOODO
0000000 downloaded-botdetect O downloaded-inactive-botdetect 0 O 0 0 0O O O
oot ooououoootdouododnddt connection U
O000 connection_farl 000 O0O0O00OO0O0O0DOOODOO

download OO 000 fip0000D00O0 ¢fpO0DDOOO0DOOOOOODDOODOO
000000000000 0D00D000000 Well-FKknownOOOOOOOQOOOoOO
OO00D00D00D000DO000000fpDOODOO TCPOODOO 2100000000
O000O¢pO0O0O00 UDPOOODOGMOOODOODOOOOODODO

33



6.2 U0 1: 00000000 U e60d OO

internal = 192.168.0.0/255.255.255.0
scenario[botdetect] = download -> connection

scenario

[
scenario[inactive-botdetect] = download -> connection_fail
[downloaded-botdetect] = connection

[

scenario|downloaded-inactive-botdetect] = connection fail
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O A1 O0D0DOOO

flow tcp
flowtcpUODODOA20000tep0 000000 TCPUUODOOOODOOOO

(55w )

0 A.2: flow tep O O

flow udp
flowudp OO0 OOA3OO0OO0Ouwep 0000000 UDPOOOOOODOOOO

(om0 )

0 A.3: flow udp 0 O

flow icmp
flowiemp OO0 O0O0A4dO0DO0OCiemp 0000000 ICMPOOOODOOOOO

flow sport
flowsport OO O OASOOOOsport 0000000000 OOOODOOODOOO
port DO OO0OO0OO0OOON
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O0AO0ODOOO0OOO00ODOOOOO

(DD: icmp p ]

0 A4: flow icmp O O

U d: sport port
0000 port: 00000000 0ODOOO (0-65535000)0
U0 0000 ¢tpU00O0OD0 uwdpOODDODOOOODOODODOOOODODOOO

O A.5: flow sport O O

flow dport
flowdport 00O OOAGOO0O0dport 00D 000000000000 OOOO

O 0O: dport dort
0000 port: 000000000000 (0-65535000)
O0:0000¢tp0d000 wdpODOOODDOODOOODODOOOOODOOOO

0 A.6: flow dport O O

Oport 00 00000O0ODOO0O

flow sbyte

flowsbyte IO OO OAAOOOOshyte 00000000000 OooooOooOoOO
00000000000 byteOOOO eval-expr 000000

flow dbyte

flowdbyte 00000 ASOOOOdbyte 0000000000000 OOOO0O0O
O000obooood byteD OO0 eval-expr 000000

flow spkts

flowspkts O OO OAYOOOOspkts 0000000 ODOOODOOOOOOOOO
00000 pets0 000 eval-expr 000000

flow dpkts

flow dpkts OO 0OO0OO0AINOOO0OOdpkts 00000000000 O0O0OO0O0O0O0O0O
O000000 pktsO0D0O0 eval-expr 000000

flow in

flowin OODOOUOAIINOOOOmOO0O0O0O000O0O0O0OO0O000OOO0OO0O000O0O
Ooo0obooooobooobooboobon

flow out
ot 000 flowout OO OO0DATROOOOout0 00000000 OOOOOOO
OO0O00000Oo0o0oooobOooboobooooooono
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O0AO0ODOOO0OOO00ODOOOOO

00O : sbyte eval-expr byte
oo eval-expr: <, > =000000000
D000 wte: O0O0DODOOODO

0 A.7: flow sbyte 0 O

00O : dbyte eval-expr byte
oo eval-expr: <, > =000000000
D000 wte: O0DODODOOODO

0 A.8: flow dbyte 0 O

flow count

flowcount 000 O0AIBOO0DDcount 0000000000 OO00OOO times
0000 eval-expr 00O O OO

flow timeout

flow timeout OO0 OO O0OAII0000timeont 0000000000000 O0O0OO
Oododwme0O00OO0OO0OOOOOOO

flow duration

flow duration D 0O OO0 AINOO0O0O0duration 0 00000000000 timedO
00 eval-expr DO OO OO

47



O0AO0ODOOO0OOO00ODOOOOO

O O: spkts eval-expr pkts
0000 eval-expr: <, > =000000000
0000 pkts: OODOOODOODOO

0 A.9: flow spkts O O

OO : dpkts eval-expr pkts
0000 eval-expr: <, > =000000000
0000 pkts: OOOODOODOODOO

0 A.10: flow dpkts O O

Er )

O A.11l: flowinO0O

(207 o )

O A.12: flowoutd O

O 0O: count eval-expr times
oo eval-expr: <, > =000000000
0000 times: OOOOOOODO0O

O A.13: flow count O O

O 0O : timeout time
goog time:

O A.14: flow timeout O O
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00O : duration time
O0dn eval-expr: <, > =000000000
D000 times: O0O0000ODOODOOO

O A.15: flow duration 0 O
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0 0B 0000000 ABNFOUO

-
config = *( *WSP line 1*CR )

line = “internal” *WSP “=" *WSP internal_expr /
“scenario[“ id-name “|” *WSP “=" *WSP scenario_expr /
“rule[“ id-name “]” *WSP “=" *WSP rule_expr /

“flow|[* id-name “|” *WSP “=" *WSP flow_expr

id-name = 1*(ALPHA / DIGIT / «» / “7)

internal_expr = IPv4address-with-subnet *( *WSP «” IPv4address-with-subnet )

scenario_expr = scenario_expr *( *WSP “->” *WSP scenario_expr) /
id-name

rule_expr = rule_expr *( *WSP “” *WSP rule_expr) /
id-name

flow_expr = flow_expr *( 1*WSP (and / or) 1*WSP flow_expr) /
“tcp” / “udp” / “icmp” /

“count” 1*WSP eval-expr 1*WSP 1*DIGIT /

(4" / “d”) “byte” 1*WSP eval-expr 1*WSP 1*DIGIT /
(“s” / “d”) “pkts” 1*WSP eval-expr 1*WSP 1*DIGIT /
(“s” / “d”) “port” 1*WSP portnum /

(“s” / “d”) “host” 1*WSP IPv4address /

(“s” / “d”) “net” 1*WSP IPv4address-with-subnet /
“in” / “out” /

“timeout” 1*WSP 1*DIGIT /

“duration” 1*WSP eval-expr 1*WSP 1*DIGIT

0 B1: 0000000 ABNFOO (1/2)
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OO0 BOOOOOOO ABNFOO

\
eV&l—eXpI‘ — “:77 / LL<77 CL>77
IPv4address = dec-octet “.” dec-octet “.” dec-octet “.” dec-octet
[Pv4address-with-subnet = IPv4address “/” IPv4address
portnum = 4DIGIT ; 0-9999
/ %x31-35 4DIGIT ; 10000-59999
/ “6” %x30-34 3DIGIT ; 60000-64999
/ “65” %x30-34 2DIGIT ; 65000-65499
/ “655” %x30-32 DIGIT ; 65500-65529
/ “6553” %x30-35 ; 65530-65535
dec-octet = DIGIT
/ %x31-39 DIGIT
/ “17 2DIGIT
/ “2” %x30-34 DIGIT
/ “25” %x30-35
N J

0 B2: 0000000 ABNFOO (2/2)
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