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Abstract of Bachelor’s Thesis

Academic Year 2009

Modifying IKE for IPsec with Quantum Key Distribution

I extended the Internet Key Exchange Protocol to use keys created via Quantum Key
Distribution (QKD), a key exchange algorithm which uses quantum effects to statistically
prove the absence of eavesdroppers.

The Diffie-Hellman key exchange (D-H) in common use today, which depends on the
difficulty of factoring large numbers, has never been proven to be secure, and may be
broken in the future when quantum computers large enough to effectively factor large
numbers are developed. QKD, in contrast, does not depend on the computational diffi-
culty of any mathematical problem.

I researched requirements for crypto systems using Quantum Key Distribution and de-
signed extenstions to the IKE protocol to use Quantum Key Distribution-generated keys
for IPsec. I implemented and tested the new protocol extensions, extending the open
source racoon2 IKE implementation, naming it raQoon2. Additionally, I submitted an
Internet Draft to standarize the protocol through the Internet Engineering Task Force
(IETF).

This thesis shows that Quantum Key Distribution is practical for IP-based networks,
and the security level of the new system is compared to standard IPsec with Diffie-Hellman

key exchange.
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CHILD_SA O#Fiffiflj £ #H1ii3, CREATE_CHILD_SA %1% i\ 2, CREATE_CHILD_SA
D 7 v 7y a vy #ZRZACRT, IKESA OFEHFICIE, IKE_SA_INIT 5 H#i% Fve

% Jiik & CREATE_CHILD_SA 5% Hv 2 7515038 % . racoon2 T, IKE_SA_INIT %
ffa - CREATE_CHILD_SA X% R HIZHWTIKE SA OFHi#E 279, LUNIC CRE-
ATE_CHILD SA ZZH1Z DWW TFEET 5.

« CREATE_CHILD_SA 3%t

CREATE_CHILD _SA z&#ti, #1L\>SA Z{ERT 2 DIcfibi 2581 Tdh 5. CRE-
ATE_CHILD SA 5ZHa T3, IKE~v %, SARRERASu—F, fH 4 v—F%2%
fal, SHEICIHL CGEAARA v —F, Diffie-Hellman ##5M_A4 v —F, +774v
7L 7 XA0—F 25T 5, SARERA T —FICX>THL AERT % SA
DIEFFET7 VT XL %2l L, ELE~<A v— F & CREATE_CHILD_SA iz &
279 IKESA 23> T 2L fIFH L T Diffie-Hellman ##F 2947, #%
BT 5,
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initiator responder

[KEi], NifE R

[KEr], Nr&ERY,
DHEE
SAYERL

FfE

SATERX

¥ 2.2: CREATE_ CHILD SAZHa bk 5 ¥ 72 a v

2.3.3 I S—HIg

IKE 2B 227 —lAL, HHRA a—F & INFORMATIONAL &z fH L Tk

Z7%9. SADYETIC T =R E GEL, B A - FZ2FHL T —% @Al
L, BE{bEEhic 7 =2 E 2845 L <1k SA OFRIARYIUIC X 2347k £,
INFORMATIONAL z&#az M L T 5.

2.4 EFIAYEa1—FTaVY

BlavtEa—g4 v 7% BF2E7FLLCHOHLVaryEa—54v7Th3,
marvEa—74 72, Brarvea—%, a#iE By b=k ERN
H5,
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2.4.1 Ehfbt

HHLRBICH 2 BFIIEFT-YHEZF>TE ST, B IXWHRELHERNICE
THWEDSH 2, BFavEa—TF4 v B0 CHIMEIZ R TFOYHREIC k> THX
N5, iz £ T 'R FOYBREISHERINIRET 2720, BfarvEa—T4v 7D
IR Z W TEHEIND, ZOLED, MRNIZ0OL1DELESIZHRD ) B
BUEOREEZ EAbY LIRS, ERAbE¥oRkTE, BF RIS WT, %
MAuoigelickang, Br280T 2% &, EHBEBDIHE L TR FOREIME L, 0
1% —EICRTIREBICRS, ZokE BEhdb¥idkbh s,

2.4.2 EFEYH

WEDavE2a—T 4 v 7B bitIZhHrbDr@EfavyEa—T74 v 7 Tlda
FEv b, b LI qubit EFES. bit I —EOMmBMEZ OO L, ERfdbE2io
qubit 3R Z W TR SN S, TDL Z, HROGOEREIZH 5 1qubit (ZX7 bz
HOTHAZAD & 9 IckI 3,

1

. (1 (o
!W%=7§a|®+3IUMKKLJO%—Q>J1%—Q>) (2.6)

ZDLE, |0) DFEHE LMD qubit 206 0 BSHILINBHERERD, |1) D
% /L MES 1 PRESINZHRLERD, 20| 0) TRENIEBTOESITEE
fralcRksn, BEMIIZTIDOLHICKS,

p=—"=(a[0)0]+B|1)(1]) (2.7)

Sl

2.4.3 IVHAVTILAV B

W, HEORBEET S L E, ZNFTNORDRERIET BHERIZZ NI L
T3, L2LAads, BB TIIHEORTOIRELZIE T 2RI T,
MELTOWIGENRHE, ZOREZZVIVITNVAYFERY, ZVF 2V TAAV D
REICHBL Lz, BIBZVI VTNV LTWELEE), VPV IV XA v Mimfay
Ea—74 v 7ICbEEL, fHOREBREICEST 5, AR, =¥y 7L Tw
BV 2ERTORELZERTATH 5.

[ 9) = 5010020+ | 0L} | 102)+ | 1112)) 2.8)
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£25 TV VL LT nE ZOETIREE LR

o 25 BB

DD qubit DIRFE | T DIREER & BHER
| 00) 25%
| 01) 25%
| 10) 25%
| 11) 25%

F26: ZUF VN LTWVES EZORTIREE LR ()

ZOOD qubit tREE | T DIRFEZE & D HER
| 00) 50%
| 01) 0%
| 10) 0%
| 11) 50%

OB, RZADXIIZ, qubitl & qubit2 B3ZNF N0 & 0 ZHAMERIZ25%, 0& 1%
% eI 25%, 1 &0 Z2MWAHERIL25%, 1& 1 ZMBHMERIZ 2% THS. ZDOEHEA,
qubitl DIREEIZBE D 5 97 qubit2 DIRREIL 0 2 HL 2 fEFRDY 50% 0> 1 2 L5 [EH DI 50% T
Hh, MHFEKTDH 3.

—7i, ARIJRBR v 7V L Te2 2B TORELZ2ETATH 3.
= (e [002)+ B | 1112)
ZORITEWTIE, HERWICED 5 2IRERDODARFHET S, TDEE, qubitl 250 T
H 56 qubit2 13 0 ZHLD, qubitl 251 TH 256 qubit2 13 1 2HL3, REZH & FHERIC
RKRTERZOD X H Ik s, RKEAEZRNUTHS R X)L, =y F vy 7L Tw5iREE
T ZNFNDIREZ TS MR- T 5728, FIHD qubit O fERETIUED 9
—77D qubit D AEHIRET 5.

IVIVITNLTOREOD@ET%Z Bl X7 LS, =¥ 77Xy FofRENR
REBIZ 4 DD Bell (REEDH 5, % Bell IREBIZLL T O THI N5,
[ 0)1 [ Do+ [ 1)1 | 0)2)

V2

| U) (2.9)

|+ = & (2.10)

(] 0)1 [ 1)a—[1)1]0)2)
V2

| )y, = (2.11)
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@ty = (1 0)1 [ 0)o+ [ 1)1 [ 1)2) (2.12)

V2
(0)1]0)2— | 1)1 ]1)2)
2.13
7 (2.13)
Bell JREEIZE T L A —T—> a VICHOHHINAHEHELIREETH 5.

| @7 )1 =

2.4.4 BellHIE

Bell fHIE X, =% 7NV L Tw3 o0& F»RA2I0 AZ1n RP12, AZI3 T
RINBEOD Bell IREED 5 & ENZI- T 50 % E8HIT 2 ETH 5. Bell HIE IS
HENE-BTZNZTNOREEZ —RICHEEIZL 2\, 20700, BREIEZEEI LT,
BIRIAZHITH I ENTES,

2.4.5 EFTFTLHR—FT—>3Y

BTV A—T—YavidEHREZEXRT2HMiTHS [, 271 A—T—Ya
VICIEEEF EZEZOMIC Bl R7BBETH %, Bell X7 OREEHEVRORTER
TALL, ZREHEVRDETZETB LTS, COLERETALEEFLLZVETRE
FiOBTICH A RRLEFEZMATCBellMIERZ BRI &, BTFALETFBWZVS
VL TORHICEVEELLVCETFRELETBORTIREDER KT S, 0%
BrRFBREICL>TEFBIKT 2 HE TR AREBOEEXEZE %),

qubit TH 2 BT % EEREED S ZEFICMIIT &, BTREENTHEREZ R B
NbH5, TOILVIVINRAY Mok BICETTLAR—T—YarvzE8IlkI)T L
T, ZOEBREEDEL RS,

2.4.6 IVAVITIVAVERNRADIVEYVYD
IV TN RA Y OEFEOBE SN E K2R T,

“Iﬂr)aﬁ:(' O)a |1>B;§| 1>a|0>3) (2.14)
0y, = (0 L0 105 10) 015,
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tRa =B Ry

.
. ) Iy TILA R .
Ad AB

Bell3BIE

|

. Iv5245ILB .
BB By

VBelfIEERE Rk

.Au TI2IIL .BV

~
A 4

23: ZVYVINAY AT v BV T O

=MRa, B, yOIFELT, a-BHEICKRZIATRI NS Bell X7 A HF1EL, B-IH
YICARIGTEINSIC Bl R7 BAMAET 5 &£ &, MM BIZEB VT Ay & By lZoWw
TBellflliE%2B IR, ZOLE, Malcds A, LHifyI2H2 B, D BTDIRE

DAEEPHHT 2,
1

V2
Ag & By ADEIGTERINIBRICH D L E, A, £ B, RIIETITERI N REICDH
22D,

| U) = (] 00)+ | 11)) (2.16)

07y, = (22102 |1, s
$7, Ay £ By A DEINTRENZERICHZ L E, A, £ B, RBZIITREN IR

BBICHDZ E3brb,

1

| ¥) = =51 01)+ | 10)) (2.18)
lql+>ay:(|O>a|1>y+|1>a|0>l’) (2.19)

V2
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ZDEHT, Ay £ B, B3IV Z YN LTWAIREICRS, D, ZODIVy Y7L
XA REE L CooREMOL Y v IV EERT 2EMiZZ Y TV A
Ty ¥y LS,

2.4.7 IVIVTILAY Nk

IVZ Y INRAY MIIFEPHET 5. B IRREROEC /TR IC X D REBS LT
OBLL T, ZoREEL LI, vy IR FOEIRBIT S, oy oS
X v DRt (S, purification) (X, Bell R7HELSBEOTLNL Y YV VAV %
LTWw2 Bl R7Z2HRL T, BORWIY I Y TN AV 2 LTS Bell R7 25T
bDOTH 5 910, X2Z20D &) REOETFZKERICED, HETIIRZ2ZITERINSD
IREDIRANTFAET B,

[ W) =g[0)+(1—g)[1) (2.20)

p=910)0]+(1—-g) | 1){1] (2.21)

DL XFEEAYIP2NT OB T-Z2 OEATONOT 28 29 £, 205 DIRAEIZZE
TPIE22 D L H kb, avyibua—)ILEy MZA, =7 v FEY M CORTZDIT
%,

pac = (%1 0)a(0 | +(1=9)* | Da(1 N@ | 0)c(0 | +9(1=9g)(| 0)a(0 | + [ 1)a(l D& | e (1 |
(2.22)
CORETCZBIML TOTH>GED A IZEEITHIR2Y TRINLIREL LS,

Pa=9"10)a0 [ +(1—g)* | 1)a(1]| (2.23)

Lo L3 CORETIE 2 L (1—9)? DIt 1 LIZRS i, ESML L TEEMT
SIR2A DIRFEIC 72 5,
2
g
)

Pa=9 10040 +(1—=g") | Dal | (%L, g :gQ+(1—g)2

(2.24)

COADHREEDD L, g>05ThiUL, |0)(0] ER> T ETOHSGIZITLORT D
EHLDWMTZ, vy v 7y MLOFEIETH 2 [1I[12]. vy 7
WAV MlEERDIBET &, BOROWKBDZ VY VT ILA Y R 6RRE DR OWEED
IV UINRA Y RBEHTE, BHLAZ VYU TN R FTEBILI VIV TR Y
Mtz B I %) TLETRMWEDZ VY Y IRV 2 fElT 2 2 LK 5.
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2.4.8 EFIVE—H

BPYE—=2I3, 7Ny FOER, @i, by 2z R >%ETH 5.
B SN T8 Y E—213, HTZ2AHLEETH S, K77 A N—2NH LT
HTFHREREL TV Y VA P ERAERT 2 [13][14][15]. [16]

2.49 EFRXYBMI—Y

B2y V=7 BBEFEREZEELT 24002y vV —2ThHS, B2y 7 —7
BEFIVE—F%2/—FELT, K7 7ANN—TRRAZWRTHI LIk DIFEHTZ, &
BOBTHREVPERT)E—F LERINTVWE L E, 87 E—F IRy v
TNVAYPRADyEV T2 Bl )BGBZIMET S LICKD, (RO HEOM T
FYTNAY FRERTES, TN2EBENICE I R>TRESFFY 7 —7 LOEED
AFTCIZY Y TV AY P EERL, BFTLR—T—>av2E8Il49 2L TRTER
DINV—=T AV IR LLS, B2y b7 —7%HAV3 L, BIRERICEALBERLTH
ELBO—ARKDONT7 7 4 N—=TERIN TR T UL 6 2 wE DA D, BF% b
7 — 7B S N T 2L RO B HALRAEE & BRI Z B 2% ) HAAREIC % 5
7).

2.5 EFF/O0—2FHE

TREOBRREDTEEL 7 a— v 2 EL2 I TEL L, KICETIRED 7 0 — v H3AHg
TH2ELLE, RZ2HTDEHIC, ZODRTIRE | U) & | ) DHFETZEE, b
ZEMUIC L >T|)IX| U) IcE I NG,

Ul W)@ | 1) =| V)o@ | ) (2.25)
FkkIZ, @) 122w ThAR26 DLW 5.
Ul @)@ [ 1)) = ®)® | @) (2.26)
AR25 & AR20DMADONIEZ ZNZ N5 &, AUIFAR2TD K ) 1Tk 5,
{t| A |UU | ¥R | t) = (P | ) (2.27)
£/, HARZFAZ2RD X ) I 5,
(@]@(]T)® | T) = (2| T)* (2.28)
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EoT, AR270 & AR & HAR29 & AR3UWAEP NS,

(@ | 0) = (@] T)* (2.29)

(®|¥)=1,0 (2.30)

EoT |O)L|UDERLTVELLIGELWEZILDARTIRED 7 10— 137
e, NRTEORTIRED 70—V I3ERT 2 2 L3k A v 18], &T19E2
0 — VEMIZ B TR R 2 B TREE DL ORI E 7 5,

2.6 EFEEE

ETHALE L, BETERICE > THEEAINIH L OBEILSEIE 7 LY XL TH S,
HHELDEORHIL, BEFICH 2 B2 MEFICRATE 25 TH 5, BETF, BT 2
if%ﬁbﬁﬁbﬁmﬁoﬁﬂﬁék%f%%#—a CHEET AMWEERD., kD
BHEEDHAET 2856, ERE LT ORTIRENREBEEDO L LICH D L I LREEHD
HBEILHDLEEZT B LB D, IO HEMWRT S I LT, ETHILRIZEREEO
HFIEZHER T 5.

ETHEIGR I ERINTE D, SBEREIN T 2 8 FHIEGEEE I B IREE
ii%’%%%mm BTEREEE T ER 7 7 AN 2B L CEHET2DHDT

. HEFORTIREZEHL 207D, ZOXT7 7AN=IZZT7 v 72 ANDHIZT
%f;b). 7, MEDO 3y b — &2 AN HSHRY, BEFHEIEDOV—T 1 v 7
WKIEHHORT %y b7 =7 2T 208035 5.

W7 7 AN—2 OB TREGEOFEETEL, B FarvEa—T 4 v 7 omdfFHEC
Eog EEERIN TS, —2k Eidod h B EWRZ 8 7t T2 BEEEZET
2H50T, BHZHEBINTVS, )23V IV AV P ERTFTLRA—T—> 2
YERAWRZLDOT, IHESREHINTWERY, TV VIRV NERTTLR—
YaviEeHoE TR, TV IV ITNANAY NRAT v BV TICK BN —T 4 v D]
HETH L7 RORTHAELE L LTHIfFIN T3

EFHEGEORENZ 7L 3Y X LI BB8423% %, BB84 %, Bennett & Brassard IZ
o THRHNCIREINILT NIV AL TH S, BBADT NIV RLZLTICHHT 5.
BB84 Tl%, 2D 622 KLy F 2F2FH L TH#oFEZ2E k). HE
Ly I, 0L 90 LDt v b &, 45 L 135 DOy F 2R 5. A/
T, fithie v b0 EREEZ 0, 90 EfREZE 1 & LT, #iky b 45 R
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0, 135 EfRNZ 1 & LTHK). TDLEE, fithity FORKER Ty FORERIFERLL
TEOTAEOAERETREb>T0E%d, fFky FDREEZFONT ML v b
DREETHMT 3 & L oo XN, L oRTlIRIbING, Fkkic, itk
vy FOEE RN T 2Ry F OB Z AW TEIT 2 & 1 OfERT 0 S 1,
LOMERTIPHHEN S, o 2EHEE LT, BB84IX1 D120 F2 U TOFIE
TUFRS 2, REAIC, 2D qubit ZHWT, MUFTRTFIEICHIGST 26522607 5.

1 REHEMTIFHI20b L3 1 2&ERT 3

2. REHMTI v MITHIEZERT 3

3. IREHMT, FERL LHEEICD- & DRETFIRELEE 2T S
4. REEDP OXEHINTEZRET 2

5. ZGHEMTT v & MHEZFEINT %

6. ZEEHEWT, BERLEKICDO- & HIErz2 BT 5

7% 2.7: BB84 DELTH GiEI1FERISH)

FNEF 5 Y qubit#1 | qubit#2 | qubit#3 | qubit#4 | qubit#5
1 IR L 7287 0 1 1 0 0
2 EEHDHEL v b + + X X X
3 (Th Al — | AN / /
4 % br =1 br =1 br =1 br =1 kfE
5 ZEHDHEL v b X + X + X
6 ZASE DB L 72505 1 1 1 0 0
7 FEIE D L[] 5 i i L0 i
8 qubit DALHH & 1 1 & 0

£ 2.8 RETIH OGS
+ B fiekEe v b HE iy b

X
— | OB t fiEE ey b DO || | AR iy FDO
| | 90 EZHE itz v P 1 || | 135 EEE /Gy Pl
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TENA RS S 3 v RN, EEHNTER L 2 RN TRIL 2R
MR L

8. B HIKZFM L Tw7ha, BREWEET %

INGDOFIHZBEDIR L L &, REH ERZEZHEDORICTIZFE UHIER ST 513
TCTH2, 0%, LRINHINO—E2H6 LAabYE 5 2 LI X b HIEE OH M2 i
Y5, B L, EF L ARRISGEEFOIIR L K2 H > 72 L Obrofiilz s 2
BRAB, 2D, REEVHH L >R ey F2HOTBMIL, SGr2vEERIC
FioTwaRIREBL 3RL 27 REZG2 W RMEND 2. BIEEOBNIC X - TaEfE
HFONT-DRFIREIIBIE I NS 7- OBIEF 1 IZGEHE ITEET 20T 2 HET 2085 )03
503, REEVMRNGL e IRAE L 13527 2 B IREZ2 BIEE DB L Tw 7256, HIE
BT 2 A DRNCIZEEFICL BRI EIIRL DD 5, BREDIE 0 —
YEMIZLD, BIEEIREEVPRE - TR IRE LR U R HREZ RO 22 EH I
BTERVRLTHS., ZOREDRL 2T 2RAG5E G L CBIMIL 256, L
IR v FANEAEH EREHTBL T 1Y, REH EZEH I OMERTHRL 2
2145, BEEIREHE LA UCRERE Yy F 2§ 2 ifgeEb BREICANS &, BWHEED
WG EIOAEE EREEDRL 2G5 HEMER I THSE. Jucky, #lDH B
nEy F2ESLALELILICED, 1- @) DR CHBEHOAREZMINTE 5,

BB84 1%, 2009 4 2 HBUEME—FBIL TR 2 BmFHILE 7L TY AATH S, w1
EDANV—"Ty ME, BHED L T A NTT Communications |2 & % 20km [t] 10Mb/s 235
HTH 5,

2.7 =FRHECE & IPsec

2.7.1 Quantum cryptography in practice

L% & IPsec ZfHABRDORLRPYIDF L TH 5. TOWRETIZ, B FHEEOLEDHE
HEBD - DICIKE (IKEv]) 2% L CTIPsec 28 2% >7. ZOWRIZFLTDO A%
RT3,

o 7T | a)L(DEEL L MY,
o IPv6 Xk

COMETIE7Ta b a VoI E I RbNT, HabkFa) T 4IlOWnTOELLE
B HEGEOVERE A LB TH B RO oNTWA, F72, ZOWEDIFHEEITIPVE
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ICRHG LTz, AR T, ZOMETE I bt T nE FHEEDEFH 7 + a
NVOBEE(LZ HEEE L, IPv6ICRIET 59825 2> T3 [19).

2.7.2 Quantum Key Distribution (QKD) and Commodity Secu-

rity Protocols: Introduction and Integration

Z DX TIEEHERLGE & IPsec, TLS OMIZENE L ® 541, IPsec & TLS TOE
AOE DR B O W TBR SN TV 3, 2O TIR N OFRSELNTHE, —
MBI, BEFERGEIEOZeR LRI Th 2R Th 5. ZRHIL, BIEFAZ
NTVERIRWBEDEENEZ MR T 270D F 2 T4 70 b a3 HEED 7
NI ZLFERCHAHTRETH 28 TH 5, DS TIERFHEGE DT AR
5NBDAT, 70k aNEHPFEEIE I hbinTwiw 20],

2.7.3 Quantum cryptography based on Bell’s theorem

COMXTIEZy Y N AV 2R LB THEDET LY ALADBREIN:, &
FFZy b T7—271F %y P —7 FOEEO SRy Yy TN A N EERT S, #
DO, BF 2y b7 =72 NLEEFHIGEICIEZZO7 L) ZLDOFHNEL T\Ww3b
[17.
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FE3E8 IPsec with QKD

3.1 METERE

BRI TRz £ 8D, Diffie-Hellman A1, RN KD BEFIEIEEL &
W EREREDORILE LT3, Ziuk, R4 KL D Diffie-Hellman $#HAH O
BRTH DI EEREKRL T3, Diffie-Hellman #ILH 2 A LT 2 2 Li2id oD
0D 5, —olk, RN ERESEP TR L o BRI TE R A 5HTHS. b
) —2I%, N7y FBMREI TG ARIERN R RO RS RE & 72 2 DARTICE 2 b
NS I, HHRRET 28 TH 2. TNRIFSLEFEIE Z kb4
Rk &9, RBDRITEE L 2o IR TREICE 2 k> 2 TOESLEE 0% e
DBHELEbONDE LIRS,

IR N RE R E T AMRLEBEPIR IV E2—YThHD, BmFavyEa—
YIFBERFIE ETH 223, FERBAFE S 7z & E RN BT A THE & 72 D Diffie-
Hellman #IA 13 ILT 5,

PLED & 912, BEMEPEEANICHEEZ LT WS oFIFIC IZFERH 5. L
Lo, FHPER OIS 2 WESAIIC LI I Nt I S g CHALS
Twkhhrot, 20700, REEGIHINHHILE D70 O FLEE > A 7 L IEARE
AR L 252\, ARWHE TR L RMEDSREH S -G 2 FI§ 2 IS iE A4 v ¥ — % v
FETHES SN TORWREZREE L, JUHLT 2, KFFETHRK D IKE D= 3
VIFIKEvV2 £ T3,

3.2 BRRFE

B RIOE I ECAIC X ) HEAWICZ2EDEEH I NI ETHh 5. AETIEZ0E
FHEZ R T 5, 72, ZoETFHIGEZ W 35 EE & L TRIA WIS 7 m
FanEFHTE % IPsec Z8HT %, B F#EEZFIHT 5 [Psec D&M Ry F7—72
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Alice Bob

* IPsec with QKD
IPsec Gateway % IPsec Gateway

Wﬁ IP Network e—

intranet

R | R

BTREXEE ] BT RIRER
: NESN

3.1: IPsec with QKD % v b7 —7

KIEKIBID & 9 2%k 5, IPsec 2179 =D DEIE#E %2 Z L Z 4 Alice & Bob M5, £
F, Alice &£ Bob IZZ N Z41—2>9 D [Psec Gateway & B FHALEIEEIFEL, v—7
NI LT 5, Alice D [Psec Gateway & Bob @ IPsec Gateway (Z3E12IP v F 7 —
JICED5TED, IPR2y P =720 L GEEWRETSH 2. Alice D& FHALRLLE L
Bob DR FHAGEEEIZR T %y PV =7 ICEB-TEY, BF2y b7 —2%NL Gl
fBRlETH 5.

AW TIEEAHELE Z AT T % [Psec ZEBIT 272 ODICIKE 28R 5. Ll % v
F7 =27 D% ETIE, IKE DR FHEEGEIRRIZII NS 2 "R 2 @R 5 2 & THHA
ER-N

ROFIARD OHE
PR Y IS AR AR S AUt T B LR —E Y A RIS XU o TRl - 2 5
L, @il r2iEd sl L CHHT 28 2RET 2.

ZA=IVINY OV FEDIREE 7 A —IVINY U BERREFDEF
[Psec Gateway & FEFRIFHICHELE Z 42K T % & FHEBLE DS, [Psec Gateway 2> 5 DH
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7% 3.1: IKE_SA_INIT RH#aic B 2 Ha< A 0 — FoLbik (O 1353, x 1355 L)

XA a—F HH D IKE | IKE for [Psec with QKD
IKE ~v %' O O
SARREXf v —F O O
Diffie-Hellman #AZ#a~R A 0 — F O X
GLERAf v —F O X
B2 A v — F X O

KICH L THZEETELVWEZDLEDD 74— NNy 7 2RS35, £,
7 F =Ny 7R E BAG T B EROMEEIC O W THIET 5.

3.3 Z7OM3JLE&RE

FBRIAE TR O HE D=2, BOFEANT-& 7 4+ —N Ny 7 HiEZI#ET 57
OO b alEEET S, IKEOIRE L CEAT 720, HREIMTHEML 271 b
anZzd L.

3.31 bSO 3y

ANITIE, FBEIMTHMINSZIKE b7 v Y7y a v 2B FHEEEICHINT S 7
VY a VIl ET S,

IKERWBNS VYOV 3Y

BHREGEICHIG L 22 IKEBIR ~ 5 v 27> a v 2 RIBAICRT. KASHLD Wy %
DURICfigini§ 5.

« IKE_SA _INIT 33
IKE_SA_INIT 3T, 7 ICHEEN 1 5cHi_ A 0 — F 25519 5, B3 A]
FHIRFIZ 13 Diffie-Hellman $ZZHAR A 0 — F L HLER A 0 — F3ZSHE LW H, I
SEZML 72\, ko T, IKE~NY ¥, SARERAS u—F, ##F&H4 a—
F3sdiadng, £BIICKHT 24 0 — POl %737, IKE_SA INIT &I
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7 3.2: IKE_AUTH 3312 B 1T 24 0 — Fo Ll (EET BG5Sk, A 135ER)
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« CREATE_CHILD _SA i

CREATE_CHILD _SA #Z#a-C I3 #E8 1 5cH_ A 0 — F 25519 2, sk,
IKE_SA_INIT 4 & [FlfkIC Diffie-Hellman $#H4 <4 v — F & HLEASA v — F %252
fal 2w, Ko7, IKE~v %, SARRERA u—F, BEA 73R4 o — P
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| AHBTERS NI DOARS 2T LI X 2 E B B B
B | BEEROREE DI K S R AR oMtk | SEREIME
| 8D IPsec Gateway & D IKE &2 FEE M

i | Diffie-Hellman $#3tH 2 | 3 % IKE & & 7-#Hl%E L
# | ZRIHT % IKE O[] RE B
IPv6 Xt R

E4 2: TR DR
AR, AT LAERREREZICHER LS ICHHT 2 -00l&Th 5. W
WS L RV AT L3 ER L ZFICHHTERuENSH Y, ATLELT
AEETH S, AR TIE7 A =Ny ZEEOFHIC LD 2 OB T 5.

Z4 I NBTHERSNEROEF D AT LICKL D EE
K AT LT3, IKESMHBTAER S @2 /8L, AT 2HENRETH
%, mPHICREEOMRRIC L > TE, BEFEIREENTREL v a#icow
THARI AT LTEHL Z2T0UE%R S 2 wilaEED S 5. [Psec Gateway DA D
T, BEICE > TR EFHEGEEEOEREES AlAE R > A 7 A 2T 2 03D
bH5.

DLED =23 T U, BF#EEEZFIHL TIPsec 2B %9 ZEDAMREL 2 %, H
1 B3 ZERT 5 2 LT, BTHRIILETHEE I N2 RS {L~RHFREICZ D,
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4.4.1 EFYa1—-ILE

raQoon2 I racoon2 Z JLICHEEI S5 72, FEARMIC racoon2 DEY 2 — NVHEE Z D
Hzg ZMk <. BEIM TR B ZE 2T 22— VIEKETID L ) 12k 5.
HOEROREEICE, BEFEIE2EIh) 2=y P EERLZH#ZRET 2T — L
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ICHEINT 5.

isakmp_impl.h
isakmp_impl.h T, Pl S NG5 LT7 L) XL %D ZBEERBERINT
V3%, raQoon2 Tld, Z OREEAICHERAT 287 1IN 5.

ikev2.c
ikev2.c TlZ, IKE SA #J4E5F;IC IKE SA_ INIT&#1 & IKE AUTH R #1Z B 2 7% 9
BB EZR I N T3, raQoon2 TlE, IKE_SA_INIT AZ#aCTHERA 15314 1 —
FZ23#L, IKE AUTH AT 7 + — LNy 7 JTER_R A 0 — R 2 53#d %,

ikev2_rekey.c

ikev2_rekey.c 121%, TKE_SA Z B $1 4 %5 CREATE_CHILD SA &&#a% & Z 7 9 BA%k
PEZRZIN TS, raQoon2 TlE, IKESA #ZHHi 9 2 CREATE_CHILD_SA %41
THERA R, v — R 2T 5, £/, 74 =Ny 7EIEOBRIC I HE O
TEDZED 5, 7 4 — NNy 7 HBEIIIRE)E DS T U IS R L 72356 12tk
T2, IDEFIEZE L RN T2 0 — R 2R L, No Key bit 231 &% -5
TWIGGH 7 4+ =Ny 7Rz IR 5. WAIT QKD 7 4 —13y 7 2 v 5 15
21, CREATE_CHILD_SA 2D, #1L\» SA OFEIZL 2\, BlfTO IKESA
DAHFNRDSEI N 74212, IKE_SA FIHT LI X b, IKESA Ofiflizi 2749,
CONTINUE 7 # — Ny 7 Z w3 58121F, &0 IKESA D87 X — & KEiE
I TV B S LI Z BT L\ IKE_SA D289 X — ¥ Kbk ic bt & L
TERT 5. DH 74— 23y 7 ClE, WHFEDIKE 2B 274 9 i D 12 Diffie-Hellman
A v — FLHEBAASf v — FOMMEFEITT S5, ZDkd, DH7 4 — Ly
7 %E o T0LEEICIR D @ EEERC 58 L 72 \» Diffie-Hellman ##H A <
A= FEEBRfu—F T 2,

ike_conf.c
ike_conf.c 121, 2 v 7 4 JUBOEKPEREI N T 5, raQoon2 Tl, ike_conf.c
W33y 74 7087 5 =Ny ZITENRESI N TV 3 0MER L, B HRLREE
MABREDPIILZ B 2 7%,

ikev2_auth.c
ikev2_auth.c Tl&, FRIEBEHDBIBDIERE I LT 5, raQoon2 TlE, HLEARA 1 —
FOSEE L R WEHIC X ARENE I S 0w X H ICEHE2 M A 7,
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ike_sa.c

racoon2 1Z IKE_SA DHHICH 7 D, IKESA_INIT 4 & IKE_AUTH 54 % Fv>C
IKE_SA #WIERRE & [FRRICHT L W IKE_SA 2§ % Fik & CREATE_CHILD_SA 58
#az T LW IKE SA Z1EK T 2 FiE 2 HICHHT 5, DH7 A — ANy 7 %
BIh) OITIFIKESA 287 2385 13 IKE SA IZ K> TS LI Twikidn
X7 507, B3I w IKESSAINIT R IZFIHATEETH 5. raQoon2
Tl, 12 CREATE_CHILD SA Z#az I L CTIKE SA DHEH 2L I %9 kI I
ike_sa.c ICEHZMA 7,

ikev2_child.c

ikev2_child.c {21&, CHILD_SA OEFCHEICE§ 2BBDYERINTE D, IKE_SA

Z Y9 5 72 DI I 7L % CHILD _SA @ 72 & @ Diffie-Hellman $3:4 125

FH@“%. IKE_SA_INIT ZZH#CHLEAR A 0 — F 2581 L 200 2 LI X 280 2w
29 %780, TKE_SA INIT Z&ZHaTAHAT 513972 - 7 BB A v — FCiEIFN

% ﬁLaﬁ%ﬁﬁﬁﬁ‘ 2T, WAEHNE S L2 2IHT 2 8% E 2 A 72, raQoonQ T,

IKE_AUTH X213 IKESA Z WA L7 £ SICDOARE I hbit s o, #atHS

LI TKE_SA OFIARREIC Lo FH S 212z 0o,

cfparse.y cfsetup.c cfsetup.h cftoken.l rc_type.h
libAFD 7 74 VTdH % cfparse.y cfsetup.c cfsetup.h cftoken.l rc_type.h Tl, &
THEGEDOMMICBIE S 2 a0 7 4 V2 RENBICT 270 DWULEZE I ko,
FEL QB ELII/NEINTa v 7 4 L L O TR 3,

4.4.4 BEBA VYT 1—ADRE
HEA 9 7 2= 2D =20 %, QUICS HDFE L i T TICHHT 3,

* qkd_choosekey ()

AWZETIE, QUICS HD gkd _choosekey() % qkd_choosekey QUICS() & L TIHEHEL

7z. gkd_choosekey QUICS() X NFS T 7 v | L T 5 ®E-HALEEEOH 7' — v

T4LV27 M) 2ERELT, BHARAEIEFEETIUL 7 74 VA2 Ic 28 L
RDEE LTRL, FELRTIUISA NI A= D7 4 — Ny JH#lE7 5 v 7

WK1 Z2RALTGROEE LTOoZKTEETH 5. KE2IC gkd_choosekey QUICS()

DY —ZAa—F2HE 5, WEA ikesa” OFIZH B path” I21E, av 74777

ANIPSGRBIANTERET =V T4 L7 Y DARAZBMRR SN TS, /*F A */TR
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4 N
int gkd_choosekey_QUICS(struct ikev2_sa *ike_sa){

ike_sa->qkd_fallback_state = O;
int keyid = 0;
DIR *dir;
struct dirent *dirp;
char path[PATH_LENGTH] ;
memcpy (path,ike_sa->qgkd_key_dir->v,ike_sa->qkd_key_dir->1);
path[ike_sa->qkd_key_dir->1] = ’\0’;
if ((dir = opendir (path)) == NULL){
/* D x/
syslog(LOG_NOTICE, "qkd_choosekey_QUICS:failed opendir()\n");
ike_sa->gkd_fallback_state = 1;
return O;
+
/* A x/
while(dirp = readdir(dir)){
if (strncmp(dirp->d_name,".",1) == 0 ||
strncmp (dirp->d_name,"..",2) == 0)
continue;
/* B x/
keyid = strtol(dirp->d_name,NULL,16);
ike_sa->gkd_fallback_state = O;
closedir(dir);
return keyid;
X
/* C x/
ike_sa->qkd_fallback_state = 1;

return O;

4.2: gkd_choosekey QUICS() D24

INETTHHREZRH#ZEL, /* B */OHEITH7 7 A VD7 74 V4%
MFELTRELTWS, /¥ C*/OETIEHT7 7 4 VDSEERT, 74—y 2
HILZ IR T 258D AN I N5, gkd_choosekey () Z ANVEZ 5 T & T, Hix
LD T — NATNIGT 5 T ED3HIK S, gkd_choosekey() 2IREIEAR” ike_sa” DHy
IZd %7 gkd_fallback state” 121 ZfUAL, IBDfEE L TOZiRL 7856 raQoon? (&
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7 A =Ny ZEEERET 5. /*D*/ DX, BERETEZTA4LZ FPYAD
77 AR U TGAICS, FIHATREREIEEL ko7 bDE LTOZIED

flie L CGRL 74— Ny 73#EIEZ AR 5.

* gkd_fetch key()

AW ClE, QUICS H @ gkd_fetch key() % qkd_fetch_key QUICS() & L CTIHEL
7z, qkd_fetch key QUICS() 1&, $#7—L7 4 L 7 } V5 E S L 1%
FOH7 7 AV ZHCTHZHRAATCREKTH 2. HARAALZEINZY D 4710 TH
MRS L LT SA ST X =212k T 5 /13613 gkd fetch key() DFis i LB
BTE %Y. MEIIC gkd fetch key() DY —A2a—Fz#i¥ 5. /¥*E*/TR3INn
LTS —NVNDOEET 7 A VEFAE, /*F*/TRIND 0 Tz NI 4

/
rc_vchar_t *qgkd_fetch_key_QUICS

(char *keyname, struct ikev2_sa *ike_sa, int required_len){
FILE *fp = 0;
char path[PATH_LENGTH] ;
memcpy (path, ike_sa->qkd_key_dir->v, ike_sa->qkd_key_dir->1);
path[ike_sa->gkd_key_dir->1] = ’\0’;

/* E x/

== NULL ){

syslog (LOG_NOTICE, "qkd_fetch_key_QUICS: failed fopen\n");
return NULL;

+

rc_vchar_t xkeys = NULL;

keys = rc_vmalloc(required_len);

/* F x/

if (fread(keys->v, keys->1, 1, fp) !'= 1){
syslog (LOG_NOTICE, "qkd_fetch_key_QUICS: failed fread\n");
return NULL;

+

fclose(fp);

return keys;

}

-

if ((fp = fopen(strncat(path,keyname,PATH_LENGTH-strlen(path)), "r"))

~

4.3: qkd_fetch_key_QUICS() D%
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-~

/

int gkd_rm_keyfile_QUICS(char *keyname, struct ikev2_sa *ike_sa){
char path[PATH_LENGTH] ;
memcpy (path, ike_sa->qkd_key_dir->v, ike_sa->qkd_key_dir->1);
path[ike_sa->qkd_key_dir->1] = ’\0’;
strncat (path,keyname,PATH_LENGTH-strlen(path));
/* G x/
if (unlink(path) != 0){
syslog(LOG_NOTICE,
"gkd_rm_keyfile_QUICS: failed remove %s\n",path);
return -1;
}

return O;

b
o /

4.4: qkd_rm_keyfile QUICS() D F%E

AT AAte, RO MEIZHEZRFT 5 7 — Y G re_vchar t” ~DRA %
ThH 5D, EFHAALDIZERKL 72561213 NULL 2187,

* gkd_rm _keyfile()
AHFFETIX, QUICS A® gkd_rm keyfile() % gkd_rm_keyfile QUICS() & L THEEL
7z, qkdrm_keyfile. QUICS() 1&, $#7—L 74 L 7 F VS HHE I ikl % £
D7 A NZHIRT 2B TH 5. KEDIZ gkd_rm _keyfile QUICS() DY — A 2 —
285, /*G*/TRINDTAIT, W7 7ANVDHIREZEZZ>TWw5,

AV —ARFEV T+ 2/ OREBA VYT —AEI 21— ILDRE

raQoon2 lFFEH A » ¥ 7 = — ZADWI LI B W TKIEIR T A2 E 22\, A
F—=FRX7EY T4 2R L T3, gkd choosekey() & qkd_fetch key(), qkd_rm keyfile()
&, /*H ¥/ TR A v REEA gkd keyctrl module IZHEAN S 11T 5. gkddev_init()
DI S L E, /¥ 1%/ THRT switch X T, gkd key module iZ2¥ 74 77 74V
THRE S N7 B FHBLREEOFEEIONE§ 2 BER A v S hdiRsfA s n s, QUICS
ZHEEL COBE, /f )%/ TRT QUICS HOBEMA » ¥ 7 = — ABIEHHE R~ D R
A VI DHERA 5 7 2 — AR E U TR ke sa ICERE I L5,
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s
/* H *x/
struct gkd_keyctrl_module{
int (*qkd_choosekey) () ;
rc_vchar_t *(xqgkd_fetch_key) O);
int (*qkd_rm_keyfile) O);
I
/* J *x/
struct gkd_keyctrl_module gkd_keyctrl_module_QUICS={
gkd_choosekey_QUICS,
gkd_fetch_key_QUICS,
gkd_rm_keyfile_QUICS
I
int gkddev_init(struct ikev2_sa *ike_sa){
ike_sa->qkd_dev_type = ike_sa->rmconf->ikev2->gkd_dev_type;
/* T x/
switch(ike_sa->qgkd_dev_type){
case RCT_QUICS:
ike_sa->my_qgkd_keyctrl_module = &qkd_keyctrl_module_QUICS;
break;
default:
return -1;
+
/* check key pool */

return O;

4.5 BEBA v — 7 = A4 AL EERE o g2k

MUWREES VYT 1 —ADEMAE

2010 4F 2 HEIED raQoon2 1, B FH#ELEEEDOFTH QUICS IZDAXIGL T
2. FLL ftho @ FHELEEEE DS 512, Z2 08 FHIFGEREE I IS T 2 g
WAV 72— AT 2a— V2 FETI20END B, i, EMA VY7 2 — A
28T 206 %R, “NEWQKD” &\ 4Hio & TR E % 8N T 2 54,
NEWQKD DFEEEITIG U T, gkd_choosekey() DFEETH % gkd_choosekey NEWQKD()
& qkd fetch key() DFEMAETH % gkd_fetch key NEWQKD(), qkd rm keyfile() DFEAET
b % qkd rm _keyfile NEWQKD() Z59%%& L, gkd_keyctrl module NEWQKD #idfg & LT
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4 N
int gkd_choosekey_NEWQKD(struct ikev2_sa *ike_sa){

/* NEWQKD DFEEEIZHIET % choose_key () BAEL  */

}

rc_vchar_t *

qkd_fetch_key_NEWQKD(char *keyname, struct ikev2_sa *ike_sa){
/* NEWQKD DFEEEIZKIET % qkd_fetch_key () BA%L  */

}

int gkd_rm_keyfile_NEWQKD(char *keyname, struct ikev2_sa *ike_sa){
/* NEWQKD DFEEEIZHIGNT % qkd_rm_keyfile () BAEL */

}

struct gkd_keyctrl_module gkd_keyctrl_module_ NEWQKD={
gkd_choosekey_NEWQKD,
gkd_fetch_key_NEWQKD,
gkd_rm_keyfile_NEWQKD

I

int gkddev_init(struct ikev2_sa *ike_sa){
ike_sa->qkd_dev_type = ike_sa->rmconf->ikev2->qkd_dev_type;
switch(ike_sa->qgkd_dev_type){
case RCT_QUICS:

ike_sa->my_qgkd_keyctrl_module

&qkd_keyctrl_module_QUICS;
break;

case RCT_NEWQKD:
ike_sa->my_qgkd_keyctrl_module

&qkd_keyctrl_module_NEWQKD;
break;

default:
return -1;

}
/* check key pool */
return O;

4.6: EDZIEIC L7, HiL WEEHA V5 7 2 — 2ADBN%EE

FLDMENDH B, £, BTHEIEZFIHT 2BEOHHMLEIETH % qkddev_init()
oD switch SCCNEWQKD 282> 7 4 7 CE RSN AICHIE L, W&k ike_sa h D
my_qkd_keyctrl_module IZ gkd_keyctrl. module NEWQKD O+ A > ¥ Z{WAT 5 X ) HZE
ER-N
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4.4.5 raQoon2®PAY74JL—>3Y

RIETZ lex 12BN L 7z token 2 —% 9 %, ikev2_qgkd 1, BEFHAGEZFAH L 7 IKE %
BEIRHIBIEET 28570 F a)LThH %, gkdfallback_type (&7 4 — L Ny 7 Fik
ZIETHTAVLIZT47THY, gkdkey dir I$BEFHEGRETHER L Z2HORET 4 L
7 M) ERFRETEHT4VIT 47, qkd_dev_type IZFIH T 2 B FHIIGEDILEZRET 5
TA4LIT47TH?., waitqkd, continue, dhiZ7 4= Ny 7 k% IEE T %5001
TH5, QUICS I1F, BHIGEEE QUICS ZHMMT 2BRICHET 2, EFHILALEED
FEHOMBA T TH 5. KESIZ yace 7 7 A WIEM L 72305 %2 R8T, ikev2_gkd_spec &,
ikev2_gkd DMEE I N7z L ZIHH I NS, ikev2_gkd_spec (2 H D ikev2 Z f57E L 72FFIC
e AAIALE ikev2 spec ZHREE L 72 b DT, EFHEALRICNIG L T QKD _FALLBACK _TYPE,
QKD_KEY_DIR, QKD _DEV_TYPE D&tAiAA%ZE Z7% 9, ikev2_gkd At ZFEE L T2
NEDTAVIT A TOREELEIRI) ELT—DPHE LX) ICH>TWS, raQoon2 D
remote 74 L' 77 4 7D aY 7 4 ZHZKEIITRNY, MEITIE, 7Y AR—FE—
FZBIZLTHS, remote T4 LT T4 7UNDT A VI T4 7Dar7 4 713 racoon2
ICHELS %, 44TH D ikev2_gkd T, BETHELXZH % IKE OBfEICOWTHEL, 3
1TH D acceptable kmp I ikev2_qkd ZHiE T 5 & & TREAGE Z H 72 IKE O %z
fBET 5. 1047HD kmp_qkd_fallback_type 1Z, T % 7+ — Ny 7 k2 EET 5.
raQoon2 IZE I} 5 7 4+ — Ny 7 EOESNAN X 2 > 7 4 7 OFLBIATIZ 2%, &7 4—

~
ikev2_qgkd { DP; return(IKEV2_QKD); }
gkd_fallback_type { DP; return(QKD_FALLBACK_TYPE); }
gkd_key_dir { DP; return(QKD_KEY_DIR); }
gkd_dev_type { DP; return(QKD_DEV_TYPE); }
waitqgkd { DP; return(QKD_FALLBACK_WAITQKD); }
continue { DP; return(QKD_FALLBACK_CONTINUE); }
dh { DP; return(QKD_FALLBACK_DH); }
QUICS { DP; return(QUICS); }
N /

4.7 lex 7 7 A4 WiRZE T
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ikev2_qgkd_spec
kmp_common_spec
{
$$ = $1;

+

QKD_FALLBACK_TYPE algorithm_list_spec

{
MKRCFDIR($$, CFD_QKD_FALLBACK_TYPE);
$$->nextp = $2;

+

QKD_KEY_DIR string

{
MKRCFDIR($$, CFD_QKD_KEY_DIR);
$$->nextp = $2;

by

QKD_DEV_TYPE algorithm_list_spec

{
MKRCFDIR($$, CFD_QKD_DEV_TYPE);
$$->nextp = $2;

4.8: yacc 7 7 A NRE LT

WXy 7 ITEOWE % ZRE L T WAIT_QKD, DH, CONTINUE DJEIZ 7> T\ 5% 79,
EEIBHETH S, KA TIE, WAIT_QKD & CONTINUE ZiFE L T3, 11{THD
gkd key_dir ¢, mTFHECETERIN#E2RRET274 L7 P 2IEET 5. KIFE
TlE, NFST7 v b LN —=T4 2 a vl ETE2T4L 27 M) kx5, (AT
\¥, /mnt/qkdkeys/7 4 L 7 FUDBEEI TS, 121THD gkd_dev_type T, HT-#t
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remote ike_trans_remote {
acceptable_kmp { ikev2_qgkd; I};
ikev2_gkd {
my_id fqdn "${MY_FQDN}";
peers_id fqdn "${PEERS_FQDN}";
peers_ipaddr "${PEERS_IPADDRESS}" port 500;
## Use Preshared Key
kmp_auth_method { psk; };
pre_shared_key "${PSKDIR}/${PRESHRD_KEY}";
qgkd_fallback_type { wait_gkd; continue; };
qkd_key_dir "/mnt/qkdkeys/";
gkd_dev_type QUICS;
¥
selector_index ike_trans_sel_tcp_in;
selector_index ike_trans_sel_tcp_out;
selector_index ike_trans_sel_udp_in;

selector_index ike_trans_sel_udp_out;

4.9: raQoon2 D a ¥ 7 4 7

B EOFEZIEET 5. KEATIX, QUICS BMEEIN T35,
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BoE B

RETIIAMNAEZ D 5\ TE Z o BR EEBRIZOWTIHER, WEELZV AT A4
WOWTOFHZ £ & 5,

5.1 BR/XRER

AHIETIZ, ¥ AT LEFLOEE TROBHELEZ R T HOER & —ROFEHL2E Z kot:,

5.1.1 =EFREEXERAERTR

SFC Open Research Forum 2008 (2T, & {-#ALEZ H\ 72 IPsec DI/ & L T raQoon2
D7 LI ATOFEBEREE o7k, KEINCHEE Ry b7 —7 %2137, Alice & Bob

Alice Bob

IPsec Gateway _IPsec Gateway

— s  BEUPERE ——
UTPo —7 L

;
alice_node bob_node

e | ETEEH —
Lii #7 7 A/8— (10km) Lii
BTRiEE BT REREE

5.1: ORF2008 J&/nt vy b7 —7
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5.1 R/ 5 53 BN

'] E - ,_. - s
ATHRRRON T, e

¥ 5.2: ORF2008 I2TE Z %> BRDEET

IZ, ZNZ N IPsec Gateway & B{HFICALEED—BTOMFMEL, B —ANERI T
%. IPsec Gateway [Fl-:1Z UTP 7 — 7 VI ko CHEHE I N TE D, BEFHEGREER L
BRI 10km D7 7 A NI X > THER I N T2, 27 74 N—DfIET 2l
LCEFHIIEZE I ko7, 7, Alice D [Psec Gateway 1213 Alice_node 23E2#E X 41
TED, Bob D IPsec Gateway IZ 1% Bob_node 2354t S 11T\ %, ARER Tl Alice_node
75 Bob_node ~~ ICMP echo request Z3i%f5 L, Bob_node 7> 5 Alice_node ~ ICMP echo
reply ZiIRfg L7z, ZDFFEF ¥ 2V E—FDIPsec ZFH L, IPsec Gateway [t DS % &
TR 2 FIH L 72 TPsec 1T & - CTHEF 5L L 7=, 2B T o R OA Z gl §
5. ZORRNEIARMERVDFAEEDY; L x> 7,

5.1.2 1—YOFET BRIETORARER

2009 43 HIcB b7z WIDE 70 =7 rOATEICT, HELI/NGTHAL %«
raQoon2 D70 +F ¥ A4 72 W THMERR2E ko7, WCHEER Ry b7 — 7 2N
$. IPsec Gateway & EF-HAGEEE O, BELII/NTTARXRZLEREMFAKTD 3.
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5.2. VA 55 55 G

Alice Bob
IPsec Gateway IPsec Gateway
% B S IPE(S %
UTPo—7 L E
FORARAY b |

SSID : wide-quantum

— BT EE :
l‘i R T 7= (10km) =

ETREXEE BT REXEE

X 5.3: WIDE &6 £y b7 —72

HIH DR & 570 2 1%, Alice D IPsec Gateway Il 7 7 AR A4 ¥ F 28t L, Bob
D IPsec Gateway 24 ¥ — % v b Bfi~OfEE L L 2 mTH 5, ZUc kD), Z0
7 72 AR A v MR L 72—, A v ¥ —Fv F LEET IR, EFH
Flikz M L 7 IPsec Z I L 72, 2L, BFHEECAICECTHOTD, 2—F%
R DM R L e o 7z,

5.2 EH

AETIZET, AHFETHEEL 722 2T L OEWERGEEBRIC O W TR S, WV T A
F LI, 74— oSNy 7 STEOLREVETHMIIC O W TR 758, BED S AT L E DR
ZHWLT, AR CTHE L AT LORHMEZE LD 3.
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5.2.1 Eh{EMREEEER

RIFEFFTIE, 74— NNy ZHEIKOEERGEE, H— [Psec Gateway & D SA Z ik
% IPsec DAL, #ELD IPsec Gateway & Hi—D SA #5R % IPsec DL, #E(D [Psec
Gateway & #E(D SA Z9R % [Psec DIt B 2% o7z, KEMEZE I kot ry V7 —7
ZREDIRT, 7, AEBRICHEA LA X F2ERETICE L5, AKFEETIZ QUICS
ERHATE o0, QUICS I 2L —¥%ZHWTERZE %o/, QUICS
T2l =% 1DERT 2EEZMAHL T, sheryl & valkyrie D TEFHEEZFIH T 5
[Psecz &8 Z7%o7, 72, QUICST I 2L —% 2047 2852 FH L T, sheryl &

~

' valkyrie.sfc.wide.ad.jp

= quics

/7 auics
\._ Emulator 2 /_/'

S

5.4: taQoon2 MGER Y F 7 — 7

#5.1: Y AT LEIEFBRICE I B A A b
F A 44 IPv4a 7 F LA IPv6 7 F L A
sheryl.sfc.wide.ad.jp | 203.178.143.26 | 2001:200:0:8801:203:178:143:26
valkyrie.sfc.wide.ad.jp | 203.178.128.57 | 2001:200:0:8802:203:178:128:57
aqua.sfc.wide.ad.jp | 203.178.143.71 | 2001:200:0:8801:203:178:143:71
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aqua D CTEFHAGEZFAHT % IPsec 2B Z o7, QUICS =S 2L —%1¢ QUICS
IIalL—%2FFA—FA FATHE LD, 70X RA%2571F T3 7%dimMHNIiciEX
BAD X HIZ7% 5, FHEEFEFIT O WTUI MBS,

7 A =)L\ O EEOENEIREE
7 A =Ny ZHEEOFEIC O W THER TR EFHIHIIDU TO=ZRTH 5.
EHEEEED 5 7 — LNy 7 J#HEEANIE L K BT T 5%
o X7 =Ny Z#EIEIZIEL < BIfET %20
o 74— )L Ny 7K & #EEEIRNIE L { BITT 50

CDZRIZOWTHERT 5728, WAIT- QKD, DIFFIE-HELLMAN, CONTINUE
DKT F =Ny 7% DT OFNETHGEE L 72

L 7= VICEZHR L, QUICS T3 2L —% %Yo REETY 27 4 %2 PR
¥ 5.

2. SA DFEFUCAEOHE 7 — ITPRFF L Tz flini] %,

3. T —IVICHDIR GIRFEETSA ZHHT L, 74— NNy ZHEEEAKITT 5,

4. 7 & =Ny 7R E LT 5.

5. QUICS =S a L—FzE@ L, #7— IS L Wiz 4T 5,

6. HIL ARSI NIHZFIHL TSA ZHFL, WHIEIRAEITT 2.

MEEEE, sheryl & valkyrie DRITIPvA 2RI L T 2 %> 7. ZOME, =fHD

T —=INY VIHEZNFNDMHER T RS HIE =N ZERL T0WE I E2iERL
7 A =Ny ZHEESIE L S EIET 5 2 & 2R L 7.
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f38% A setkey 2= FIZX 5 SAD DY V7

~
sheryl# setkey -D

203.178.143.26 203.178.128.57

ah mode=transport spi=246837585(0x0eb67151) reqid=0(0x00000000)
A: hmac-shal 8e88alc6 598a05f8 13af4d43 f26de6c7 9f99b79e
5eq=0x00000005 replay=64 flags=0x00000000 state=mature
created: Jan 27 10:05:38 2010current: Jan 27 10:05:45 2010
diff: 7(s)hard: 20(s)soft: 17(s)

last: Jan 27 10:05:44 2010hard: 0(s)soft: 0(s)

current: 484 (bytes)hard: O(bytes)soft: O(bytes)

allocated: 5hard: Osoft: O

sadb_seq=3 pid=77530 refcnt=2

203.178.128.57 203.178.143.26

ah mode=transport spi=224276485(0x0d5e3005) reqid=0(0x00000000)
A: hmac-shal 1baa9b80 9fb06242 5c40b770 20aba7b2 db34d82c
5eq=0x00000005 replay=64 flags=0x00000000 state=mature
created: Jan 27 10:05:38 2010current: Jan 27 10:05:45 2010
diff: 7(s)hard: 20(s)soft: 16(s)

last: Jan 27 10:05:44 2010hard: 0(s)soft: 0(s)

current: 364 (bytes)hard: O(bytes)soft: O(bytes)

allocated: bhard: Osoft: O

sadb_seq=2 pid=77530 refcnt=1

203.178.143.26 203.178.128.57

esp mode=transport spi=36200674(0x022860e2) reqid=0(0x00000000)
E: rijndael-cbc ¢05348e5 bbSaafOc7 541781f7 44712376

A: hmac-shal eabbba2e 088271ac 5b745790 9b71cf9c 003b208a
5eq=0x00000000 replay=64 flags=0x00000000 state=mature
created: Jan 27 10:05:43 2010current: Jan 27 10:05:45 2010
diff: 2(s)hard: 20(s)soft: 17(s)

last: hard: 0(s)soft: 0(s)

current: O(bytes)hard: O(bytes)soft: O(bytes)

allocated: Ohard: Osoft: O

sadb_seq=1 pid=77530 refcnt=1

Al BEED SA Z Bi—dD IPsec Gateway & DRI TR 72k Z D 1
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f38% A setkey 2= FIZX 5 SAD DY V7

203.178.128.57 203.178.143.26

esp mode=transport spi=115078458(0x06dbf53a) reqid=0(0x00000000)
E: rijndael-cbc 9bcl16392 dcb5cb59ch fe493583 b98b36d1

A: hmac-shal a0a0d31f 56922f90 6c6f6ell 0486db09 8a09b6bb
5eq=0x00000036 replay=64 flags=0x00000000 state=mature
created: Jan 27 10:05:43 2010current: Jan 27 10:05:45 2010
diff: 2(s)hard: 20(s)soft: 17(s)

last: Jan 27 10:05:45 2010hard: O(s)soft: 0(s)

current: 1512(bytes)hard: O(bytes)soft: O0(bytes)
allocated: b54hard: Osoft: O

sadb_seq=0 pid=77530 refcnt=1

A.2: D SA % Hi—D IPsec Gateway & DTk 721 Z D 2




f38% A setkey 2= FIZX 5 SAD DY V7

~
sheryl# setkey -D

203.178.143.26 203.178.143.71

esp mode=transport spi=72256401(0x044e8b91) reqid=0(0x00000000)
E: rijndael-cbc 75c47b81 98e4be8a 7615cb09 70b8ee39

A: hmac-shal 586796f6 7e668462 dc6f9a48 blfbb569 2feb62ef7
5eq=0x00000000 replay=64 flags=0x00000000 state=mature
created: Jan 27 09:46:05 2010current: Jan 27 09:46:10 2010
diff: 5(s)hard: 20(s)soft: 17(s)

last: hard: 0(s)soft: 0(s)

current: O(bytes)hard: O(bytes)soft: O(bytes)

allocated: Ohard: Osoft: O

sadb_seq=3 pid=37245 refcnt=1

203.178.143.71 203.178.143.26

esp mode=transport spi=256914514(0x0£503452) reqid=0(0x00000000)
E: rijndael-cbc 7adadb5cO 79c41697 3ele99ba 9aa7b47f

A: hmac-shal 71ec8fd3 5dc38a3c 7f9bc76c 0£801e24 6d11dffd
5eq=0x00000000 replay=64 flags=0x00000000 state=mature
created: Jan 27 09:46:05 2010current: Jan 27 09:46:10 2010
diff: 5(s)hard: 20(s)soft: 16(s)

last: hard: 0(s)soft: 0(s)

current: O(bytes)hard: O(bytes)soft: 0(bytes)

allocated: Ohard: Osoft: O

sadb_seq=2 pid=37245 refcnt=1

203.178.143.26 203.178.128.57

ah mode=transport spi=151824127(0x090ca6ff) reqid=0(0x00000000)
A: hmac-shal e7642e9b £168deb8 b25839d4 3d5815c2 2159d793
5eq=0x00000002 replay=64 flags=0x00000000 state=mature
created: Jan 27 09:46:05 2010current: Jan 27 09:46:10 2010
diff: 5(s)hard: 20(s)soft: 17(s)

last: Jan 27 09:46:09 2010hard: 0(s)soft: 0(s)

current: 216(bytes)hard: O(bytes)soft: O(bytes)

allocated: 2hard: Osoft: O

sadb_seq=1 pid=37245 refcnt=2

A3 Hi—dD SA ZHEE D IPsec Gateway & DI TR 72k FZ D 1
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f38% A setkey 2= FIZX 5 SAD DY V7

//203.178.128.57 203.178.143.26

ah mode=transport spi=132170663(0x07e0c3a7) reqid=0(0x00000000)
A: hmac-shal d4al1858c 48158ebe 782cbdba cc7ab3bl 5a5496¢c0
5eq=0x00000002 replay=64 flags=0x00000000 state=mature

created: Jan 27 09:46:05 2010current: Jan 27 09:46:10 2010
diff: 5(s)hard: 20(s)soft: 16(s)

last: Jan 27 09:46:09 2010hard: 0(s)soft: 0(s)

current: 168(bytes)hard: O(bytes)soft: O(bytes)

allocated: 2hard: Osoft: O

sadb_seq=0 pid=37245 refcnt=1
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f38% A setkey 2= FIZX 5 SAD DY V7

~
sheryl# setkey -D

203.178.143.26 203.178.143.71

esp mode=transport spi=117684293(0x0703b845) reqid=0(0x00000000)
E: rijndael-cbc 66b97166 a0dd6ad4b ec4eff66 340blaad

A: hmac-shal ¢c8018411 0a3e748c d9296al7 1031f0f9 06786b93
5eq=0x00000000 replay=64 flags=0x00000000 state=mature
created: Jan 27 09:58:15 2010current: Jan 27 09:58:31 2010
diff: 16(s)hard: 20(s)soft: 16(s)

last: hard: 0(s)soft: 0(s)

current: O(bytes)hard: O(bytes)soft: O(bytes)

allocated: Ohard: Osoft: O

sadb_seq=5 pid=3988 refcnt=1

203.178.143.71 203.178.143.26

esp mode=transport spi=112022000(0x06ad51f0) reqid=0(0x00000000)
E: rijndael-cbc b5d64aldf eal26ae0 82d36eb6 ca282f15

A: hmac-shal 397017a3 3db8c141 bbdd2672 67e2de29 afddd05a
5eq=0x00000000 replay=64 flags=0x00000000 state=mature
created: Jan 27 09:58:15 2010current: Jan 27 09:58:31 2010
diff: 16(s)hard: 20(s)soft: 16(s)

last: hard: 0(s)soft: 0(s)

current: O(bytes)hard: O(bytes)soft: 0(bytes)

allocated: Ohard: Osoft: O

sadb_seq=4 pid=3988 refcnt=1

203.178.143.26 203.178.128.57

ah mode=transport spi=184076856(0x0af8ca38) reqid=0(0x00000000)
A: hmac-shal ea45e0dl e99f5d4b becb134f 9dc937b7 095089a8
5eq=0x0000000e replay=64 flags=0x00000000 state=mature
created: Jan 27 09:58:14 2010current: Jan 27 09:58:31 2010
diff: 17(s)hard: 20(s)soft: 16(s)

last: Jan 27 09:58:30 2010hard: 0(s)soft: 0(s)

current: 1456(bytes)hard: O(bytes)soft: O(bytes)
allocated: 14hard: Osoft: O

sadb_seq=3 pid=3988 refcnt=2

A5 BED SA ZEED IPsec Gateway & DI TR 72k TZ D 1
Av



f38% A setkey 2= FIZX 5 SAD DY V7

203.178.128.57 203.178.143.26 )

ah mode=transport spi=150108146(0x08f277f2) reqid=0(0x00000000)
A: hmac-shal 306e0678 5096afba 40090094 dc655551 9e071fba
5eq=0x0000000e replay=64 flags=0x00000000 state=mature
created: Jan 27 09:58:14 2010current: Jan 27 09:58:31 2010
diff: 17(s)hard: 20(s)soft: 16(s)

last: Jan 27 09:58:30 2010hard: 0(s)soft: 0(s)

current: 1120(bytes)hard: O(bytes)soft: O(bytes)
allocated: 14hard: Osoft: O

sadb_seq=2 pid=3988 refcnt=1

203.178.143.26 203.178.128.57

esp mode=transport spi=256082823(0x0f438387) reqid=0(0x00000000)
E: rijndael-cbc 5218abfl 7e6ef87c 722e5956 14bc6ad6

A: hmac-shal 307c8473 1e1835ab 4066f36a 73a20368 16d8abdc
5eq=0x00000000 replay=64 flags=0x00000000 state=mature
created: Jan 27 09:58:21 2010current: Jan 27 09:58:31 2010
diff: 10(s)hard: 20(s)soft: 16(s)

last: hard: 0(s)soft: 0(s)

current: O(bytes)hard: O(bytes)soft: O0(bytes)

allocated: Ohard: Osoft: O

sadb_seq=1 pid=3988 refcnt=1

203.178.128.57 203.178.143.26

esp mode=transport spi=206088265(0x0c48a849) reqid=0(0x00000000)
E: rijndael-cbc fecef6le 40dc1407 350d599f dc62afe3

A: hmac-shal 9b866f7e 0f3fee66 d16b9deb 5870b2cb d0felb69
5eq=0x000007c6 replay=64 flags=0x00000000 state=mature
created: Jan 27 09:58:21 2010current: Jan 27 09:58:31 2010
diff: 10(s)hard: 20(s)soft: 16(s)

last: Jan 27 09:58:24 2010Ohard: 0(s)soft: 0(s)

current: 55720(bytes)hard: O(bytes)soft: 0(bytes)
allocated: 1990hard: Osoft: O

sadb_seq=0 pid=3988 refcnt=1

A.6: HED SA Z B D IPsec Gateway & D] TR 72T Z D 2
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Abstract

Quantum Key Distribution (QKD) is a mechanism for creating shared,
secret, random bits. This document describes extensions to the IKEvZ
protocol to use random bits created via QKD as keys for IPsec. The
Diffie-Hellman key agreement mechanism is replaced with QKD. The use
of QKD-generated keys with standard IPsec will extend the lifetime of
privacy guarantees for IPsec-protected data: future technological
advances that break Diffie-Hellman key exchange will not disclose
data until such time as the encryption algorithm used for the IPsec
tunnel is broken.

Table of Contents

1. Quantum Key Distribution . 4
2. Architecture and Assumptions . . . 5
3. Data Formats and Information Exchange Sequences 7
3.1. Data Formats . .. . 7
3.1.1. QKD Key ID Payload . 7
3.1.2. QKD Fallback Payload . 8
3.2. Sequence . . 9
3.2.1. In1t1a1121ng IKE SA 9
3.2.2. Rekeying IKE_SA . 11
3.3. Considerations for Multiple SAs 13
4. Error Handling . .. 14
5. Recommendations for use oF QKD generated keys 15
6. Security Considerations 17
7. IANA Considerations 18
7.1. Payload Type Values 18
8. References . . . 19
8.1. Normative References . 19
8.2. Informative References . . . 19
Appendix A. Implementation Con51derat10ns and Current Status 20
Authors' Addresses . .21



Nagayama & Van Meter Expires April 22, 2010 [Page 3]

Internet-Draft IKE for IPsec with QKD October 2009

1.

Quantum Key Distribution

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

Quantum key distribution (QKD) [BB84] creates shared, secret, random
bits using quantum effects to guarantee that the probability of an
undetected eavesdropper learning the secret bits is vanishingly
small. Thus, the secret bits are a good source of cryptographic
keying material. In the terminology proposed by the SEC0QC
Project[SECOQCA7], a QKD network includes a "secrets plane" which
delivers secret key material to other subsystems.
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2.

Architecture and Assumptions

This document describes modifications to IKEvZ to use keys created
via QKD for the Internet Key Exchange IKE_SA[RFC4306], the key
agreement protocol for IPsec[RFC4301] . With the exception of the
use of the new Payloads defined below and the removal of the Diffie-
Hellman key agreement information, IKEv2 system operates in standard
fashion.

The system design is shown in Figure 1. Each side has an IPsec
Gateway and a QKD Device. The IPsec Gateways are connected via an IP
network and the QKD Devices are connected through the QKD network.
The IP network and QKD network MAY share all, some, or none of the
physical links comprising their networks, e.g. via wavelength
multiplexing. Either end MAY initiate the QKD connection.

System Design

Initiator Responder
+-t-t—F-+-F+-+-+-+ +-t-+-F-+-+-+-+ +-t-t—t-F-+-+-+-+
I IPsec Gateway !-------- ' IP network !-----—------ I IPsec Gateway !
+-t-t—F-+-+-+-+-+ -+ —F-+-+-+-+ +-+-t-+-+-+-+-+-+

I I
|lTocal connection [local
| | connection
R et SR RS e s St St St e s st St St
! QKD Device !--------- I QKD Network !------------ I QKD Device !
Rt dak R RS +-t-t-t—t-+-+-+ +-t-t—t—t-t-+-+
Figure 1

The connection between the IPsec Gateway and the QKD device, marked
"local connection" MUST be secret, authenticated, and reliable. This
MAY be achieved by incorporating both the IPsec Gateway and QKD
device into a single system.

The QKD device SHALL provide secret, shared, random bits to the IPsec
gateway. The bits MUST be shared with an authenticated partner only.
The key material SHALL be managed in such a manner that the IPsec
gateways can independently map a Key ID to matching key material.
Beyond this, the interface between the IPsec Gateway and QKD device
is beyond the scope of this document.

The technical details of the operation of the QKD network (including
device physics, data filtering, node addressing, authentication,
synchronization, etc.) are beyond the scope of this document. The
QKD channel operates independently from the IP network that connects
the IPsec gateways. QKD requires an authenticated classical channel
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which is not part of the IPsec connection; this channel can be
unencrypted. The key name (Key ID) is chosen by the QKD subsystem.
It is the QKD subsystem's responsibility to ensure that key names are

unambiguous, e.g. that key names are not reused within a time frame
that can cause confusion.
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3. Data Formats and Information Exchange Sequences

IKE must exchange two parameters to use QKD: an identifier indicating
which QKD-generated key is to be used (KeyID) and the choice of
fallback methods. One Key ID represents one unit of shared random
bits, large enough for use as bulk data encryption key. Fallback
methods are used when the QKD system key generation underruns.

3.1. Data Formats

3.1.1. QKD Key ID Payload
Figure 2 defines the payload for the QKD Key ID.
QKD Key ID Payload

1 2 3
01234567890123456789012345678901
e S e s Ht e e o S e s o o
! Next Payload !C! RESERVED ! Payload Length !
e L e T s s o e o e e o o e e Tt
! version IN! flags ! reserved !
e T S S e e e O e St SR R S
! Key ID !
T A S e e At st At s st St SR S R N S

Figure 2

The Next Payload field of the previous header MUST be set to the QKD
Key ID payload number (see Section 7). The first 32 bits of the
payload are the Generic Payload Header. To avoid a man-in-the-middle
attack downgrading the negotiated security level, the Critical bit
must be set to 1. The responder MUST reply with an error message
when it it is incapable of using QKD (see Section 4).

o Key ID (four octets) is used to communicate which key to use for
the encryption.

o Version (one octet) specifies the format and semantics of this
message. The current version is 1.

o Flags holds flag bits; this field MUST be zero.

o N is the NoKey bit. @ means that the KeyID field is valid. 1 means
that the KeyID field is not valid, and the responder SHALL resort
to the Fallback method, if one is specified in a Fallback Payload.
This bit MUST be @ for IKE_SA_INIT.
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3.1.2. QKD Fallback Payload

The Next Payload field of the previous header MUST be set to the QKD
Fallback payload number (see Section 7). The first 32 bits of the
payload are the Generic Payload Header.

QKD Fallback Payload

1 2 3
01234567890123456789012345678901
St e e S e s S T e e S

Next Payload !C! RESERVED ! Payload Length !
e s St e T S et Il e e
! version ! FLAGS ! Fallback !
e

-+

Figure 3

o Version (one octet) specifies the format and semantics of this
message. The current version is 1.

o Flags holds flag bits; this field MUST be zero.

o Fallback field contains the configure of fallback methods. There
are three fallback methods, listed in Table 1.

Fallback methods

e el Hmmmmmm - +
| Fallback method | Method Value |
e et Hmmmmmm - +
I WATT_QKD I 1 I
I I I
| DIFFIE-HELLMAN | 2 I
I I I
I CONTINUE I 3 I
4o 4o +

Table 1
The Fallback methods are as follows:

WAIT_QKD 1indicating that IKE MUST wait for the QKD device to deliver
a new key. When the IPsec tunnel key lifetime expires, the system
MUST stop encrypting packets and forwarding them across the
network; the tunnel should be considered to be down.
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CONTINUE 1indicating that IPsec MAY continue to use the most recent
key until a new key becomes available.

DIFFIE-HELLMAN 1indicating that IKE SHALL generate a new key in the
existing IKE_SA using Diffie-Hellman as defined in [RF(C4718].

The Fallback payload is encrypted, relying on the security of the
IKE_SA, which is guaranteed by QKD.

3.2. Sequence

To use QKD-generated keys, the Initiator and Responder must agree on
a Key ID to use. This key will be used to encrypt the IKE_AUTH
exchange, and does not change the IKE Sequence. Other parameters,
defining the Fallback method, must be exchanged in IKE_AUTH, in the
encrypted connection.

Standard IKEvZ exchanges key data for Diffie-Hellman in IKE_SA_INIT
in a synchronous fashion. The principle difficulty in using QKD-
generated secret bits as keys for IPsec tunnels is coordinating the
activity of the QKD secrets plane with IKE, because the QKD device
must operate continuously and independently to monitor its path and
create secret bits, as discussed in Appendix A.

3.2.1. Initializing IKE_SA

When the initiator wishes to use QKD-generated keys, it MUST wait
until the QKD device delivers one or more valid keys, shared with the
responder, before sending the IKE_SA_INIT message. The initiator
chooses a key and sends the Key ID in IKE_SA_INIT. The responder
echos the Key ID. QKD fallback methods are exchanged in IKE_AUTH.
The way to choose fallback methods follows IKE's algorithm to share
configuration in [RFC4306] Section 2.7."Cryptographic Algorithm
Negotiation".

The key negotation process is described below. Payload names in this
document are to be interpreted as described in [RFC4306].

The IKE_SA_INIT with QKD

Initiator Responder

HDR, SAil, KeyID -->

HDR and SAil are the IKE Header and a payload which states the
cryptographic algorithms the initiator supports for the IKE_SA.
KeyID is the QKD Key ID Payload described in Section 3.1.1. The
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NoKey bit MUST be @ in IKE_SA_INIT. The KEi and Ni payloads that are
cantained in standard IKEvZ MUST be omitted because they are for
Diffie-Hellman, and are not used with QKD.

<--  HDR, SArl, KeyID
Responder echos Key ID in its KeyID payload.
The IKE_AUTH with QKD exchange

Initiator Responder
HDR, SK{IDi, [CERT,] [CERTREQ,] [IDr,]
QKDfallback, AUTH, SAi2, TSi, TSr} -->

The notation SK{...} means that payloads between {} are encrypted by
the SA whose key is chosen in IKE_SA_INIT. QKDfallback payload is
the QKD Fallback Payload, containing the initiator's proposed
fallback method. 1IDi, AUTH, SAi2, TSi, TSr are payloads which state
the initiator's identification, authentication and CHILD_SA's
parameters and traffic selectors of initiator and responder.

<-- HDR, SK{IDr, [CERT,] QKDfallback
AUTH, SAr2, TSi, TSr}

Responder replies with its acceptance of fallback methods in its QKD
fallback payload. If the Responder does not agree with the
Initiator's requested fallback method, it MUST respond with an error
message and abort the IKE negotiation, as discussed in Section 4.
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Normal Exchanges in initializing IKE_SA

Initiator Responder
I IKE_SA_INIT I

Critical=1, Key ID=foo, No key=0 I

IKE_SA_INIT |

Critical=1, Key ID=foo, No key=0

IKE_AUTH

Critical=1
Fallback=[WAITIDHICONTINUE]

Critical=1

|
|
|
|
| IKE_AUTH
|
|
| Fallback=[WAITIDHICONTINUE]
|
|

Figure 4

During initialization, IKE_SA cannot use a fallback method. The key
must be generated by QKD. Thus, the Critical bit is set to 1. If
the system underruns in key generation, it MUST wait for the QKD
device to generate a new key.

3.2.2. Rekeying IKE_SA

In IKE two ways are defined to rekey an IKE_SA: repeating the
original initiation sequence by exchanging IKE_SA_INIT and IKE_AUTH,
and using the CREATE_CHILD_SA exchange. Because IKE_SA_INIT is
exchanged without encryption, if the Initiator wishes to specify
fallback behavior, it MUST create a child SA, rather than re-
initialize.
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The CREATE_CHILD_SA with QKD Exchange

Initiator Responder
HDR, SK{[N], SA, Ni, KeyID,
[KEi,] [TSi, TSrl} -->

Figure 5

The initiator sends CREATE_CHILD_SA including an IKE header,
optionally a notify, a new security association, a nonce, Key ID for
QKD, optionally a key exchange for Diffie-Hellman and optionally
traffic selectors.

<--  HDR, SK{SA, Nr, KeyID,
[KEr,] [TSi, TSrl}

The Responder sends CREATE_CHILD_SA which includes an IKE header, a
new security association, a nonce, Key ID for QKD, optionally a key
exchange for Diffie-Hellman and optionally traffic selectors.

The system SHOULD use QKD to rekey IKE_SA when possible. When the
initiator rekeys using a new QKD-generated key, the KeyID payload
from the initiator carries the new Key ID and the No key bit is set
to 0. Responder repeats the Key ID and sets the No key bit set to 0.
The Critical bits are ignored in this case. Both KEi and KEr MUST be
omitted.

Normal Message Sequence in CREATE_CHILD_SA for rekeying IKE_SA
Initiator Responder
I CREATE_CHILD_SA I

Critical=1 I
Key ID=foo, No key=0

Critical=1

I
I
I
I
I CREATE_CHILD_SA
I
I
I Key ID=foo, No key=0
I
I
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Figure 6

When the SA lifetime nears expiration and it becomes necessary to
rekey, if no QKD-generated key is available the Initiator SHALL rekey
using the specified fallback method, if one was specified. The
Initiator SHALL send the Fallback Payload with the No key bit set to
1. The initiator SHALL send the Key ID Payload with the KeyID field
set to @ and the NoKey bit set to 1. The Responder SHALL reply with
the same Key ID and Fallback payloads. If Diffie-Hellman is
permitted as a fallback method and the Perfect Forward Security(PFS)
is configured to work, CREATE_CHILD_SA carries KEi and KEr.

Fallback Exchanges in CREATE_CHILD_SA for rekeying IKE_SA
Initiator Responder
I CREATE_CHILD_SA I
Critical=1 I
Key ID=NULL, No key=1
CREATE_CHILD_SA

Critical=1
Key ID=NULL, No key=1

Figure 7
3.3. Considerations for Multiple SAs

IPsec can have multiple SAs between two IPsec gateways. QKD provides
node-to-node keys, thus the system described in this document can
also manage multiple SAs. The Initiator is free to use any QKD-
generated keys for any SAs, but MUST NOT reuse any key.
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4. Error Handling

Error handling beyond that already described in this document is TBD.
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5.

Recommendations for use of QKD-generated keys

From a data privacy point of view, the ideal use of QKD-generated
keys would be as a one-time pad (OTP) to protect the data carried in
the IPsec tunnel. However, as of 2009, QKD key generation rates are
not adequate for high-speed OTP use; the QKD-generated keys instead
will be used most commonly as key material for symmetric encryption
of the IPsec tunnel. Thus, the upper bound on the secret lifetime of
data remains the time until the chosen symmetric cipher can be
broken. An eavesdropper who records encrypted packets today can
store those packets, and decrypt them later by directly attacking the
symmetric cipher, when it becomes technically feasible to do so.

However, existing IPsec/IKE implementations actually have a lower
data secrecy lifetime, due to their dependence on Diffie-Hellman key
agreement. The security of Diffie-Hellman depends on the difficulty
of the factoring problem, which remains uncertain; factoring may
prove vulnerable either to theoretical advances in algorithms, or the
deployment of large-scale quantum computers. An eavesdropper who
records encrypted packets today can store those packets, and decrypt
them later by discovering the key, when it becomes technically
feasible to do so.

QKD+IKE+IPsec offers a different point in the security space,
providing secrecy under different assumptions about computational
difficulty than D-H+IKE+IPsec, for all choices of IPsec tunnel
encryption protocol.

In summary:

o QKD+IKE+IPsec depends on the availability of an authentication
mechanism that is secure at the time of key negotiation.

o If QKD keys are used as an OTP, transferred data remains secret
forever (or until disclosed through alternate means).

o If QKD keys are used for symmetric encryption, an eavesdropper may
copy and store packets but cannot decrypt them until the symmetric
cipher can be broken.

In contrast:

o D-H+IKE+IPsec depends on the availability of an authentication
mechanism that is secure at the time of key negotiation.

o If the D-H keys are used for symmetric encryption, an eavesdropper
may copy and store packets, and will be able to decrypt them when
it becomes possible EITHER to factor large numbers (breaking the
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D-H key agreement) OR to break the symmetric cipher.

Thus, QKD+IKE+IPsec can remove one uncertainty about the future
evolution of computational security. If factoring is easier than
breaking symmetric encryption, the use of QKD will extend the
timeframe for maintaining the secrecy of data, even if standard,
symmetric encryption is used for the bulk data encryption.

Key lifetime could be matched to QKD key generation rate; the
mechanism is not specified here.
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6.

Security Considerations

Because QKD's principal role is to detect eavesdropping and discard
possibly compromised bits, eavesdropping is a very effective denial
of service (DoS) attack. One purpose of the fallback behavior
negotiation is to provide network managers with a tool for
alleviating this problem. Fallback methods should be used with
extreme care, and SHOULD be coupled with event notification and
monitoring.

One possible practice would be to define the fallback policy for an
SA carrying user traffic as WAIT_QKD, and define a second, primarily
dormant, SA with a more liberal fallback policy for a management
station. The second SA might be used only to diagnose problems and
for low-security network monitoring and management activity until the
QKD connection can be restored.

This document describes a form of Internet Key Exchange protocol
which is not based on the difficulty of factorization. Thus, under
the circumstances described in Section 5, security may be improved.

The system consists of two logically separate channels: a classical
channel between IPsec gateways and a quantum channel between QKD-
devices. The QKD devices require a classical channel and
authentication to prevent a man-in-the-middle attack. One keys are
securely transferred to the IPsec gateway, those keys could be used
as an alternative method for authenticating the IPsec gateways.
Careful integration of the classical and quantum networks could
eliminate authentication on one path by sharing the authentication
information from the other; such a use is not specified here.
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7. IANA Considerations

The following new assignments can only be made via a Standards Action
as specified in [refs.IANA].

7.1. Payload Type Values
The IANA should allocate IKE Payload Type Values for the QKD Key ID

Payload and the QKD Fallback Payload upon publication of the first
RFC.
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Appendix A. Implementation Considerations and Current Status

As of 2009, available QKD products use single photons over dedicated
optical fibers and are limited in distance. Experimental
demonstrations of wireless links and multi-hop networks using trusted
intermediate nodes have been conducted [EPT@3]. Progress is also
being made toward use of satellite links and quantum entanglement-
based networks of quantum repeaters that will not require trusting
intermediate nodes [SEC0QC@7][UQCA9].

In general, because QKD relies heavily on statistical evidence to
determine the presence of an eavesdropper, it requires time to create
a key. Thus, the IPsec implementation should be prepared for a long
delay before keys become available. Moreover, the key generation
rate may vary over time, typically rising over a long period from the
initiation of a connection as statistical certainty improves, then
settling near a sustained value around which the rate may vary as
conditions change.
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