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Abstract of Bachelor’s Thesis - Academic Year 2010

Network Traffic Visualization

to Enhance Security Awareness

For typical computer users these days, information security practice is considered as
passive as users take necessary actions only when malicious software or attack attempts
were detected. However, recent security breach due to continuous appearing of new mal-
wares raised needs for users to recognize threats and to consider countermeasures against
it.

In this thesis, design and implementation of a computer game software that observes
network traffic and uses it as game components to enhance end-users’ security awareness
has been conducted. In addition to existing anti-virus software by using this software, a
user would be able to monitor network traffic while improving awareness of information
security autonomously.

End-users can see the state of network traffic without technical knowledge, and rec-
ognize malwares and security incidents on his or her network simultaneously. Because
this software replaces every technical term by a familiar object, it accelerates the user’s
understanding without requiring the user to know any technical languages.

This thesis aims to bring enlightenment to end-users with a software, and to establish
a beachhead to change their security consciousness.

Keywords :
1. Packet Capturing, 2. Entertainment, 3. Internet Security, 4. Network Monitoring

Keio University, Faculty of Policy Management

Hideaki Fukuoka
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