A S S 2010 - BE (*FBK 22 4F)

ZigBee % v b7 — 27 LEORIEM 7 HTTP #35Fk

BEEF AR BRIE [E R
PEFEFZ 70748511
(LIHH =oAL



2010 fEJE (PRK 22 4R E)

ZigBee % v b7 — 7 EDFIEM 7 HTTP #4351k

AR Twitter FHITfAE I 15 X 9 12 XML (ExtensibleMarkup Language) 5> HTTP
(HyperText Transfar Protocol) FD b 5 Web £AfiZFMH L T2 7 7Y r—> a v
DIEMUL T 5. F 7, Riltld Web Biifi 2 Fl b T v — 20 6 FE22 RS 2 B HUS L
HETZL AT LDLIREINT VS, Lo L ZigBee 72 EICRES NS E L v 5 —
Fv b= BREEZROLGE, SN0 ZAEN R, SR L W) REE R o TE D,
ZD &9 T XML HTTP Z 7 REST #iA ¥ % — 7 = 4 A ZAERK, FIH T 2 IR,
Ly =%y 7= NTHEROEENSFEL TL TV, RELLEEMTA LS LT
LEI. THUTKH L HTTP L ARDIEENERI N, 0217y b Hlch DT -V &%
FffE 2K 5 CoAP(Constrained Application Protocol) & MEIX3 % #{5 7' 0 b 2 )L DFEHE
{EDSIETF CHETL T 5. Ziuike vy —2y b7 —7 LomfEzE L2 7a kau
Th Y, FEFAMEE ZHE L T3 0BT 302 Ff>Twa. KBTI,
$ CoAP BIDi(E % EFRIC ZigBee % v b7 — 27 ETEIESE, B L N7 v FEEZH
FE L. Z DR ZigBee 2y 87— 27 TR FFy 7T BEAITIE, N7 v FBEBA L
2 HREMEDSH 1 ,CoAP MR T 3 UDP 2 W BEL I TR 7 7Y F— a v TOE%
DEE 75 2 EZHEDIT LT, 2 2T, ATl CoAP TEE I N fIg{L 7 v
k% ZigBee D FREHIFEEE TH 2 APS_ACK LFlAGDHE % CoAP/ZigBee ZHE L, 4l
% ERFAM L 72, CoAP/ZigBee % F\>CT XML & HTTP % F\ 72 & [ D EE % &
Y=y b7 =7 LT o R TS OB & Y A0% B L EfE T 7 — 2 PR 5
Zt&EINLT.

¥—7—F
1. evY—%v b7 —7, 2 ZigBee, 3. Constrained Application Protocol

G SRAANY: BT

i



Abstract of Bachelor’s Thesis

Academic Year 2010

An efficient HT'TP transport over ZigBee network.

Because of the worldwide availability of web server and browser, HT'TP based applications
are widely used in these days. Even sensor data are collected using HTTP transport. But when
a wireless sensor network, such as ZigBee, is involved in a web service system, we need to con-
sider the delay and packet loss in the wireless sensor network. Straightforward application of a
web system over ZigBee entails a significant performance degradation because HT'TP messages
are relatively large and redundant. CoAP (Constrained Application Protocol) is proposed in
IETF to solve such problems. CoAP is a compressed HT'TP over UDP. This thesis evaluates
the fundamental characteristics of HT'TP and CoAP transports to find that the large amount
of data in HTTP transport causes packet errors in ZigBee network. CoAP is effective to reduce
the data amount. But it was also shown that the complete elimination of packet loss in CoAP
communications is difficult. Accordingly, this thesis proposes CoAP /ZigBee, where CoAP /UDP
is transported using ZigBee with application layer acknowledgement ” APS_ACK”. An experi-
ment reveals that we can suppress packet delay by 40% while preserving sufficient throughput
33kbps by using CoAP /ZigBee.
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1. Sensor NetWork., 2. ZigBee, 3. Constrained Application Protocol
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3.2.4.3 HAIKER

FHHFER AKX 3.12-D 75 71T,
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3.2. CONSTRAINED APPLICATION PROTOCOL

Server Client
Firmware type End Device Coordinator
MHEEY 22—V Digi XBee Series2
5k FH 58 2445MHz(19Ch)
{ii /] PANID 1222
WER—L—1t 115200bps
# 3.4: XBee €Y 2 — )Lk E A
Direct
MultiHop

[}

2 4 8
B CoAP response time (Sec)

3.12: CoAP V¥ afE e
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95 3 E B TEDE A % A

Direct

MultiHop

4] 7.5 15 225 a0
M CoAP Error rate (%)

3.13: CoAP @7 —L—F
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3.2. CONSTRAINED APPLICATION PROTOCOL

£ 7 HTTP BEROFER EHILT 2 ERD 777D L)1k,

Direct

IVILITHOD |

0 3.25 6.5
M CoAP response time (Sec) M HTTP response time (Sec)

3.14: “F¥@fE R

MultiHop

0 7.5 15 225
W CoAP Error rate (%) [ HTTP Error rate (%)

315 WELF—L—
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95 3 E B TEDE A % A

3.2.5 EE

FELORHIEE R X D CoAP Z V72 & 13 XML & HTTP Z W @E L b §EIEZ
A0%MERE L L, S50, HEHAEBRE T T3 — L — b %2 8% F CTHIIR K 2 2 & 2R
. UL CoAPIT Kk 2877 v b A AEAEREE S — 7 v A DRI X D ZigBee
DNy FWTRALRIE 2RSS 5 2 E 7D TldhwhrtELoNS.

Client Server

CoAP GET / POST

Time

CoAP ACK (OK)

3.16: CoAP > —74 v A¥

F70, 27 —L— M LTI HTTP@EDIZ ) 3V F Fy 7ERE T TIHMET L Tw
273 HTTP 12 TCP IZ X 2 FREHIHI2 005 720 EIERRFEET L2 DD I —L — bW
¢ B0 TV 2D TRAVLDEEZ . L L, ZNEHDMBIE 2B S 5 72012 ST
WD TP 87 v FEUE CoAP 53287 v F HTTP 23787 v b bhBICH 2 2 L 2 EET
%t XML & HTTP 223556, 37 v F KBS CoAP Z W7 & D % F¢2k:
TEOTIRRVDEEETES. L L,CoAP 3R L UDP 2w T 5720, @35
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3.3. AKEDFL®

RIS ERERIHIZEE 21T 2B TET T —F 2 RoTL ) W) IR IE>TL
9. INEBBRTEEDICEF I VAR—F LAY =D N TCOFEHIENNETH 3.

3.3 XEDFL®

ARBETIIPETHE LT XML & HTTP Z w7283, KU CoAP % v 728
fBrerd—Fy b7 —7 ETHORBRICHEAET AREMICOVWTHEBRZZLZTE LD
7o RETIE, AMADOREFE L REFHETHO 2 EMIc OV TR 3.
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48 CoAP/ZigBee DIEE

ARETIE, REFIEICOWTHRR, ZDOHFTHWTW 3 ZigBee APS Acknowledgement
IZDWTEHIT 5.

4.1 REFZE

i CcOHEEEEZ 2R A LI N@E7e b alz2HwT 1l F—% DEIcdh
PEERZIZ S5 2 LT, ey —2y MV — 7 LoOBEEED R, @EmEomn
ZX % ZEDBHE L FHIZR L 7208,CoAP 12 UDP % H\WCHEE L T\ % 72 & ZigBee {3
B ETT—F%2KoTL X GEDOREFED LW, L2 L, BiETO HTTP 2 Hwi:
FEE T L k)i, Xl zZ TCP Fz2HWTF 7 VAR = LAY =D ETIT) &
ZigBee DXA 1 — F & L THHHER 28O —%Z 70 b a Lo~y ¥ THELTLE)
72, %7y bW LEFER T EBEZ NS, Z 2 TARIIFETIE CoAP & ZigBee
D FEGIEIERE TdH 5 APS_ACK (Application Support sub-layer Acknowledgement ) %
b THEH 175 CoAP/ZigBee #1EET .

4.2 APS ACK

APS_ACK 1% ZigBee DHERE & L TR I LT 2 FETIfEIBERE TH 5. ZigBee DAL
BRAICED =% v 2 MEFOARICHE S N 5208 BEHFICH L TT— 8 ORI
L7z & 212 APS Acknowledgement /X7 v F Z3RM 5 X)) ICERKT 5 Z L3k 3.
Z X ZigBee APS 7L — A7 4 —<v F® Frame Control 4 7 7 v FNICEHRSI NS
Acknowledgement Request 7 4 — )V F D% true 1295 2 EICK DT 2 2 &3
*5.

APS ACK#BEZ AN L T 587y P 2iXME L 78, @Y o Rz FE#E LT
APS Acknowledgement /37 v t ZZ G HR G WG, Z DWFEIFERBL D LA I
N, 7= OREDTHhNS.
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4.2. APS_ACK

Octets: 0/
1 0/1 0/2 0/2 0/2 0/1 1 Variable | Variable
Frame | Destination [ Group Cluster Profile Source APS Extended | Frame
control | endpoint | address | identifier | identifier | endpoint | counter header payload

Addressing fields
APS
APS header payload
[ bit 0-1 Frame Type

bit 2-3 Delivery mode

bit 4 Ack. format

bit 5 Security

bit 6 Ack. request

bit 7 Extended header present

41: APS 7L —AL7 4 —=2v

APS Data Request
(Acknowledgement Request = fallse)

APS Data Request
(Acknowledgement Request = false)

Time

4.2: APSACK ZH W WwWiifEyr—7x12v &

TE L L AW S 15 £ TOR T 1E, WE D+ v 78 nwkeMaxDepth % T, KX
TRDBZENHKS.

APS Data Request
(Acknowledgement Request = true)

APS Acknowledgement

Time

4.3: APS ACK ZHWwWiEEy—7 12 A
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% 475 CoAP/ZigBee DIEER

APS Data Request

4% (Acknowledgement Request = true)
0.05*(2*netwcMaxDepth)

APS Acknowledgement \ +encrypt/decrypt time(Sec)

lost Packet
APS Data Request

(Acknowledgement Request = true)

Retransmission
APS Acknowledgement
Time

4.4: APS_ACK Z W 7=kl — 7 = v A

T = 0.05(2nwkecMaxDepth)
B BANE TIHEE DR S L ZT> T\ v T iisk, B5kic X 2BIEIZEE L T

VLR,

4.2.1 APS ACKIC&EBTFAUw

APS_ACK #&geZ FIH ¢ % Lo37 v FRREBIGEGBHTFD2 5 D Acknowledgement % i
ERERF O 7 JBEAN—T"y P DE T TFRIN208, Jaid L 72 CoAP Ik 287 v
FOEE Y — 7 v A0figic & h 7 — ik 0B bz T o o, fRkiilE 2179 2

179 &
ETCHEMEDZ S 510 EXTEETIZ W EEZ 5.

4.3 FEDXRL®
A TIRETETH % CoAP/ZigBee I2 TR, 2 DHTHWTWL 2 H4liTdh 5
ZigBee APS_ACK IZ DWW T L 72, KEETIFRRTHERDFE L OFHITNIC D\ Tl 5.
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B58 CoAP/ZigBee D

ARETIIAMAEDIRETETH 5 CoAP/ZigBee DFHIIC DWW TAR 3.

5.1 FHEAE

APS_ACK %z M\ % E@E NI T 2 8 R B IN L APS Acknowledgement O
AR TR oWl HBEANL—7"y FPOETLFEELTLEI EVRH) I EIZ
H AT TRz RFETIE CoAP 2 I\ GRER DA Z T 73858 1 T ZigBee APS_ACK
EROGIEEZToRBOBEEL 7 — L — MTOWTHR JRELFIETH %5 CoAP/ZigBee
DFHlli 2179 .

5.1.1 FHEFE

5 3T TIT o 72 CoAP % w7385 D F2ER & MR DG %2 fl A4, IEEHmEEBEE CHE L
7BfET — % % ZigBee X7 v F A=y 7 7 ZHOTINET 5. XBee DI —7 v
ZEX 5.2 D X 9127 > TED End Device il 6 DifFld =% v A 2 {HEHT 279
APS_ACK ZFJH T & % %%,Coordinator il 5 DEIE 7 —FX¥ ¥ A F & L CHEI N
579 APSACK ZfI[HTE %\, ZOMWEZH W T ZigBee ZNLZNLDMF /37 v M I
DV y P A=y 7 7 THN, R L APS_ACK Z i L 72385 S L Tk vl
BOANV—=Ty b fEL 7 —Fz2ZNnZNitlld 5.

5.1.2 1B

FERMERR, ZigBee DY ¥ 7 KERL, FI\ 7B LY 7 7 =7 XBee DiXEIFFE 51D EE
DTH3.
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%5 5% CoAP/ZigBee O i

Coordinator End Device

APS Data Request

APS Acknowledgement

APS Data Request

APS Data Request
V Time

APS Data Request

5.1: XBee lifgs —27 v R

Server Client

CoAP GET

(IIIIIIIIIIIIIIIIIIIIIIIIIIII

IIIIIIIIIIIIIIIIIIIIIIIIIIII)

CoAP ACK

ZigBee Packet Sniffer

End Device Coordinator

5.2: FEERERE X
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5.1. Bl 5k

B 44 il 7 + 7 = 7 Version
Server Fujitsu MG50S ruby 1.8.6 patchlevel 111 [i386-
cygwin]
Client Lenovo ThinkPad T510 ruby 1.8.7 patchlevel 72 [i386-
cygwin]
PacketSniffer Daintree Networks 2400E Daintree Sensor Network Ana-
lyzer 2.3.0.8

£ 5.1 EEUCHERLEMEY 7 bY = PEREE

Server Client
Firmware type End Device Coordinator
MHEY 2= Digi XBee Series2
5k FH 58 2445MHz(19Ch)
ffi /i PANID 1222
WERA—L—1T 115200bps

7% 5.2: XBee £ a2 — LR E

5.1.3 H8

AR T O X 9 Ickh o7 F9 INEINLT—FEIDZNZENDERX LT T 4
ZREL 1T 2%ET 5 IRk ZRD 5. 2 2 TRO K Z T, L1ES.
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%5 5% CoAP/ZigBee D il

400

350 A

300

250

200

APS_ACKH
- = APS_ACKE

150

100

50
/
;_._/\‘J \__/\
0 : — =t~ _ T e ———

0 001 0.0z 0.03 0.04 0.05 0.06 0.7 0.08 0.05 01

-50

5.3: APS_ACK DHE#EIC X 2 I0ERfiI e A b 7' A
Tove ZHOTOMBEANL— 7y b SIFH 3T TRKD 7z ZigBee DIKRNT v P A X%
otk Ttkdoins.

1
S = 8(1010%%6)) (Kbps)

INEHWEEXSADT I 7% RKDDHZEBHKS. 7, 5 3FHTHEZ1T-o 7 XML
L HTTP Z w7 o@E I L ThO AL —7y b b ZigBee 287 v b A= v 7 7 THUS
LCWiT—%ZHWCEHEL, 77 71T 7.

28



A 73

CoAP 68 554 o
mEFRIN —F v Kbps)
s _ e

10 20 30 40 50 60 70 &80

=]

5.4: WEANL—Tv b

F-2I7—L—FIBELTRERKESS5DEH) IS

HTrF _22
- -3
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%5 5% CoAP/ZigBee O i

51.4 EE

R 7 7 &0 REFIETH % CoAP/ZigBee DG AN — 7y +E CoAP HifkZ Fv»
2 X0 LR 50% PR T2 2 EAVRE A XML & HTTP %2 v 2382 X b v 2
N—T FThHDHIEaRNT I EPHNR. £72 CoAP/ ZigBee Z % Z L Tl T —
L—FrZ23I5ICTIFoN5 ) 2 EHRT T EHRAL. Z1Ud APS_Acknowledgement
WX 2 HEREZHGEZET, N7y FRALLETF—YOEERIT) 2 KTV 3
T2 EEZD.

5.2 AEDFELE®

ARETIFREFIETD 5 CoAP/ZigBee DFFfi 21T >72. XML & HTTP % M\ 7258
f5,CoAP DX v — 70 b 2Lz flv708E, fREFE 2 R L, 5HIR R & O, EEom
BHTOZI—L—1r 2222 EDHKL E V) T LRI LEERL I XRETIEARR
ZFE LD SBROFPEICOVTIARS,
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%GE %I:lnﬂﬁ

AKETRAVED £ L b ESEROFEICOVTHRS.

6.1 FHRADELH

Y v — kb FEERERE IS L HTTP ik Web ¥ 2 7 42 W ClERZ IE
TEYATLADL K BEIN T 08 [FEROEFHH W 5 ZigBee HITAFE S 415 kL
Y=y b7 =7 IMENEE ), 2V F By TEOREE RFo— )5 BIER U v MER
DIP 2y P =27 XD FBELPTOLEVLIREZF > TWS. 2D k) Bt v —
Fy P77 —UVBRE ETWeb P AT 02 ZDF FFHT 2 E HTTP D7 —% & E TCP I
X RGN & D MR v — 2y b7 = NTEL D 37y MER FREDHAEL T
LZI.

Izt 27 0IC HTTP O 7 — % mZz2 IR L, 2> UDP % i\ CIERICIEE 2
AJHEIZ§ % CoAP(Constrained Application Protocol) 23 TETF IZ THE, Biaf ST 3
zZ TCMP%XV%—/7UFHW&LT@WLHNPL%&H%@W@%@%%th
2 U 72T CoAP % Hl\ 72556 383 DIRIE % 30% 20> 5 40%FRE ¥ CTHIN T % 2 & 25k 7.
CHUTEEHANLE T BT — Y BE Ly — TV AZWO T EBHRLDTH .
Lo L B L7z &)1, e v — %y P 7 =27 Tld X7y FEEPSCHAELTLE
9 728 KERBREICld CoAP Z VT H 8% DlfFHEAESHEL CTLE ). 2 2 TR T
I, ZigBee D APS L A ¥ — I CHEATHEIA A REZ & E1TEIR L ,CoAP & ZigBee APS_ACK
ZilA G DT CoAP/ZigBee %24 L 72.CoAP /ZigBee % I\ % £ APS_ACK %Z{5 £ T
DFFEEIR RIS T4 3 2 720 lfE AV — 7"y MY 30Kbps £ TIE T3 %723, §ilido HTTP
S CoAP ESRHCEET 2 2 E R Wi v — %y bV —7 L TO7 v b
BERPEF OB EERL .

6.2 SEROFBAELEE

AETIISBOFELEBHIIOWVWTIRR S,
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%67 Kk

6.2.1 CoAP Gateway

AR DFERTIETH TV % CoAP & 6LowPAN 2\ CTIPv6 7 FL A% & ¥ ¥ —
J—FRICHDIRD EET— T2 &) RBETEL T35, IPve ICRETTIP L
AY—zH T Y-t CEE#EZfT I B, vy —/ —FIZIPLA v —%2#
fRTZZEMTELY —N—%REL IR DD, 2y —/ — FTHEEBEHRDL v >
v 7 ERAHCGEEORLRZ T, REZTOAETIUI LS T B I DL DENPY VYV —A
ZHELTCLEY). ZNSDAMBEKRT 272012, £ Y —% v b7 — 27 NTIE ZigBee
DAKFFOT7 Ly > v JHEREZFIH ,CoAP Z# X vk =Y v 7 7u bal e LTHHAL,
kY —F =Y 2NEr BT B v —F =Y DENE F vy o v S EFERICIT
IV = T2 A DBHIUE, kY —%y b7 =7 LB 2EERED X 5 4 3 I
BT ZEDBHEZDOTIR RV EEZ TS,

CoAP TEESNSETIL

service WS ht

sensor

server
e T S ANAT S
CoAP 5 —ho A
service A
S gateway sensor

6.1: CoAP Gateway
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