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Abstract of Bachelor’s Thesis - Academic Year 2010

Anomaly Detection System

using Statistical Analysis of IDS logs

Nowadays, with the spread of computer networks, information systems are more open
to the Internet. Therefore, the importance of secured networks is tremendously increased.
There has been an increasing need for security systems against the external attacks from
the hackers. One important type is the Intrusion Detection System (IDS).

Intrusion Detection System tries to detect malicious activities such as denial of service
attacks or even attempts to crack into computers by monitoring network traffic. IDS
reads all the incoming packets and tries to find suspicious patterns known as signatures
or rules. However, IDS generally generates many false positives (corresponding to a false
alert) and false negatives (corresponding to a non-detected attack). As a result, it’s a
heavy workload for the network manager to check all the detected events.

This thesis presents an anomaly detection system using statistical analysis of IDS logs.
Based on tendency of IDS alert events, this system can cluster, analyze and then classify

alerts into normal alerts and abnormal alerts.

Keywords :
1. Security, 2.Intrusion Detection System, 3.Anomaly Detection, 4.Statistical analysis

Keio University, Faculty of Environment and Information Studies

Doan Viet Tung
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