oo 20110 0dog2000

bbb otdbbodgobotdtn
Juoodood

oo ooobogo
ooooogn

o000
O0oooOo ooooon
00 O
OO0 og
OO0 oo
OO0 O
OO0 oo
Rodney D. Van Meter I11
OO0 og
OO0 O
OO0 O
OO0 og

Oo24020 130




000000 -201100 (00 2200)

Jobooobooobogobooobooobon
oogood

goboboooobobooo,gobbobuooobobbuooobbbuooobbbooon
gbboooboobobuoobboobooobbboobooobuoobboobood
gboobobgobogoboobuoobbuoobboobboobuoobboobuoboon
gggoooboobbbobobobobbbbbdddoooooooooooooooon
gogbbobobboodooooobboobboddooooobobomboooooon
gogggbbbbbbobbboobbboooouodououduooooooooooooo
gboogobuogbboobooobuoobuobobuoobbooboobobooboboon
gbbobogbooobuoobboobobuoobbooboooboobboobood
gbogbogobuogbbooboboobbuoobboobooooboobooboon
gbogodoboboooobboobuoobbooboobboobooobuoobobod
goboboooobbbooobobobooon

gbobogobuodgbooobuobboobuoobbouobbooboobbobo
gogggoobbobbobobobobbbbbbotddooddooooooooooooon
gbobboooobbbuoobbbuooouoooobbbooobbb,bboood
gbogobuodgbooobuogubooobuoobbooboobooobuooboon
gbobbuoodgbobboodgbbbuooobbbuoog,gobbbuooobbbood
goddggooooobobbobboboooooooigdooooooooon
gbdbobogobugbooobuodgbboobuoobboobuoobboobooon
gbogobodgbuogbboobugbooooboobobobobooboobobog
gobooo

goooo:
100000oooo,2. 00000,3. 000000,400000,

ggoobobo gbooood

oot



Abstract of Bachelor’s Thesis - Academic Year 2011

A proposal of spoofed e-mail detection by mail header analysis

Recently,the number of attacks using E-mail which targetted specific individuals and
groups increased.Different from the attacks which tried to attacked indiscriminately and
getted the all information,the attacks using E-mail was limitted target and getted the
only information has a high value.Increasing that type of attacks,various type of damages
occur and the damages extends not only to the individuals but also corporations,officials
and government agencies.

The attacks using E-mail is called targeted attack’.Targeted attack has a character-
istic that limited target,change attack form of attack to specialize target,difficult to de-
tect by existing measures like firewalls.And targeted attack has a representative exam-
ples,named’Spoofed e-mail’. Therefore required to develop effectivemeasures against such
targeted attacks urgently.

The research focused on the characteristics of e-mail used in attacks and propose a
method to use measures that analyzed the information in the e-mail header.Get the e-
mail header information and extract the necessary information.Next,Produce a precise
characteristics for each address.Compared the new get e-mail header infomation and these
precise characteristics,if new e-mail header infomation outsided a certain level from precise
characteristics,reported to the user.And the e-mail that reported by this way can be used
in future studies of targeted attacks.

Keywords :
1. Spoofed e-mail, 2.targeted attack, 3.Internet security, 4.Instrusion Detection

Keio University, Faculty of Policy Management

Fuyuki Sekine
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