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Abstract of Master’s Thesis

Academic Year 2012

Design and Implementation of User

Identification Platform using Device Information

As demand for Internet services specifically customized for each user increases, service
providers make an effort to give extra value by providing useful services, based on personal
action history and personal interest. However, in order to use these services, they require
users to install applications to identify users and hosts.

In this paper, I propose a platform to identify and track users by collecting and analyz-
ing network traffic, which enables users to receive customized services without installing
special applications or using special devices.

I propose three methods to identify users and hosts. The first method is to identify
hosts using the host’s MAC address by monitoring the network. Several sensors, which
are general-purpose computers running our monitoring software while also in normal use
by users, passively collect host information on the network. The second method is host
tracking by network communication information surveillance. It is performed by collecting
information from packet headers in the upstream network infrastructure. This method can
collect information across the entire network without separately monitoring each network
segment. The third method is to identify users by tracking their presence in front of the
computer.

The practicality of these methods has been verified through experiments, performed
on a conference and an academic network. Through the experiments, the feasibility for
service providers to offer users user specific services, without requiring users to perform
particular actions or settings, nor limiting users to use specific devices, has been shown.

Keywords :

1. Tracking Users,hosts, 2. Forensic, 3. Privacy,4. Internet

Keio University Graduate School of Media and Governance
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