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Abstract of Bachelor’s Thesis - Academic Year 2012

Design and Implementation of

Efficient Malware Collecting Systems

These days, malicious programs (from now, “malware”) such as computer viruses and
worms have become a distinct threat. These days, all kinds of malware emerge everyday
and so there are various infection activities. For this reason, we must determine the
tendencies and features of malware, and collect as many malware as possible in an efficient
way in order to efficiently study and take measures of the real-time-changing malware.
The purpose of this thesis is to make a collecting environment using an active honeypot,
and collect new malware in an efficient way by speculating the features of websites which
distribute malware from existing data. It is expected that an efficient study which use
various malware will be made. To achieve this, I suggest a method to access to many
malicious websites that distribute malware within a short time. To prove the effectiveness
of this method, I will use it and do an automatic web crawling. This implements a system
which collects samples of malware, by finding and preferentially accessing to the URLs of
malicious websites from among a massive quantity of URLs. Also, I used this system and
did a test. As a result, by using this method, I was able to find URLs of malicious websites
out of many URLs, and confirmed that it is able to effectively collect malware samples.
It is expected that from the result of this thesis, it will become able to efficiently collect

malware and make an effective correspondence against the threat of increasing malware.

Keywords :
1. Malware, 2.Honeypot, 3.Internet Security, 4. Internet

Keio University, Faculty of Environment and Information Studies

Daido Yoshihara
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