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Abstract of Bachelor’s Thesis - Academic Year 2012

Design and Implementation of Network Inspection Platform

for Smartphone Applications

In recent year, as smartphone become more widespread, more smartphone applications are
available on the market. However, we are concerned with some smartphone applications
which invade your personal privacy. It is difficult to figure out whether smartphone
applications invade your privacy from their user interface. Moreover, you should have
network knowleage to inspect communication of smartphone applications.

Therefore, the purpose of this study is creating a platform which inspect smartphone
applications without technical knowleage. In order to achieve this, I suggest a method
to analyze communication of smartphone applications and automatically judge their risk
level on privacy. To prove the effeectiveness of this method, I implemented the system
and did test for smartphone applications on the marcket by using the system.

As a result, it was shown that you will be able to inspect smartphone applications
easily by using the method. It is expected that from the result of this thesis, you can use

smartphone more safely.

Keywords :
10 Smartphone, 2. Privacy, 3. Network Analysis, 400 Internet Security,

Keio University, Faculty of Environmental and Information Stadies

Komatsu Makoto
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PRIVACY POLICY
Last updated: 1 November 2012

Kiloo ApS Privacy Policy

Kiloo Aps ("Kiloo") has adopted this
privacy policy ("Privacy Policy") to
explain how Kiloo collects, stores
and uses the information collected
in connection with Kiloo's products,
services and websites including,
but not limited to Kiloo's Subway
Surfers, Frisbee Forever, Frisbee
Forever 2 and Bullet Time games
and Kiloo's on-line stores (together
"Services").

Should you have any questions
relating to this Privacy Policy,
please contact us at

cunnart@lilan nam ar altarnativaly
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Google.pcap itrunk-1.6)] - | ] )

Fie Edit View Go Capture Analze Stetistics Telephony Tools Internals Help

PR DEXEL AE+ T L Qaaan @#® »

Filter: |Z| Expression... Clear Apply
No. Time Source Destination Protocol Length Info E
10, ha m
2 0.304102 169.254.155.144 169.254.255.255 NENS 92 Name query NB D21.
3 0.799368 MS-NLB-PhysServer-1Br ARP 60 Who has 192.168.0.
4 0.899569 ARP 60 who has 192.168.0.
3 0.918314 e ARP 60 Who has 203.178.14
6 0.979540 ARP 60 who has 203.178.14
7 0.999520 ARP 60 Who has 192.168.0,
8 1.056487 e ICMPVE 86 Nei olicitat
91.073029 169.254.155.144 . IGMP 46 v2 ip Repo
10 1.152265 Alaxalan_28:13:0e Broadcast ARP 60 who has 203.178.14
11 1.241725 203.178.143.182 203.178.143.255 upp 348 Source port: 53039
12 1.294672 AlaxalaN_28:13:0e Broadcast ARP 60 who has 203.178.14
13 1.380166 Hewlert-_aa:c9:7a Broadcast ARP 60 who has 203.178.14
14 1.573073  169.254.155.144 224.0.0.252 IGMP 46 V2 Membership Repo

15 1.573197 2001:200:0:8801:1f4 ff02::1:fF28:130e TCMPVE 86 Neighbor solicitat -
< m, | C
Frame 1: 60 bytes on wire (480 bits), 60 byres captured (480 bits)

Ethernet II, src: alaxalan_28:13:0e (00:12:e2:28:13:0e), Dst: Broadcast (ff:ff:ff:ff:ff
Address Resolution Protocol (request)
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¢ Fiddler - HTTP Debugging Proxy
Fie Edit Rules Tools View Help
HTTP Sessions

* Result  Protocol Host  URL -
Bsas 200 HTTP CONNECT  www.google.com: 443

Fiddler - HTTP Debugging Proxy

Elez 200  HrTes www.googe.com  Jaccounks/ClientLogin
E] 88 302 HITP waw,googie.com  Jcalendar/feeds/default v
< | >

Performance Statistics | S€s5on Inspector | AutoResponder | Request Builder

Headers TextView  WebForms | HexView  Auth Raw XML

POST faccounts/ClientLogin HTTP/1.1
content-Type: application/x<-waw-form-urlencoded
Cache-Control: no-cache

Pragna: no-cache

User-aAgent: Java/i.5.0_12

Host: m,ggsﬂ];‘gm
Accept: text/html, image/gif, image/ipeg, *; q=.2, */*;

q=.2
Proxy-Connection: keep-alive
Content-Length: 123

seryvi ce=clapas swd=g e 82y aEmail=test. 117 abraas
40gmail. comaccoun e=HOSTED_OR _GODGLE&S OUrce=examp]eco-
Tiddlerexample-1

_ Fi | view in Notepad |

Transformer Headers Text¥iew  ImageView  HexView | Auth
Caching  Privacy ‘|Raw XML

HTTP/1.1 200 OK ~
Content-Type: text/plain

Cache-control: no-cache

Pragmna: no-cache

Content-Length: €05

Date: Sun, 24 Jun 2007 02:43:18 GMT

Server: GFE/1.3

s:g:ogxe.uxl- FAANGER ] PTPNZKAEGEVE 0ThkK L 1 J25TQONF SVCn

78akg. PUg

1 TWe g SARL 3ROSR 5 2B T FCTRY, e R R NELWT - LT EC 28 2rals
CELIese STRCSEKL03 2. IHE e SV Eé TyRrdL ™

[ viewin votenad |

3‘:} Capturing 174 Auto-saved changes to response from Samplas.F

0 2.7 Fiddlee OO OODOOOO
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00000000000 Android0000000D0DOODOOOOOODOOODOOODOOO
0000000243500 0 Android0 00000000 30000000000074140
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