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Abstract of Master’s Thesis

Academic Year 2012

Mitigation of network congestion with response aggregation

function in CoAP proxy

Various things and services are connecting each other with various network types. This
is a typical communications model of Internet of Things. The use of Web technology as
the foundation of IoT is promising because the Web technology works on top of different
OS on different networks. But, existing Web protocols, such as HTTP, do not work well
in a constrained network such as IEEE802.15.4. A working group in IETF is standardiz-
ing Constrained Application Protocol (CoAP) as a generic Web protocol in a constrained
environment. In this thesis, I build an End-to-End communications system with HT'TP /IP
and CoAP /ZigBee networks which composed on over 60 sensor devices spread in several ge-
ographical locations. At the every intersection of IP and ZigBee we need to have a proxy to
exchange the HTTP/CoAP layer. The use of CoAP facilitates the development of the proxy
because the proxy transparently transfers application data by simply exchanging HTTP and
CoAP. In our measurement, the maximum number of application clients is 31 when the
number of devices on the constrained network is 4 and the time interval of data notification
is 1 second. This is insufficient to general home applications. To solve the problem I propose
a response aggregation method without losing the End-to-End nature. This is done by two
layer numbering for a subscription. Since the data notification are aggregated, the method
can mitigate congestion in the constrained network. In our implementation the reduction of
the traffic volume was from 6464 bps to 976 bps with an one device, and the function can

increases the number of client applications related with 4 devices from 31 to 60.

Keywords :
1. Wireless Sensor Network, 2. CoAP, 3. Network congestion, 4. Aggregate function

Keio University, Graduate school of Media and Governance
Shigeru Yonemura
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Addressing fields

APS

APS header payload

bit 0-1 Frame Type

bit 2-3 Delivery mode

bit Ack. format
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~ oy Ul
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OO0Ooooooooood CoAP OOOOOoOooooono

3.2.1 OO0
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3.22 OOOOOOOOOOdd
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4bit OO OODOOO0O0O0OOOToken field 000 OO 8 bit OOOOONO9 OO
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GET /temperature, Observe: , Token: Ox4a

(2.05 Content, Observe: 12, Token: Ox4a, Payload: 22.9 C

)
U

(2.05 Content, Observe: 44, Token: Ox4a, Payload: 22.8 C g

(
\J
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oboboooonoooooonooodonoooooonoooogooooogdgon
Hoboboogodooooodonoooodonoooogooooogooooodgdon
OoOoooodoooooooooogdooooooooooooooooddoono
ooboogooooogoooood

Observe OO OO0OOOOOOOOOOOOOOOOOOOO 3.8 OOOOOodd
OO0O0O0oooooooog Observe GET DO ODOOOOOOOOProxy-uri OO0
O0O00000000000000000000000 Observe GET OOOOOOO
obobooodooooodonooogdonoooogonoooogooooogoon
oboboogooooogdonooogdonoooogonoooogooooodgdon
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OOooOoOgleT OOO000D0ooooooooooooooooooooooand
OOIEEE 802.15.40ZigBee OO D OOOOOOConstrained Network OO
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Client Proxy Server

Headear: GET 0x43011635,
Proxy-Uri: coap://sensor.example/status,
Token: 0x6a, Observe:

O >
GET Headear: GET 0x4401af90,

Uri-Host: sensor.example

Uri-Path: status,

Token: Oxaa, Observe:

? GET

Y

Headear: 2.05 0x4401af90,
Token: Oxaa,

Observe: 67, Max-Age: 60,
| Payload: “ready”

Headear: 2.05 0x4345af94, 505 )
Token: Ox6a,

Observe: 17346, Max-Age: 60,
Payload: “ready”

)

2.05

O

D)

O

Headear: 2.05 0x53455a20,
Token: Oxaa,

Observe: 157, Max-Age: 60,
€Payload: “busy”

7\
A\

Headear: 2.05 0x5345af9b, 2.05

Token: Ox6a,
Observe: 17437, Max-Age: 60,
€Payload: “ready”

2.05

O
J

O 3.8: CoAP observe OO0
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