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Abstract Of Bachelor Thesis Academic Year 2018

Machine Learning models indicating concrete criteria for

malware analysis

Summary

Nowadays, malware has been threatening Internet security. To detect and classify
malware, a lot of research and products using machine learning have been proposed, es-
pecially for end point detection. Whilst the research and products are arguing that they
have high accuracy in various constraints, it is insufficient to give the models’ result from
the perspective of malware analysts, for they want clues of results for further investigation.
Especially in case of using complex models, it is much more difficult to know the clues.

In this thesis we will present new machine learning models for malware analysis. the
models will indicate not only detection result, but also concrete part of feature that are
attributed to detection or classification result. To realize that, we will use algorithm
called LIME to approximate complex machine learning models. As an examination, we
use this models for ransomware classification and make sure that the extracted features
are appropriate.

By using this models, it is expected that malware analysts can take countermeasure
for malware by getting the clues of classification result.
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RtlDecompressBuffer 0.043801060638635585
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4.2 FHEER

LU ICEHli Z2 8779 5.

4.2.1 FHEFE (1) M EShic API ZHEERIIC S8

DURD37 )L 2 & DfHlifi R TH 5 4.3, 4.4, 4.5, 4.6,

%< 4.3: CryptLocker

o || WL AP | {>%—%v L APL | 7 7 4 L#{E APT | Z 0ftt |
ETEE 1 1 B
API1 || CryptAcquireContextA | RtlDecompressBuffer | SetFilePointerEx | £
API2 || %z L %L %L Bk
3 4.4: Kovter
a8 || K5 APT A4 v —%v b APL | 7 7 A VEMEAPL | Zofth

fldge || 1 2 2 8
API1 || CryptAcquireContextA | InternetCloseHandle | SetFilePointerEx A
API2 | %2 L InternetOpenUrlW | SetFileAttributesW | 4%
% 4.5: Locker
|| K5 APT A v —%v b APL | 7 74 VE#EAPL | ZDfl
% || 1 1 2 16
API1 || CryptAcquireContextA | InternetOpenUrlW | GetFileSize B
API2 | %z L %L SetFileAttributesW | A&

DEOXpFzd2E, 7907278 L TOREEZAMEL Twa 2 EEENICD
%,
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7% 4.6: Reveton

S8 || el API A vy —%v b APL | 7 74 VEMEAPL | Z Otk
flEdge | 2 2 2 10
API1 | CryptAcquireContextA | DnsQuery W SetFilePointerEx Al
API2 || CryptGenKey InternetCrackUrlW | SetFileAttributesW | £4MH%

4.2.2 FHEFE (2) MESN APIZAWTIL—ILIR—ZABRAND AT LZER L
HifiCHoR L 25 iikZ2 b > T, WU T A 7 —% 25 L 72 4.7.

% 47 FEETE (2)

FeH A 1EfREL
StackNet || 28
LIME 23

SN ERANT 2 2 ERTE LD o7, BELZ8HFDOT AT —% % LilTIE TR
Mg 2 EMNTET,
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This one’s dedicated to all the hackers.
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label O
NtDuplicateObject\_0.0632036463575
getaddrinfo\_0.0671723299405
InternetSetStatusCallback\_0.162051241779
NtReadVirtualMemory\_0.126457515505
LdrUnloadD11\_0.0471642540513
VirtualFreeEx\_0.0586373775965
GetDiskFreeSpaceExW\_0.138883585072
LookupPrivilegeValueW\_0.0444914068792
InternetOpenUrlW\_0.103889737199
SetFilePointerEx\_0.0624778074895
LdrLoadD11\_0.0449317047301
SetFileAttributesW\_0.0806393934025

label 2
CertOpenStore\_0.06565736054979383
CryptAcquireContextA\_0.09746892921246786
RtlAddVectoredExceptionHandler\_0.059140259652749355
SetWindowsHookExA\_0.062277129531377914
NtSetContextThread\_0.04105626155591237
FindResourceExW\_0.09923948440933845
CoInitializeSecurity\_0.06568748878515018
NtTerminateThread\_0.08529459411799258
NtAllocateVirtualMemory\_0.08729026670236598
SetFilePointerEx\_0.04822739511977077
VirtualFreeEx\_0.04060162520223443
CertOpenSystemStoreA\_0.03968237708736168

NtCreateMutant\_0.16457576743484909
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RtlDecompressBuffer\_0.043801060638635585
label 5
CreateToolhelp32Snapshot\_0.09103020080979546
GetVolumePathNamesForVolumeNameW\_0.060164927283747636
NtGetContextThread\_0.012486619597247726
CryptAcquireContextA\_0.15725763084863198
GetShortPathNameW\_0.10361133988202284
VirtualFreeEx\_0.04026329337460649
SetFilePointerEx\_0.11929935668600537
InternetCloseHandle\_0.1015866099619152
NtDelayExecution\_0.07273127914595034
ShellExecuteExW\_0.0805407784292588
InternetOpenUrlW\_0.06985645487716703
SetFileAttributesW\_0.0649912439890462
NtFreeVirtualMemory\_0.026180265114604934
label 6

Process32NextW\_0.10460913825605055
CreateToolhelp32Snapshot\_0.05848916625359279
NtReadVirtualMemory\_O.
CryptAcquireContextA\_0.04657534018855659
GetFileSize\_0.05999235318700823
LoadResource\_0.041953443778324245
FindResourceExW\_0.046256478386491794
CoInitializeSecurity\_0.04106900071070243
GetVolumePathNamesForVolumeNameW\_0.0255628759153416996
NtTerminateThread\_0.04015248430111379
InternetOpenUrlW\_0.04116016744004671
NtAllocateVirtualMemory\_0.04949477530080154
GetComputerNameA\_0.03651255124985349
CreateDirectoryW\_0.05253796486989479
NtQueryAttributesFile\_0.04414445834123835
GetKeyState\_0.029576721780765793

MessageBoxTimeoutA\_0.0732514470702257
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SetFileAttributesW\_0.039122615792850465
NtOpenProcess\_0.059753293296265275
NtGetContextThread\_0.0455846803614533

label 9
GetVolumePathNamesForVolumeNameW\_0.03959556691087611
CreateToolhelp32Snapshot\_0.05089831593716131
SetFilePointerEx\_0.07005514999775289
RtlAddVectoredExceptionHandler\_0.004489426260969539
CryptAcquireContextA\_0.061300677293984966
LdrUnloadD11\_0.11931091468829742
CreateServiceA\_0.02132018793847518
OpenSCManagerW\_0.026908562489358398
NtSetInformationFile\_0.04404276438906645
InternetCrackUrlW\_0.055363904321261224
LdrGetProcedureAddress\_0.08153885061665621
FindResourceW\_0.12618614400357414
DnsQuery\_W\_0.09487863009185622
ShellExecuteExW\_0.03613691971504754
SetFileAttributesW\_0.08989347887622046

NtOpenProcess\_0.078080506469442
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NtReadVirtualMemorydash0.178980943402,
GetFileSizedash0.212407819571,
FindResourceExWdash0.150211143775,
NtTerminateThreaddash0.140211333626,
CreateDirectoryWdash0.174836091847,
NtQueryAttributesFiledashO0.143352667779

CryptAcquireContextAdash0.205141443998,
NtTerminateThreaddash0.133225183575,
SetFilePointerExdash0.0999729971617,
CertOpenSystemStoreAdash0.0945126864155,
NtCreateMutantdash0 .373029728196,
RtlDecompressBufferdash0.0941179606541

CryptAcquireContextAdash0.130061817505,
InternetCrackUrlWdash0.12697329849,
LdrGetProcedureAddressdash0.21677462105,
DnsQuery\_Wdash0.204342680778,
SetFilePointerExdash0.150921205292,
NtOpenProcessdash0.170926376885

NtDuplicateObjectdash0.126407292715,
getaddrinfodash0.134344659881,
NtReadVirtualMemorydash0.252915031009,
VirtualFreeExdash0.117274755193,
InternetOpenUrlWdash0.207779474397,
SetFileAttributesWdash0.161278786805

CryptAcquireContextAdash0.114493463413,
InternetCrackUrlWdash0.127819572617,
LdrGetProcedureAddressdash0.210998120184,
DnsQuery\_Wdash0.218102392528,
SetFilePointerExdash0.143297775466,
NtOpenProcessdash0.185288675793

Process32NextWdash0.339702866601 ,
NtGetContextThreaddash0.130822565488,
CryptAcquireContextAdash0.099963112092,
NtTerminateThreaddash0.120567299018,
GetComputerNameAdash0.118569166454,
MessageBoxTimeoutAdash0.190374990347

CertOpenStoredash0.13675846062,
SetWindowsHookExAdash0.130854864749,
FindResourceExWdash0.192722513722,
CoInitializeSecuritydash0.132890821955,
NtTerminateThreaddash0 .208382594731,
NtAllocateVirtualMemorydash0.198390744223

GetVolumePathNamesForVolumeNameWdash0.0805213923167,
SetFilePointerExdash0.216887745669,
CryptAcquireContextAdash0.211764458444,
LdrGetProcedureAddressdash0.106242571178,

DnsQuery\ _Wdash0.250610528383,
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SetFileAttributesWdash0.133973304009

CryptAcquireContextAdash0.204668687893,
NtTerminateThreaddashO.132266883407,
SetFilePointerExdash0.103028435726,
CertOpenSystemStoreAdash0.0884975855947,
NtCreateMutantdash0.38128650834,
RtlDecompressBufferdash0.09025189904

GetVolumePathNamesForVolumeNameWdash0.102101873386,
SetFilePointerExdash0.224341300377,
CryptAcquireContextAdash0.202476947039,

DnsQuery\ _WdashO0.25269742438,

ShellExecuteExWdash0 .0833356206978,
SetFileAttributesWdash0.13504683412

CreateToolhelp32Snapshotdash0.117376986875,
CryptAcquireContextAdash0.10993846029,
FindResourceWdash0.290998809996,
LdrGetProcedureAddressdash0.139674641394,
DnsQuery\ _Wdash0.199008107624,
SetFilePointerExdash0.143002993821

SetFilePointerExdash0.170557458155,
CryptAcquireContextAdash0.210428077264,
NtDelayExecutiondash0.14108102675,
ShellExecuteExWdash0.209052160051,
InternetOpenUrlWdash0.142814040419,
SetFileAttributesWdash0.126067237362

CreateToolhelp32Snapshotdash0.18993500733,

GetVolumePathNamesForVolumeNameWdashO0 .0829009091343,

NtReadVirtualMemorydashO .261958472953,

CryptAcquireContextAdash0.242114566182,8etFileAttributesWdashO
.127044969066 ,

GetKeyStatedash0.0960460753342

CertOpenStoredash0.137509479149,
CryptAcquireContextAdash0.13786762172,
SetWindowsHookExAdash0.131537088934,
NtTerminateThreaddash0.199153012255,
FindResourceExWdash0.204992483388,
NtAllocateVirtualMemorydashO.188940314554

CryptAcquireContextAdash0.122510826122,
InternetCrackUrlWdashO0.126852634845,
LdrGetProcedureAddressdash0.207196744278,
DnsQuery\ _Wdash0.214387749585,
SetFilePointerExdash0.146782552054,
NtOpenProcessdash0.182269493116

CryptAcquireContextAdash0.126664628061,
SetWindowsHookExAdash0.127419350801,
NtTerminateThreaddash0.199526105514,
CoInitializeSecuritydash0.151077786939,
FindResourceExWdash0.235140490335,
NtAllocateVirtualMemorydashO.160171638349

CryptAcquireContextAdash0.351336708139,
RtlAddVectoredExceptionHandlerdash0.124468234507,
NtSetContextThreaddash0.0864081493948,
VirtualFreeExdash0.0854513090864,
CertOpenSystemStoreAdash0.0675396298387,
NtCreateMutantdash0 .284795969034

CryptAcquireContextAdash0.1224301491,
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InternetCrackUrlWdash0.129054948569,
LdrGetProcedureAddressdash0.205051041283,
DnsQuery\_Wdash0.214206751031,
SetFilePointerExdash0.139855594411,
NtOpenProcessdash0.189401515606

NtGetContextThreaddash0.165236590529,
CryptAcquireContextAdash0.146126834555,
LoadResourcedash0.136237668648,
CoInitializeSecuritydash0.133365569227,
InternetOpenUrlWdash0.133661619838,
MessageBoxTimeoutAdash0.285371717202

LdrUnloadD11dash0.275143792276,
RtlAddVectoredExceptionHandlerdash0.0103530994613,
CreateServiceAdash0.0491666447848,
NtSetInformationFiledash0.101567348201,
OpenSCManagerWdash0.0620540371127,
SetFileAttributesWdash0.501715078164

NtGetContextThreaddash0.0242210110162,
CryptAcquireContextAdash0.479824233203,
VirtualFreeExdash0.128015051615,
InternetCloseHandledash0.197053364189,
ShellExecuteExWdash0.120102980653,
NtFreeVirtualMemorydash0 .0507833593239

SetFilePointerExdash0.149128388345,
CryptAcquireContextAdash0.135736870483,
LdrGetProcedureAddressdash0.204753624821,
DnsQuery\_WdashO0.205077926672,
SetFileAttributesWdash0.130506274011,
NtOpenProcessdash0.174796915667

NtReadVirtualMemorydashO .184843429616,
CryptAcquireContextAdash0.116781890414,
GetFileSizedash0.177224954229,
CreateDirectoryWdash0.166382611781,
NtAllocateVirtualMemorydash0.160727039069 ,N
tOpenProcessdash0.194040074892

LdrUnloadD11dash0.0943285081025,
InternetSetStatusCallbackdash0.324102483557,
GetDiskFreeSpaceExWdash0.277767170143,
LookupPrivilegeValueWdash0.0889828137583,
SetFilePointerExdash0.124955614979,
LdrLoadD11dash0.0898634094601

CertOpenStoredash0.140284978903,
SetWindowsHookExAdash0.134469407738,
FindResourceExWdash0.202593223152,
CoInitializeSecuritydash0.130774535943,
NtTerminateThreaddash0.204526463844,
NtAllocateVirtualMemorydash0.18735139042

SetFilePointerExdash0.139774790553,

CryptAcquireContextAdash0.122880559073,

LdrGetProcedureAddressdash0.213607459443,DnsQuery\_WdashO
.210769302132,

SetFileAttributesWdash0.135278627889,N

tOpenProcessdash0.177689260911

CreateToolhelp32Snapshotdash0.176576492897,
GetVolumePathNamesForVolumeNameWdash0.116705354494,
CryptAcquireContextAdash0.248603894305,
ShellExecuteExWdash0.125080277243,
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InternetOpenUrlWdash0.1281950905688,
SetFilePointerExdash0.204838890473

GetShortPathNameWdash0.200980848751,
VirtualFreeExdash0.0281869796521,
ShellExecuteExWdash0.170682820779,
CryptAcquireContextAdash0.281310319723,
SetFilePointerExdash0.318839031095
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