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Abstract of Bachelor’s Thesis Academic Year 2017

Implementation of Smart Escrow

Using Japanese Public Key Infrastructure

Summary

With the personal identification by signing and sealing compromised and the diversification
of electronic commerce increasing, it is becoming difficult to secure the reliability of transactions
and confirmation of identity, making it impossible to guarantee the safety and reliability of trading
under the traditional contract method. In this thesis, we take the approach to this commercial
transaction from the viewpoint of execution of a contract and personal identification.

This thesis proposes indivisible execution of sales contract using smart contract as a method of
execution of a contract. This contract method is hereinafter called smart escrow. Smart Contract
is a mechanism that automatically executes programmed contracts by using this contract, which is
used to realize smart escrows. To verify identity, Japanese Public Key Infrastructures are used. The
Ethereum address specified by the Smart Contract is signed by the signature public key mounted
on Individual Number card, and the signature can be verified in a publicly accessible form. By
using the proposed method, it is possible to perform secure e-commerce by executing smart escrow
after verifying identity.

For evaluation, qualitative evaluation of functional requirements and comparison between
existing contract method with practicality were carried out. As the result of the evaluation, we
confirm the realization of smart escrow and verify personal identity by proposed system, which
showed that the proposed method has utility.
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